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	Version/
Revision
	Revision Date
	Description Of Change
	QA Approved
	Date

	9.4
	9/14/2012
	General
· Moving all Appendices into Excel Spreadsheets for ease of maintainability and flexibly as NGI expands
· Removing ‘NGI Increment 3’ as deployment of those areas will be complete and available for the community during the Summer of 2013
· Removing all repeated elements from the ANISANSI/NIST-ITL and referring reader to the correct document
· Change FGP to “Friction Ridge Generalized Position”
· Adding new MNU code for DHS: FN = “Fingerprint Identification Number (DHS) – Restricted Use”
· Assign NDR values of 400 – 599 for external FBI Agency usage
· Assign NDR value of 16 to internal FBI usage
· Increase NAM, 2.018, AKA, 2.019, and NAM, 2.2033B, fields to 50 characters
· Add NOT, 2.088, field to LFIS and LFFS transactions
· Make LEN, 2.001, & IDC, 2.002, mandatory for all TOTs
· Make FBI (UCN), 2.014, mandatory for BATQ & BATR [UCN, 2.081, is being retired]
· Make ATN, 2.006, mandatory for LFFS, LFIS, SRL, IRQ, IRR, ISR, LRSQ, LRSR, TPFS, TPIS, TPRS, TPRR, UHN, ULM, AND UULD
· Add PHT, 2.036, as optional for AMN, DEK, DEU, and MPR with max occurrences of 1
· Add ULR, 2.2034, as optional for BDECR
· Add MSG, 2.060, as optional for BDECR & SRE
· Increase CTZ, 2.021, to 10 occurrences for those TOTs that allow the field to be populated
· Validate FGP, 14.013, to allow values of 1 – 15, 19, and 40 – 50
· Require PPD, 14.014, and PPC, 14.015, fields in Type-14 when FGP, 14.013, is 19
· Reject transaction when SLC (13.008, 14.008, or 15.008) does not contain the value 1 or 2
· Remove ‘Future Capability’ from the titles of messages L0154 to L0164 in Table M-1
· Photos (Type-10) will not be allowed on DOCE, EMUF, FANC, FAUF, FNDR, NNDR, NFAP, NFUE, NFUF, and MAP
· SMTP version of message should allow for DOM, 1.013, to be formatted as: 1.013:NORAM{US}EBTS 9.4{GS}
· XML version of message should allow for EBTS 3.1 in the ansi-nist:TransactionDomain field
· Table P-2 need column headings of ‘Max’
· Table M-1 changing from ‘Error Transaction Message’ to ‘Transaction Message’ and adding ‘canned’ messages to that table
· Removed field 9.013 AFV as it is no longer supported.
	
	

	9.3
	5/27/2011
	General:
· Removed Latent functionality that will not be carried forward in NGI: CFS, ELR, NAR, LSMQ, & LSMR, ULAC.
· Reworded Section 3.4.2 Latent Print Investigation for the added NGI functionality and changes being made.
· Added more wording to new functionality being offered by NGI
· Updating certain places to be conformant with ANSI/NIST-ITL 2011.
· Updated functionality being offered in NGI Increment 3 by changing ‘Future Capability’ to ‘NGI Increment 3’ for those items.

Section 3.1.1:
· NGI will be enrolling palmprints and supplemental fingerprint and palmprints included on Tenprint Identification Submissions

Section 3.1.2:
· NGI will be allowing additional record types on the Latent Identification Submissions, taking over functionality of CFS & ELR
· Including ‘inconclusive’ result to also be returned

Section 3.1.3:
· Expanding RPIS to be used by CBP for rapid searching of the criminal repository.

Section 3.1.3:
· Including in the response to CBP rapid search only ‘Red’ or ‘Green’

Section 3.3.1:
· Updated IRQ/IRR/ISR to include the new image sets being made available: Palmprint and Supplemental image sets.

Section 3.3.2:
· Adding new TOT BATQ/BATR for Audit Trail Retrieval of the new image sets.

Section 3.4.2:
· Added the repository selection, NDR, of criminal and/or civil for Penetration Query (LPNQ).
· Expanding LFIS/LFFS/SRL with the new functionality being offered by NGI. Major change is searching each event print to give more accurate results. Including this additional information in the search results.

Section 3.4.3:
· Included the option to select the repository (NDR) for the statistics query (LRSQ).

Section 3.5.1:
· Expanding the ULM to include when a biometric decision of an IDENT from a contributor that is not the owner of the unsolved latent print along with additional matched image sets being returned.

Section 3.6.3:
· Adding new BDEL/BDELR TOT for deletion of palmprint and supplemental image sets previously enrolled by owner.
· Adding new BDEC/BDECR TOT for biometric decision request which will aid in tuning the NGI matcher accuracy.
· Expanding the FIS TOT to support enrollment of palmprint and supplemental image sets.

Appendix C:
· Redefined FBI Number to use UCN
· Increase maximum occurrences of the NDR field
· Added ‘inconclusive’ to the SRF field.
· Added new values to IMT
· Added new fields:
· ATR – Audit Trail Record
· BIA – Biometric Available
· BID – Biometric Image Descriptor
· BSI – Biometric Set Identifier
· CNL – Candidate Investigative List
· EVI – Event Identifier
· NIR – Number Images Requested
· PPD – Print Position Descriptor
· ULR – Unsolved Latent Retain

Appendix J:
· Including complete definition of the ‘public’ template NGI will be using for the Extended Feature Set.

Appendix M:
· Removed messages that will not be returned by CJISFBI/CJIS.

Appendix N:
· Added user defined field for describing source of image
· ISC 

Appendix P:
· Adding complete definition of Fingerprint Image Set, Palmprint Image Set, and Supplemental Image Set
· Including examples of transactions, updating figures

Appendix Q (new):
· Adding Type-15 Definitions

Appendix R (new):
· Adding Type-13 Definitions

Appendix AC:
· Adding/removing acronyms as necessary
	
	

	9.2
	1/14/2011
	General:
1. Removed all references to the document versions and added a separate listing of all the documents referenced in the standard.
1. Fixing clerical errors.
1. Adding new services now offered by CJISFBI/CJIS/IAFIS.
1. Expanding definitions for new services to be offered by NGI.

Table of Contents:
· Corrected figure numbers and page numbers for figures in Appendix P

Section 3:
· Removed references to Palmprint Search and Supplemental Fingerprint and Palmprint Search as those will be covered under the enhance Friction Ridge Search.
· Moved section on Palmprint and Supplemental Fingerprint and Palmprint submission to newly created Appendix P along with expanding on CJISFBI/CJIS expectations of how to submit those image sets.
· Expanded several sections with more detail of what NGI will be offering as design moves forward.
· Adding wording to the following TOTs that they will not be carried over into NGI: CFS, ELR, NAR, LSMQ, & LSMR, ULAC.

Appendix B:
· Clarified wording on the DAT 1.005 field as date transaction was submitted.
· Added XML encoding namespaces for Type-1 fields.
· Corrected sample column entries in Table B-1

Appendix C:
· Added XML encoding namespaces for Type-2 fields.
· Removed the ‘Max Byte Count’ column from Table C-1
· Corrected sample column entries in Table C-1

Appendix D:
· Added rows for GEO Locator fields
· Added column for the new services:
·  FVR

Appendix E:
· Added rows for GEO Locator fields
· Ensure that all tables in appendix have the same fields listed
· Added column for the new services:
· ERRR
· Removed the following TOTs due to duplication:
· ERRI

Appendix F:
· Corrected wording for the addition of the new section for Mobile ID.
· Added language concerning grandfathering of SAP level 10 and 20 acquisition devices procured for RISC pilot
· New devices procured after January 1, 2012 will be subjected to minimum SAP level 30 requirement

Appendix J:
· Added XML encoding namespaces for Type-9 fields.

Appendix L:
· Correct number of records expected for different transactions.
· Reorganized Tables L-3 & and L-4 to allow for more modalities along with breaking them into more tables for easy ease of reading.
· Added Table L-5 Transaction/Response/Error TOT Correspondence

Appendix P (NEW)
· Added more detail about how to submit Palmprint Image Sets and Supplemental Fingerprint and Palmprint Image sets.

	
	

	9.1
	1/29/2010
	General:
1. Changed all references to the ANSI/NIST standard to the ITL-2007 version.
1. Ensure all wording, definitions, and descriptions are consistent with ANSI/NIST-ITL 2007.
1. Removed Future Capability TOTs where design has not started for those messages.

Section 3:
· Changed RISC Notification to Unsolicited Hit Notification and assigned it TOT UHN.
· Reworded text for RPIS, RPISR, and UHN TOTs to align with NGI Increment 2 design.
· Renamed LFIS & LFFS to Latent Friction Ridge Image Search & Latent Friction Ridge Feature Search.

Appendix C:
· Added new elements:
· SII, 2.2023 – Supplementary Identity Information initially used for RPISR TOT
· HTI, 2.2024 – Hit Type Indicator initially used for UHN TOT
· Updated element descriptions to reflect NGI Increment 2 design:
· ACN, 2.071 - Action to be Taken
· CRI, 2.073 - Controlling Agency Identifier
· ERS, 2.075 - Electronic Rap Sheet
· NOT, 2.088 - Note Field
· RAP, 2.070 - Request for Electronic Rap Sheet
· SRF, 2.059 - Search Results Findings
1. Included definition for missing element:
14. SLE, 2.055 – Custody or Supervisory Literal
14. ITD. 2.058 – Image Record Type Desired
1. Updated definitions:
15. TSR, 2.043 – Type of Search Requested
· Added DoD’s definition of GeoLocator as Future Capability for Mobile ID

Appendix D:
· Added row for new SII element
· Added/Changed elements to existing TOTs:
· RPIS
· RPISR
· ITD
1. Corrected values for elements of existing TOTs that were represented incorrectly
1. Deleted column for FVR

Appendix E:
· Added new column for UHN TOT
· Added row for new HTI element
1. Corrected values for elements of existing TOTs that were represented incorrectly

Appendix I:
· Corrected values for elements of existing TOTs that were represented incorrectly

Appendix J:
· Corrected definitions to line up with how IAFIS processes Type-9 records

Appendix L:
· Added data to tables for NGI Increment 2 design
1. Adjusted number of record types for TOTs as necessary
· Added new fields to Tables L-1, L-2

Appendix O (NEW)
· Added NCIC POB Code Table

Appendix AC
· Added acronyms for NGI Increment 2 design
1. Corrected acronyms that had the incorrect description

	
	

	9.0
	9/8/2009
	Reorganization of document into the NGI Core User Services:
· Identification Service
· Verification Service
· Information Service
· Investigation Service
· Notification Service
· Data Management Service

Removed all TOTs from ‘Future Capability’ sections until such a time as design has been completed and decision on which TOT will be used.

3.1.6:
· Added new section for Card Scanning Service (CSS) TOTs.

3.4.5:
· Added new section for Biographic Investigation Submissions, includes new TOTs: Electronic Subject Search (EQHR, EHRR, EQER, & EQRR).

Appendix A:
· Reformatted Table A-1
· Added new Tables A-2 & A-3

Appendix B: 
· Table B-1 for Type 1 record elements was replaced with previous versions table.

Appendix C:
· Added new elements:
· CIDN, 2.2022 – Contributor Assigned Identification Number for the EQHR TOT
· Updated elements:
· NCR, 2.079 – Number of Candidates/Images Returned for EQHR TOT

Appendix D:
· Added new columns for EHRR, EQER, EQHR, EQRR, & RPISR
· Added/Changed elements to existing TOTs:
· ULM: optional 2.060, MSG

Appendix L:
· Updated Element Name:
· NCR, 2.079 – Number of Candidates/Images Returned for EQHR
· Added New Element:
· CIDN, 2.2022 – Contributor Assigned Identification Number
· Added new Transaction to Recordset Summary Tables:
· External Query History Request
· External Query History Response

Appendix M:
· Removed Error Codes no longer being used:
· L0069, S0006, W0009, & W0010

Appendix AC:
· Added new acronyms:
· CIDN, EHRR, EQER, EQHR, & EQRR
· Updated acronym name:
· NCR
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[bookmark: _Toc195023055]How to Use This Document

	This section briefly describes the parts of this document and shows how the user can utilize the document in an efficient manner.

· Section 1: Introduction. This section explains why this document was created, brief descriptions of the specification, and the elements that are commonly used.
· Section 2: Scope. This section explains the scope of this document and its purpose.
· Section 3: Operational Concepts. This section describes the User Services being offered by Next Generation Identification (NGI).
· Appendix A: Transaction Response Times. This appendix briefly presents priorities for each transaction type and response times for the transaction described in this document.
· Appendix B: Descriptors And Field Edit Specifications For Type-1 Logical Records. This appendix describes the field list for Type-1 records (Header Information).
· Appendix C: Descriptors And Field Edit Specifications For Type-2 Logical Records. This appendix contains the definitions of fields used for the Type-2 records (Transaction Descriptive, Demographic, and Biographic Information).
· Appendix D: Summary Logical Record Layouts For Type-2 Identification And Verification Transactions. This appendix contains a summary of Type-2 fields for the Identification and Verification User Services transactions.
· Appendix E: Summary Logical Record Layouts For Type-2 Investigation, Information, and Notification Transactions. This appendix contains the summary of Type-2 fields for the Investigation, Information, and Notification User Services transactions.
· Appendix F: CJISFBI/CJIS Image Quality Specifications. This appendix gives the Integrated Automated Fingerprint Identification System (IAFIS) Image Quality Specifications for fingerprint scanners, both for traditional rolled prints and “Identification Flats,” printers, and Fast Track Certification procedures.
· Appendix G: Reserved. This appendix is currently Reserved for Future Use.
· Appendix H: Descriptors And Field Edit Specifications For Type-7 Logical Records. This appendix presents the Type-7 (Tenprint Fingerprint Card Images) logical record field list, including descriptors and edit specifications.
· Appendix I: Summary Logical Record Layouts For Type-2 Data Management Transactions. This appendix presents a summary of Type-2 record layouts for Data Management User Services transactions.
· Appendix J: Descriptors And Field Edit Specifications For Type-9 Logical Records. This appendix gives the Type-9 (Fingerprint Minutiae Information) logical record field list, including descriptors and edit specifications.
· Appendix K: Descriptors And Field Edit Specifications For Type-10 Logical Records. This appendix details the Type-10 (Photo Images) logical record field list and the Type-2 (Photo) transaction field lists. Appendix K also gives considerable detail concerning photos and Type-2 descriptor information for Scars, Marks, and Tattoos.
· Appendix L: Summary Tables. This appendix provides a complete cross-reference of elements and their tag numbers and lists logical record requirements for each transaction type.
· Appendix M: Transaction Error Messages. This appendix contains error message details. 
· Appendix N: Field Edit Specifications For Type-14 Logical Records. This appendix provides definition descriptors and field edits of Type-14 Variable Resolution Fingerprint Image Record.
· Appendix O: NCIC POB Code Table. This appendix contains codes applicable to place of birth and citizenship, and displays allowable codes for each.
· Appendix P: Specifications For Transmitting Palmprints And Supplemental Fingerprints. This appendix contains the recommendations for submission of palmprints along with supplemental fingerprint and palmprint images.
· Appendix Q: Descriptors And Field Edit Specifications For Type-15 Logical Records. This appendix contains the detail of the Type-15, Palmprint, record type elements.
· Appendix R: Descriptors And Field Edit Specifications For Type-13 Logical Records. This appendix contains the detail of the Type-13, Friction Ridge, record type elements.
· Appendix AC: Acronyms.

For example, to obtain information for sending a Criminal Tenprint Submission, (Answer Required) (CAR), refer to Section 3 for CAR definition, Appendix B for Type-1 logical record field list, Appendix D for the Type-2 CAR transaction field list, and Appendix C for field definitions.
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For nearly 100 years, fingerprint cards have been accepted as the standard means for recording and storing fingerprint identification data. Over that period, the content, format, and quality of fingerprint cards have been revised and refined. Fingerprint cards have evolved into an accepted international standard for the exchange of fingerprint, identification, and arrest data between criminal and noncriminal justice agencies.

Historically fingerprint cards were physically transported and processed; therefore, substantial delays occurred in the identification cycle. The Integrated Automated Fingerprint Identification System (IAFIS) was developed to support the paperless submission of fingerprint information. This improved the speed and accuracy of the fingerprint identification process and has nearly eliminated the need for contributing agencies to create and transport paper fingerprint cards to the FBI. As Next Generation Identification (NGI) begins to replace parts of IAFIS, contributors will see improved speed and accuracy of the fingerprint identification process along with the addition of other biometric capabilities.

In support of the development of the FBI/CJIS/NGI and in accordance with the recommendations of the FBI/CJIS Advisory Policy Board (APB) Identification Services Subcommittee, the FBI has developed a standard for electronically encoding and transmitting fingerprint images, identification, and arrest data that extends the American National Standard for Information Systems/National Institute of Standards and Technology - Information Technology Laboratory (ANSI/NIST-ITL) standard. ANSI/NIST-ITL was established in conjunction with the National Institute of Standards and Technology (NIST) and the fingerprint identification community. 

The original intent of the ANSI/NIST-ITL standard was to define the content, format, and units of measurement for the exchange of information that may be used in the fingerprint identification of a subject. The ANSI/NIST-ITL standard was intended for use in the interchange between criminal justice administrations or organizations that use an Automated Fingerprint Identification System (AFIS) and to provide a common interface for other AFIS and related systems worldwide. The most recent update of the ANSI/NIST-ITL standard includes new record types to facilitate data sharing for additional biometric modalities, and has added information regarding additional biometric modes, such as palm, facial, and iris recognition.

While the aforementioned ANSI/NIST-ITL standard provides the guidelines for the exchange of biometric information between various federal, state, local, tribal, and international systems, the FBI/CJIS’s EBTS defines requirements to which agencies must adhere when electronically communicating with the FBI/CJIS Division. The FBI/CJIS’s EBTS and its future revisions will inherit the basic requirements for logical records set forth in the ANSI/NIST-ITL standard. However, the FBI/CJIS-specific requirements for the ANSI/NIST-ITL implementation of logical records Type-1 (Header Information), Type-2 (Transaction Descriptive, Demographic and Biographic Information), Type-4 (Fingerprint Image Descriptive Information), Type-7 (Tenprint Fingerprint Card Images), Type-9 (Fingerprint Minutiae Information), Type-10 (Photo Images), Type-13 (Latent Friction Ridge Images), Type-14 (Variable Resolution Fingerprint Images), Type-15 (Palmprint Images), Type-17 (Iris Images), and other record types are contained in this EBTS.

The CJISFBI/CJIS Division will be using NGI to move toward a system that will contain biometric and biographic profiles of the subject records in its databases. NGI will evolve over time as there will be incremental deliveries into the CJISFBI/CJIS IAFIS system. This will allow the FBI/CJIS to move toward a capability that will facilitate multimodal biometric searching of its databases. Though fingerprints will continue to be the FBI/CJIS’s primary mode of identification for the near future, the FBI/CJIS EBTS document describes the technical specifications for the submission of the additional biometric modalities to provide this future multimodal biometric search capability. As NGI evolves, CJISFBI/CJIS will be introducing enhancements to Web Services and the EBTS XML schema. The XML schema element names and mapping to legacy elements will be provided in this standard and further expanded in the appendices.
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EBTS defines the composition of the records comprising a transaction that is transmitted to another site or agency. Certain portions of the transaction shall be in accordance with definitions provided by the receiving agency. All records in a transaction shall pertain to a single subject. Biometric data used to identify another individual requires a separate transaction.  A transaction[footnoteRef:1] is comprised of records. All of the records belonging to a single transaction shall be transmitted together. There may be multiple records in a transaction of each record type other than Type-1. The only required records are Type-1 and Type-2, which are used to describe the transaction and the subject. There shall be at least one data record accompanying a Record Type-1. The maximum number of records in a transaction is restricted to 1000.   [1:  An ANSI/NIST-ITL transaction is called a file in Traditional Encoding and an Exchange Package in XML encoding.] 


In order to ensure that the transaction description information can be read by all systems, data for all fields, Record Type-1 shall always be recorded in all encodings using the 7-bit American National Standard Code for Information Interchange (ASCII).  The eighth (leftmost) bit shall contain a zero value. (This is consistent with the specification of UTF-8 for XML encodings, since ASCII is a subset of UTF-8). Starting with this version of the FBI/CJIS EBTS, the domain (1.013 DOM) field shall be mandatory for transactions to/from FBI/CJIS in support of proper file validation and field usage, as well as file interoperability among disparate systems.  

The default character encoding for Traditional encoding is 7-bit ASCII.   Users are encouraged to choose the option of UTF-8 for 'U' and 'user-defined' character types that does not require the use special control characters in Traditional Encoding.  

For XML, UTF-8 shall be used. It is not possible to switch encodings within a transaction using XML. 

The first field in the native tagged-field records shall be labeled as field “1” and contain the length in bytes of the record. This field is not necessary in the XML schema. The second field shall be labeled as field “2” in the Type-1 record and contains the version number while in the other records this field contains the image designation character. The remaining natively-encoded textual fields may occur in any order and contain the information as described for that particular numbered field. However, the remaining fields in the XML schema do come in a specific order as laid out in the appendices. For tagged-field image records Type-10 through Type-99, the last and concluding field shall have a tagged ASCII field number identifier “999” followed by the image data.

In the construction and interpretation of the logical record, there is no requirement that the tagged fields be present within the logical record in any given order, with the exception of the Length (LEN) and Image Designation Character (IDC), which must be in the first and second position in the record, respectively. Thus, for example, a State Identification Bureau (SIB) could add the State Identification Number (SID) to the end of a Type-2 record created at the booking station. However, for those record types conveying image data (e.g., 13.999: DAT), the data field will always be the last field in the string. For XML encoding, the order will be defined and laid out in the appendices of this standard.

For the binary image Type-4 logical records, the content and order of the recorded fields are specified by this standard. With the exception of the first two fields, the remaining fields of the Type-7 logical image record are all user-defined (see Appendix H for CJISFBI/CJIS EBTS definitions of those fields). All fields and data in these record types shall be recorded as binary information. For XML encoding, all the fields are laid out as ASCII with the image data being base-64 encoded.

[bookmark: _Toc329955418][bookmark: _Toc331494631]Change Control

The EBTS defines the interface between IAFIS and the state, tribal, international, and other federal organizations’ (OFO) systems. Any changes to the data fields or formats within the EBTS must honor previously published protocols to ensure that the systems are not adversely affected. Since CJISFBI/CJIS and the states’ and OFO’s systems were developed independently, a process has been established that provides for coordinated enhancements within the various systems while maintaining reliable interoperability. This process is based on the tagged field structure defined in the ANSI/NIST-ITL standard and a few “business rules.” The rules simply state that field definitions cannot change over time or from system to system. Each system, CJISFBI/CJIS, state and OFO, is assigned a range of field tag numbers that they are allowed to define for passing information in their system. If a change inside that system is needed, the system would create and define the new field within the bounds of their assigned range. The new field cannot be made mandatory for established functionality, but merely enhances functionality for those systems wishing to incorporate the new definition. With this process in place, every system on the network has the opportunity to enhance its own system on its own schedule, yet no system is ever forced to make a change in order to maintain current functionality.
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In the construction and interpretation of the native logical record, the tag number should not be taken as having a fixed number of digits. The format for each field consists of the logical record type number followed by a period “.”, a field number followed by a colon “:”, followed by the information appropriate to that field. The tagged-field number can be any one to nine-digit number occurring between the period “.” and the colon “:”. It shall be interpreted as an unsigned integer field number. This implies that a field number of “2.123” is equivalent to and shall be interpreted in the same manner as a field number of “2.000000123”.[footnoteRef:2]  [2:  ANSI/NIST-ITL 2007] 


For example, in this version of the standard, native Type-2 logical record field tags were always shown as having three digits between the decimal point and colon (2.NNN:data...). However, now the Type-2 field tag numbers have been expanded to four or more digits (2.NNNN:data...). To accommodate such possibilities, the field numbers should be parsed as all digits between the period and colon.
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Separator characters are used in the native encoding but are not necessary in the XML encoding. Separator characters may best be understood by considering them necessary for what follows them, not what precedes them. Thus, when a tagged field includes subfields[footnoteRef:3] (e.g., the ASL field contains subfields DOO and AOL), and another subfield is still to follow, the following one must be separated from the one preceding it by the unit separator character. If what is to follow is a repetition of a field or group of subfields, a record separator must separate the preceding field or group of subfields from the repetition to follow. If what is to follow is a new field, then the group separator character is used. If the record is complete after the previous field, the file separator is used. [3:  The EBTS’ use of the term subfield is synonymous with the term information item found in
the ANSI standard.] 


As stated in the ANSI/NIST-ITL, successive separator characters now may be used with no intervening blank or other character when a subfield is missing. In Type-2 records, CJISFBI/CJIS recognizes the following sequences as meaning that a subfield is missing: <US><US>, <US><RS>, <US><GS>, and <US><FS>. These are needed to obviate the need for CJISFBI/CJIS to validate each subfield in a grouped field to see whether it contains valid data or is merely a blank. This will keep invalid data out of CJISFBI/CJIS databases.
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Error processing takes on two primary forms within CJISFBI/CJIS: front-end error detection and internal process error detection and correction. The front-end process examines every incoming transaction from a security and mandatory data perspective. Potential security violations are rejected and transferred immediately to a system administrator. Some transactions lacking mandatory data, or that are incomplete in referenced content, are rejected back to the contributor. All mandatory data and all optional data fields are content -validated for length and type of data included. Optional data failing this validation check are ignored. The remaining mandatory data that fail this validation check are passed to a Quality Check (QC) Service Provider for resolution. If the service provider can correct the data, the transaction will be forwarded for further processing. If the service provider cannot resolve the issue, the transaction can either be rejected or sent forward for attempted resolution later in the process.

Internal process error detections and corrections are performed any time IAFIS attempts to utilize incoming data to perform a search or update a database. Any such action will check the field according to length and type as well as content. Some data values are content-sensitive. That is, they can only be examined with respect to the databases against which they are to be applied. Errors in submissions detected at that time will generally be forwarded to a logic error resolution service provider. At that point, appropriate actions can be taken to correct the discrepancy, and an internal resubmission of the transaction can take place. Alternatively, if the service provider cannot resolve the issue, the transaction can be rejected.

In the interpretation of the logical record, tags that are not defined for the requested transaction are to be ignored; their inclusion is not to be considered an error. This rule makes it possible to use a single transmission format, for example, to control both intrastate and interstate transmissions. These fields will be ignored and will not be saved, nor will they be returned to the contributor on responses sent from CJISFBI/CJIS. For XML encoding, the fields that are included in the State Defined Fields element (SDF) will be ignored by CJISFBI/CJIS.

Fields should not be transmitted when there is no value present (e.g., 2.033:<GS>). However, receipt of such an empty field, if the field is not mandatory, should not result in rejection of the record or issuance of an error message. Rejection will occur when missing or incorrect data is received that would prevent processing of the transaction. The following list illustrates these types of errors.

•	A mandatory field is missing in a submitted record set (e.g., NAM field 2.018, is missing in the Type-2 record for the TOT of a CAR) and would result in immediate rejection;
•	The format of a mandatory field is incorrect (e.g., an alpha character is discovered in the SOC field) and would result in an attempt to correct the data;
•	The range of data of a mandatory field is incorrect (e.g., a DOB of 18871332 was submitted—century, month, and day are all out of range) and would result in an attempt to correct the data;
•	Incorrect data is discovered that cannot be corrected by a service provider and without which the transaction processing cannot proceed will result in the transaction being rejected.

Appendix M lists the current set of error messages that are pertinent to the EBTS user (i.e., CJISFBI/CJIS internal errors are not listed).
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The user may wish to refer to previous transactions for the purpose of follow-up or resubmission. The pertinent information is contained in two Type-1 fields, 1.09 Transaction Control Number (TCN) and 1.10 Transaction Control Reference (TCR) (See Appendix B).

Upon submitting a transaction to the IAFIS, the submitter places his control number in the TCN field in the Type-1 record. For submissions not requiring reference to a prior transaction, the TCR field is omitted. When the IAFIS has completed processing the transaction and generates the response, it places the submitter’s control number (the received TCN) into the TCR field of the response as a reference number the submitter can use to mate the response with the original submission. The IAFIS places its own internal identifier for that transaction (the ICN for IAFIS Control Number, or the NCN for NGI Control Number, a 20-character alphanumeric field) in the TCN field of the response.

The TCN in the response can be used by the submitter should he have to reopen the transaction for any purpose. For example, if the IAFIS rejected the first submission of a user-fee transaction, the user would place this number in the TCR field of the resubmitted transaction to enable the IAFIS to verify the user’s authorization to resubmit at no-charge. The submitter is entitled to resubmit a onetime free of charge transaction within one year if the rejection was due to poor quality fingerprint images.

[bookmark: _Toc329955424][bookmark: _Toc331494637]Data Storage in the CJISFBI/CJIS Database

Data submitted in CJISFBI/CJIS transactions may or may not be stored in the CJISFBI/CJIS database. Data not stored is considered to be user-defined. It is carried in transactions as an aid to the submitter in interpreting or routing the FBIFBI/CJIS’s response to the submission and is returned verbatim to the user. Data stored at CJISFBI/CJIS are always converted to uppercase prior to storage. Therefore, if this data is returned as part of the response to a subsequent submission (or a III inquiry), it may differ from the originally submitted data.

[bookmark: _Toc329955425][bookmark: _Toc331494638]Guidance on ORI and CRI Usage

The following description offers some guidance for the use of the CRI field to provide appropriate authorization to perform file maintenance within CJISFBI/CJIS. We develop this scenario by examining how an electronic submission might be formed by a contributor and passed to CJISFBI/CJIS for evaluation. This is intended as an example since there are many other requirements that might influence the final design. Ultimately, the contributors manage the use of the CRI field.

Assume a print is obtained by a local agency, passed to a county agency for processing, and subsequently to the CJISFBI/CJIS Systems Agency (CSA) for transmission to the FBIFBI/CJIS. In such a case, the transmission of ORIs and CRIs might appear as follows:

	
	
	STATE_CSA

	
	COUNTY_AGENCY
	| ORI	|

	LOCAL
	| ORI	|----------------->
	| CRI2CRI1	|   

	| ORI	|----------------->
	| CRI1	|----------------->
	| CRI1CRI2	|



When generated at the local level, no CRI need exist since this ORI is the originator. On receipt by the county agency and subsequent transmission to the state CSA, the original ORI is entered as the first instance of the CRI and the county ORI replaces the local ORI in the ORI field. On receipt by the state CSA and for subsequent retransmission to the FBIFBI/CJIS, the local ORI is retained as CRI21, the county ORI is entered as CRI12, and the ORI of the state CSA is entered in the ORI field. The transaction is then forwarded to the FBIFBI/CJIS via the CJISFBI/CJIS WAN. CRI1CRI2, the local ORI, is then used as the authority for action and thus retains ‘ownership’ of the transaction. Then, only CRI1 CRI2 can modify, cancel, confirm, or delete a latent transaction. In the response, the transaction is sent to the ORI from which it was sent, and it is the responsibility of the state CSA to route it properly to the county agency identified in CRI2CRI1. The county agency, in turn, would route the response to the local agency as appropriate.

[bookmark: _Toc329955426][bookmark: _Toc331494639]Specific Changes to This Version

As IAFIS evolves into NGI, legacy transactions will be enhanced along with additions to Web Services for these enhancements. In this version of the EBTS, sections marked with ‘NGI Increment 3’ will become available when NGI Increment 3 is deployed by the FBI during Spring 2013editorial enhancements were made to readabiliity.  Summarized below are the latest improvements for this phase:
· Moving all Appendices into Excel Spreadsheets for ease of maintainability and flexibly as NGI expands.
· Removing ‘NGI Increment 3’ as deployment of those areas will be complete and available for the community during the Summer of 2013.
· Removing all repeated elements from the ANIS/NIST-ITL and referring reader to the correct document.
· Adding new MNU code for DHS.
· Assign NDR values of 400 – 599 for external FBI/CJIS Agency usage.
· Increase name fields to 50 characters.
· Add NOT, 2.088, field to LFIS and LFFS transactions.
· Allowing Latent Investigation Services increased searching capabilities of fingerprints and palmprints along with supplemental fingerprints and palmprints.  
· With the clear definition that the LCN/LCX fields (2.012/2013) are for internal latent lab examiner use only, these fields are being removed from all appropriate messages.
· Additional user defined field being added to the Type-14 and Type-15 records to allow for images from multiple biometric sets that use the same record type to be distinguishable.
· New Type-2 fields are being added to take advantage of the new services added. These fields allow users to identify  specific biometrics in conjunction with the use of position indicators for searching, retrieval, and enrollment of biometrics.
· Additional functionality has to been added for the use of the Extended Feature Set (EFS) in transactions submitted and responses returned.
· Expanded Appendix P with details for different image sets being defined.
· On the items that will be included when NGI Increment 3 is deployed in Spring 2013, changed the heading ‘Future Capability’ to ‘NGI Increment 3’.
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SCOPE 

The scope of the EBTS has been expanded over previous versions to include additional biometric types/indicators (e.g., face, iris) in recognition of the rapidly developing biometric industry. Significant efforts have been made to note those EBTS sections which do not clearly delineate between the functionality within CJISFBI/CJIS that is currently available to the CJIS userAuthorized Contributor community and what is anticipated to be developed in the future. Functionality under development and not yet available to the user community is referred to in this document as "Future Capability". The most recent update to the ANSI/NIST-ITL standard includes new record types to provide for the sharing of data for these new biometric types. The FBIFBI/CJIS will accept biometric data for these new types of records in accordance with the ANSI/NIST-ITL standard. CJISFBI/CJIS will provide identification and/or investigative services for these biometric types in the future as NGI gradually replaces IAFIS. CJISFBI/CJIS/IAFIS provides identification and investigation services for fingerprints while CJISFBI/CJIS/NGI will expand the identification services using fingerprints along with investigation services using other biometrics types including and expanding upon fingerprints.

The NGI System will also provide Identity Management, which will involve combining records from the civil, criminal and new repositories into an interoperable repository tied by a unique identity reference. Today, several numbers are utilized to identify an individual (e.g., FBI Number (FNU), Civil Record Number (CRN), and Segment Control Number (SCNA)). The NGI System will refer to this new identity as a Universal Control Number (UCN). NGI will place this UCN into the FBI Number, 2.014, and will be retiring the ‘Future Capability’ UCN field, 2.081. The CJISFBI/CJIS Division is working closely with the user community prior to the transition to UCN.

This document specifies in detail the file and record content, format, and data codes necessary for the exchange of fingerprint, palmprint, photo, facial, and iris information between federal, state, and local users and the FBIFBI/CJIS. It provides a description of all requests and responses associated with the electronic fingerprint identification service and other services. As CJISFBI/CJIS moves to NGI, this specification is being re-organized into User Services that include the following:

1.	Identification Service
2.	Verification Service
3.	Information Service
4.	Investigation Service
5.	Notification Service
6.	Data Management Service
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This service will provide user support of biometric identification. It provides searches that result in the positive identification or non-identification of the individual based on a one-to-many biometric search. In this version of the EBTS, only fingerprints will be used for this purpose, although other biometrics may be submitted in the same transactions (i.e., photo, palmprint, iris, supplemental fingerprint and palmprint). In future versions of the EBTS, multiple biometrics may be used for identification purposes.

The Identification Service will consist of the original Tenprint service that is accessed through the electronic tenprint submission for the purpose of searching the CJISFBI/CJIS repository. Electronic submissions may involve processing and evaluation judgments by FBIFBI/CJIS personnel. Searches are performed by automated equipment without human intervention by FBIFBI/CJIS personnel. The results of the search may require FBIFBI/CJIS personnel to evaluate search results and provide their judgment. Tenprint submissions that update current fingerprint images will be handled under the Data Management Services.

The Latent submissions that fall under the Identification Service are comprised of the electronic latent fingerprint identification submissions handled by FBIFBI/CJIS latent examiners, along with cascaded searches of the Unsolved Latent File (ULF) and the Special Population Cognizant (SPC) File for a positive identification. Additional Latent search transactions fall under the Investigation Service. 

The newly added features to the Identification Service are the Rapid Search and International Terrorist Identification Search along with the Disposition Fingerprint Identification Submission.The newly added features to the Identification Service are the Rapid Search and International Terrorist Identification Search along with the Disposition Fingerprint Identification Submission. Also included in this section are the TOTs that are used exclusively by the Card Scanning Service.
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This service will provide user support of biometric verification. It addresses the method that results in the confirmation of an individual's identity based on a one-to-one comparison. In this version of the EBTS, only fingerprints will be used for this purpose, although other biometric identifiers (e.g. iris) may be used in the futurealthough other biometric identifiers (i.e., photo, palm, iris) may be used in the future.
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This service will provide user support of requests for specific biographic or biometric information on an individual. It allows a user to submit a request for information on an individual by specifying a unique identifier. An image request can be used to solicit fingerprints and other types of images stored by the FBIFBI/CJIS. All transactions and messages will be compliant with the ANSI/NIST-ITL standard for exchange of fingerprints, palmprints, facial photos along with scars, marks, and tattoo photos, and other biometric information. Other information retrieved may consist of the Audit Trail information and in the future may consist of the Rap Back Status. Other information retrieved may consist of Rap Back Status and Audit Trail information. 
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This service will provide user support of investigative queries and searches. The Investigation Service provides a list of candidates based on a one-to-many biometric and/or biographic search. The result set may include an ordered listing of candidates and corresponding information to facilitate the investigative decision process.

This service will also include a search of the subject history database using biographic information, which is represented by the External Query History Request. The development of the history retrieval subject search provides a means to efficiently screen large numbers of people. This function is available on a limited basis to federal agencies with prior written authorization from the FBIFBI/CJIS.
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This service will provide event notification to users about their data contained within any of the IAFIS/NGI repositories [e.g., Criminal and Civil Files, Repository for Individuals of Special Concern (RISC), Special Population Cognizant (SPC) Files, Unsolved Latent File (ULF)]. With this service, a data owner will receive an unsolicited notification from the system based on event criteria (triggers). 
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This service provides users with the ability to manage data within IAFIS. It allows the user to add, delete, and modify data contained in IAFIS that is under the contributor’s control. 
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OPERATIONAL CONCEPTS

CJISFBI/CJIS will process the following types of transactions for the service areas listed below in its electronic environment:

	Identification Service
		Tenprint Fingerprint Identification Submissions
		Latent Fingerprint Identification Submissions
		Rapid Fingerprint Identification Search Submissions
		International Terrorist Identification Submissions*
		Disposition Fingerprint Identification Submissions*

	Verification Service
		Fingerprint Verification Submissions
		
	Information Service
		Biometric Image Retrieval Submissions
		Biometric Audit Trail Retrieval Submissions**
		Rap Back Information Retrieval Submissions*
		
Investigation Service
		Tenprint Fingerprint Investigation Submissions
		Latent Print Investigation Submissions**
		Latent Administration Submissions
		Biometric Investigation Submissions*
			Photo Investigation Submissions*
				Text-Based Photo Search Request*
				Text-Based SMT Photo Search Request*
				Facial Recognition Search Request*
			Iris Investigation Search Request*
		Biographic Investigation Search Submissions

Notification Service	
		Unsolved Biometric Match 
		Unsolicited Unsolved Latent Delete
		Special Population Cognizant*
Rap Back Activity*
Rap Back Renewal*
		Unsolicited Hit Notification
		External Link Record Activity*
		External Link Failure*

Data Management Service
		Latent Image Maintenance Submissions
		Fingerprint Image Maintenance Submissions
		Biometric File Maintenance Submissions*
			Biometric Enrollment Request**
			Biometric Delete Request**
			Biometric Decision Request**
		Identity File Maintenance Submissions*
		Disposition Submission Maintenance Submissions*
		Rap Back Services*
		External Link Updates*
		
	* Indicates Future Capability
	** NGI Increment 3

The services that are labeled ‘Future Capability’ are included in this specification to allow users the opportunity to see what is in the future for the FBIFBI/CJIS. New TOTs as well as the mandatory and optional fields will be assigned to these services when design is complete.
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Identification Service 

[bookmark: _Toc180993574]These transactions will originate from mobile devices, live‑scan booking terminals, FBIFBI/CJIS Field Offices, or card scanners at either the federal, state, or local level (see Figure 1 “Electronic Fingerprint Identification Submissions”). Local submissions may be processed by a local AFIS and electronically transmitted to a State Identification Bureau (SIB) for processing. If a positive identification is made at the state level, an Ident response will be transmitted back to the local agency, and if it is a criterion offense, it will be forwarded to the FBIFBI/CJIS. Note: A criterion offense is based on the submitting state’s retention policy/legislation. The processing flow for a civil electronic fingerprint identification submission is similar to the criminal submission flow, except that in the event of state-level Ident response, the submission may still be forwarded to the FBIFBI/CJIS for processing under Federal and/or state statutory authority.

If no identification is made at the SIB level, the data will be forwarded via the CJISFBI/CJIS WAN to the FBIFBI/CJIS for processing by CJISFBI/CJIS. Transmitted data will be automatically parsed, and a search will be conducted of the FBIFBI/CJIS's fingerprint files utilizing the subject search function along with the features search capabilities. The identification of the submitted fingerprint images against any viable file candidates may be verified by an FBIFBI/CJIS fingerprint examiner. Electronic responses[footnoteRef:4] from CJISFBI/CJIS to the contributor will be electronically routed via the CJISFBI/CJIS WAN through the SIB using the ORI. Subsequent routing to the arresting agency is made by the SIB using the CRI. Additional copies are routed by the SIB using the SCO or other related information (see Appendices B and C for detailed ORI, SCO, and CRI definitions).  [4:  Established procedures for sending unsolicited messages to State Identification Bureaus in response to fingerprint submissions  from Interstate Identification Index (III) participating states will not be affected.] 


As FBI/CJIS moves towards NGI and becomes Identity based verses Criminal based, the 'Rap Sheet' will become the 'Identity History Summary'.  Responses to submissions or searches by OFOs, tribal, or international agencies will be transmitted directly to the submitting agencies. When these responses are possible identifications, these responses will contain an Identity History Summary giving the individual candidate’s identification and disseminable arrest history, when requested.  This information is provided in the Electronic Rap Sheet field of the response being returned to the submitting agency.

These submission types are summarized in Appendix D with edit specifications for the fields used being found in Appendix C. These requests may include cascading searches of the Unsolved Latent File after a response has been provided to the Authorized Contributor. 


[bookmark: _Toc329942448]Figure 1 Electronic Fingerprint Identification Submissions 


[bookmark: _Toc329955437][bookmark: _Toc331494650]Tenprint Fingerprint Identification Submissions

The Tenprint Fingerprint Identification submissions consist of electronic criminal and civil transactions. The response time goals for these transactions are specified in Appendix A. The fingerprint images on these submissions will be used to search against the criminal repository. Besides the fingerprint images, the submitter may optionally include palmprint and iris images along with a set of up to 4 photos of the subject. Additionally, the contributor may optionally include any supplemental fingerprint and palmprint information with these submissions. If the contributor would like to add these optional images to the record identified in this Tenprint Identification Submission, they may use the Biometric Enrollment Transactions outlined in Section 3.6.3.1. The biographical data and fingerprint images are used to determine potential candidates with criminal records at the FBIFBI/CJIS. If the contributor would like to later add other biometric images to a tenprint search and retain event, they may reference the Event Identifier (EVI) from the tenprint response (SRE) within the Biometric Enrollment Transactions described in Section 3.6.3.1.The information within a retained submission will be added to an existing record, if a positive identification is made, or will create a new record if no identification was made. If a non-retain submission is not identified, no information will be retained in the FBIFBI/CJIS databases. If a positive identification is made for a non-retain submission, the information on that submission will be added to the existing record and dissemination rules will govern the dissemination of this information.If a non-retain submission of a positive identification is made, the information on that submission will be added to the existing record and dissemination rules will govern the dissemination of this information. In the future, contributors will have the option to indicate if the updated record or new record is to be included in the Rap Back Data Management Service.

The response to the Tenprint Fingerprint Identification submissions will provide the Event Identifier for the enrollment(s) as well as details on each biometric type enrolled. To facilitate this, the Biometric Image Enrollment set field (BIE 2.2061) is added to the Type-2 of the SRE response.  The field will provide the biometric identifiers (BSI) and image type (IMT) of each biometric set or photo that was enrolled. Where photos are enrolled the subject pose (POS) is populated for facial photos, and the scars, marks, and tattoos (SMT) field is populated for SMT photos.

In the future, cascaded searches of marked Special Population Cognizant (SPC) Files may be launched along with simultaneous searches of other external systems, such as Canada’s Real-Time ID System or DHS IDENT. These will be indicated by the appropriate values for the desired destination in the Name of Designated Repository (2.098 NDR) field in the Type‑2 record.

There are several types of electronic fingerprint identification submissions that will be accepted by the FBIFBI/CJIS. The particular type of submission is identified in the Type of Transaction (TOT) field in the Type‑1 record for each transaction. The following are the TOTs for identification submissions:

	TOT
	TRANSACTION

	CAR
	Criminal Tenprint Submission (Answer Required)

	CNA
	Criminal Tenprint Submission (No Answer Necessary) 

	CPDR
	Criminal Fingerprint Direct Route

	CPNU
	Criminal Fingerprint Processing Non-Urgent

	DOCE
	Departmental Order Channeling Electronic

	EMUF
	Electronic In/Manual Out User Fee Submission

	FANC
	Federal Applicant (No Charge) 

	FAUF
	Federal Applicant User Fee

	FNDR
	Federal No Charge Direct Route

	NNDR
	Non-Federal No Charge Direct Route

	NFAP
	Non-Federal Advanced Payment

	NFUE
	Non-Federal User Fee Expedite

	NFUF
	Non‑Federal Applicant User Fee

	MAP
	Miscellaneous Applicant Civil

	DEK
	Known Deceased

	DEU
	Unknown Deceased 

	MPR
	Missing Person 

	AMN
	Amnesia Victim 



The FBIFBI/CJIS’s responses to electronic submissions will provide search results or indicate an error via the following TOTs:

	TOT
	RESPONSE TRANSACTION

	SRE
	Submission Results ‑ Electronic

	ERRT
	Tenprint Transaction Error



[bookmark: _Toc97286987][bookmark: _Toc97287375][bookmark: _Toc97288200][bookmark: _Toc97299893][bookmark: _Toc100553651][bookmark: _Toc158178234][bookmark: _Toc181150865][bookmark: _Toc329955438]Criminal Tenprint Submission (Answer Required) (CAR) 

This transaction is a criminal arrest fingerprint submission for which the requester desires that a response be returned. It contains ten rolled and four plain impressions of all ten fingers, biographic descriptor data, as well as information relative to an arrest, custody, or supervisory status. The biographical data and fingerprint images are used to determine potential candidates with criminal records at the FBIFBI/CJIS. This TOT is also used for an inquiry on a criminal suspect or informant, in which case arrest, custody, or supervisory data may or may not be present (Retention Code set to “N”). Requirements for the use of the Arrest Segment Literal (ASL) and Court Segment Literal (CSL) fields in these cases are discussed in Appendix C. The fingerprint images of any candidates generated are then compared against those in the submission and a positive identification or non‑identification decision is determined. When the Retention Code is set to “Y”, the identified criminal record is updated and other biometrics included in the submission are added to the file. A response is returned to the contributor. The response will always contain the positive identification/non-identification decision and may contain the electronic Identity History Summary, if requested. 

In the future, contributors will be able to request a simultaneous search of other repositories from external systems via these submissions. Contributors will enter the appropriate values for the desired destination in the Name of Designated Repository (2.098 NDR) field in the Type-2 record.

[bookmark: _Toc97286988][bookmark: _Toc97287376][bookmark: _Toc97288201][bookmark: _Toc97299894][bookmark: _Toc100553652][bookmark: _Toc158178235][bookmark: _Toc181150866][bookmark: _Toc329955439]Criminal Tenprint Submission (No Answer Necessary) (CNA) 

This transaction is a criminal arrest fingerprint submission for which the requester desires that no response be transmitted back. Otherwise, it is identical to the CAR request described above, containing ten rolled and four plain impressions, arrest, custody, or supervisory status data. Processing is also identical to the CAR request described above except that no response is returned. However, a communication protocol acknowledgment will be returned to the contributor to confirm receipt of the transaction. The Retention Code for this transaction must be set to “Y.” 

[bookmark: _Toc158178236][bookmark: _Toc181150867][bookmark: _Toc329955440][bookmark: _Toc97286989][bookmark: _Toc97287377][bookmark: _Toc97288202][bookmark: _Toc97299895][bookmark: _Toc100553653]Criminal Fingerprint Direct Route (CPDR)

This transaction consists of a criminal arrest fingerprint submission that will be directly routed to a CJISFBI/CJIS internal log application for special processing. The submission contains ten rolled and four plain impressions and arrest data. It is identical to the CAR request described above with the inclusion of a mandatory Type of Search Request (TSR) field. CJISFBI/CJIS will ensure the required EBTS fields and a TSR of “C” are present; otherwise, the submission will be rejected. If the TSR of “C” is present and the TOT is something other than CPDR, NNDR, or FNDR, the submission will be rejected. Please see Appendix C for detailed information of the use of the TSR field.

In the future, contributors will be able to request a simultaneous search of other repositories from external systems via these submissions. Contributors will enter the appropriate values for the desired destination in the Name of Designated Repository (2.098 NDR) field in the Type-2 record.

Note: CPDR is a limited-use TOT that requires coordination with FBIFBI/CJIS prior to use.

[bookmark: _Toc158178237][bookmark: _Toc181150868][bookmark: _Toc329955441]Criminal Fingerprint Processing Non-Urgent (CPNU) 

This transaction is a criminal arrest fingerprint submission that will differ from urgent criminal transactions in response time and in online (response) notifications. The submission contains ten rolled and four plain impressions and arrest data. Processing is identical to the CAR request described above except, instead of receiving a 15-minute response, the response due time is set to 72 hours to prevent prioritization ahead of urgent criminal or civil submissions. Internal FBIFBI/CJIS CPNU submissions may contain the TSR of “H,” which will allow the online responses triggered due to the positive identification against a Want or Sex Offender Registry (SOR) entry to be suppressed. Currently, CPNU submissions from external contributors do not have the option to use a TSR of “H”; however, the use of CPNU for criminal submissions not requiring an immediate response is available. Please see Appendix C for detailed information of the use of the TSR field. 

In the future, contributors will be able to request a simultaneous search of other repositories from external systems via these submissions. Contributors will enter the appropriate values for the desired destination in the Name of Designated Repository (2.098 NDR) field in the Type-2 record.

[bookmark: _Toc181150869][bookmark: _Toc329955442]Departmental Order Channeling Electronic (DOCE)

This transaction deals with “Individuals Seeking Their Own Identity History Record Pursuant to DO 556-73.” The Channeling Agencies will be responsible for the verification/authentication of the individual requesting the Identity History Summary from CJISFBI/CJIS. The FBIFBI/CJIS will only accept and process these submissions as current electronic, non-retained civil transactions from approved Channeling Agencies. The submission contains ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. There will be no requester paperwork versus fingerprint card verification/authentication performed via the FBIFBI/CJIS. An electronic response should be sent to the Channeling Agency indicating a positive identification, non-identification, or rejection. An Identity History Summary A rapsheet will be returned if the response is a positive identification. 

[bookmark: _Toc181150871][bookmark: _Toc329955443][bookmark: _Toc158178238]Electronic In/Manual Out User Fee (EMUF)

These submissions are for noncriminal justice purposes in which the contributor is charged a fee. The response for this submission is returned to the contributor manually instead of electronically. The submission contains ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. The data included on the submission will be added to the CJIS repository when the Retention Code is set to “Y.” See Section 1.6 for a discussion of the use of TCN and TCR in no-charge resubmission of user-fee submissions that the FBIFBI/CJIS has rejected. Such resubmissions are allowed only when the fingerprint image quality of the original submission was unacceptable. When the FBIFBI/CJIS completes processing, it will print a non‑identification, positive identification, or Reject response report and mail it to the requestor. 

Note: EMUF is a limited-use TOT that requires coordination with FBIFBI/CJIS prior to use.

[bookmark: _Toc181150872][bookmark: _Toc329955444]Federal Applicant (No Charge) (FANC) 

This transaction pertains to an individual who is fingerprinted in connection with applying for criminal justice employment with the federal government. The submission contains ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. The data included on the submission will be added to the CJIS repository when the Retention Code is set to “Y.” When this TOT is used, there is no charge assessed to the contributor. Federal agencies that are considered “User Fee” contributors must not use this TOT, but use “FAUF” instead (see description below). 

[bookmark: _Toc97286990][bookmark: _Toc97287378][bookmark: _Toc97288203][bookmark: _Toc97299896][bookmark: _Toc100553654][bookmark: _Toc181150873][bookmark: _Toc329955445]Federal Applicant User Fee (FAUF) 

These submissions come from: (1) any of the branches of the U. S. military in connection with individuals enlisting or being considered for Officers’ Candidate School; and (2) federal agencies in connection with employment, security updates, or contract personnel. The submission contains ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. The data included on the submission will be added to the CJIS repository when the Retention Code is set to “Y.” See Section 1.6 for a discussion of the use of TCN and TCR in no-charge resubmission of user-fee submissions that the FBIFBI/CJIS has rejected. Such resubmissions are allowed only when the fingerprint image quality of the original submission was unacceptable.

[bookmark: _Toc181150874][bookmark: _Toc329955446][bookmark: _Toc97286991][bookmark: _Toc97287379][bookmark: _Toc97288204][bookmark: _Toc97299897][bookmark: _Toc100553655]Federal No Charge Direct Route (FNDR) 

This transaction consists of an applicant fingerprint submission from a federal agency that will be directly routed to a CJISFBI/CJIS internal log application for processing. The submission contains ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. The biometric data included on the submission will be added to the CJIS repository when the Retention Code is set to “Y.” The FNDR is similar to the FANC transaction with the addition of a mandatory TSR field. CJISFBI/CJIS will ensure the required EBTS fields and a TSR of “C” are present; otherwise, the submission will be rejected. If the TSR of “C” is present and the TOT is something other than CPDR, NNDR, or FNDR, the submission will be rejected. 

Note: FNDR is a limited-use TOT that requires coordination with FBIFBI/CJIS prior to use.

[bookmark: _Toc181150875][bookmark: _Toc329955447]Non-Federal No Charge Direct Route (NNDR) 

This transaction consists of an applicant fingerprint submission from a non-federal agency that will be directly routed to a CJISFBI/CJIS internal log application for processing. The submission contains ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. The biometric data included on the submission will be added to the CJIS repository when the Retention Code is set to “Y.” The NNDR is similar to the FANC transaction with the addition of a mandatory TSR field. CJISFBI/CJIS will ensure the required EBTS fields and a TSR of “C” are present; otherwise, the submission will be rejected. If the TSR of “C” is present and the TOT is something other than NNDR, FNDR, or CPDR, the submission will be rejected. 

Note: NNDR is a limited-use TOT that requires coordination with FBIFBI/CJIS prior to use.

[bookmark: _Toc181150876][bookmark: _Toc329955448]Non‑Federal Advanced Payment (NFAP) 

These submissions are for noncriminal justice purposes in which the contributor is charged a fee in advance. The submission contains ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. Examples of the types of contributors for this TOT are federal citizenship and immigration services (such as training candidate check programs). The purpose for submitting such requests is to ascertain whether individuals who have applied for training through the contributor organizations have any past criminal histories. See Section 1.6 for a discussion of the use of TCN and TCR in no-charge resubmission of user-fee submissions that the FBIFBI/CJIS has rejected. Such resubmissions are allowed only when the fingerprint image quality of the original submission was unacceptable.

Note: NFAP is a limited-use TOT that requires coordination with FBIFBI/CJIS prior to use.

[bookmark: _Toc329955449][bookmark: _Toc181150877]Non-Federal User Fee Expedite (NFUE)

These non-federal civil applicant submissions are fee-based, high-priority fingerprint transactions that require an expedited search and response. The submission contains ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. The biometric data included in the submission will be added to the CJIS repository when the Retention Code is set to “Y.” See Section 1.6 for a discussion of the use of TCN and TCR in no-charge resubmission of user-fee submissions that the FBIFBI/CJIS has rejected. Such resubmissions are allowed only when the fingerprint image quality of the original submission was unacceptable.

[bookmark: _Toc329955450]Non‑Federal Applicant User Fee (NFUF) 

These submissions are for noncriminal justice purposes in which the contributor is charged a fee. The submission contains ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. The biometric data included on the submission will be added to the CJIS repository when the Retention Code is set to “Y.” Examples of the types of contributors of this type of transaction are federal and state banking institutions and regulatory agencies (such as stock exchanges, bankers’ associations, securities dealers, Nuclear Regulatory Commission, Securities and Exchange Commission, racing or gaming control boards, etc.). Their purpose for submitting such requests is to ascertain whether individuals who have applied for employment/volunteer training through the contributor organizations have any past criminal histories. See Section 1.6 for a discussion of the use of TCN and TCR in no-charge resubmission of user-fee submissions that the FBIFBI/CJIS has rejected. Such resubmissions are allowed only when the fingerprint image quality of the original submission was unacceptable.

[bookmark: _Toc97286992][bookmark: _Toc97287380][bookmark: _Toc97288205][bookmark: _Toc97299898][bookmark: _Toc100553656][bookmark: _Toc181150878][bookmark: _Toc329955451]Miscellaneous Applicant Civil (MAP) 

These no-charge submissions are for non-federal law enforcement and criminal justice employment. The submission contains either ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. The biometric data included on the submission will be added to the CJIS repository when the Retention Code is set to “Y.” 

[bookmark: _Toc329955452]Miscellaneous Applicant Civil (No Charge) (MAPC) 

This transaction is similar to the MAP in that it is used for non-federal law enforcement and criminal justice employment (including state and local law enforcement) as well as gun permit applications from criminal justice agencies and will not be charged a fee. The submission will contain ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. The applicable fields for this TOT are exactly the same as those listed for the MAP in Appendix D.When the FBI/CJIS completes processing, it will print a non identification, positive identification, or Reject response report and mail it to the requestor.

Note: MAPC is a limited-use TOT that requires coordination with FBI/CJIS prior to use.

[bookmark: _Toc97286993][bookmark: _Toc97287381][bookmark: _Toc97288206][bookmark: _Toc97299899][bookmark: _Toc100553657][bookmark: _Toc181150879][bookmark: _Toc329955453]Known Deceased (DEK) 

These transactions are submitted for a deceased individual whose identity is known to the contributor. The submission contains either ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. If the fingerprints are determined to be identical to those of a subject in the FBIFBI/CJIS’s criminal files, the subject’s FBIFBI/CJIS record will be marked as deceased. The ICO field in this submission may be filled with the text “DECEASED.” 

[bookmark: _Toc97286994][bookmark: _Toc97287382][bookmark: _Toc97288207][bookmark: _Toc97299900][bookmark: _Toc100553658][bookmark: _Toc181150880][bookmark: _Toc329955454]Unknown Deceased (DEU) 

This transaction is submitted with fingerprints obtained from a deceased individual whose identity is not known to the contributor.This transaction is submitted with fingerprints obtained from an individual who was deceased at that time but whose identity was not known to the contributor. The submission contains either ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. If the fingerprints are determined to be identical to those of a subject in the FBIFBI/CJIS’s criminal files, the subject’s FBIFBI/CJIS record will be marked as deceased and the contributor will be notified of the results. Should no identification result from a search of the criminal file, a search of the civil file will be performed. The subject will be added to the FBI/CJIS database when no identification resultsThe subject will be added to the criminal file when no identification results, in order to be identified with missing person’s reports. 

[bookmark: _Toc97286995][bookmark: _Toc97287383][bookmark: _Toc97288208][bookmark: _Toc97299901][bookmark: _Toc100553659][bookmark: _Toc181150881][bookmark: _Toc329955455]Missing Person (MPR) 

These noncriminal submissions pertain to persons reported as missing. The submission contains either ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. Their submission causes a search of the FBIFBI/CJIS files and may result in the placement of a “stop” in FBIFBI/CJIS automated files to alert whenever a future fingerprint submission (of any type) hits against the original set of fingerprints and establishes the person’s whereabouts. Should no identification result from a search of the criminal file, a search of the civil file will be performed. These subjects are added to the FBI/CJIS database when no identification is made to an existing recordThese subjects are added to the criminal file when no identification is made to an existing record. The Action to be Taken (ACN) field of the response will indicate if a “stop” has been established. The ICO field in this submission may be filled with the text “MISSING PERSON.” The Retention Code for this transaction must be set to “Y”.

[bookmark: _Toc97286996][bookmark: _Toc97287384][bookmark: _Toc97288209][bookmark: _Toc97299902][bookmark: _Toc100553660][bookmark: _Toc181150882][bookmark: _Toc329955456]Amnesia Victim (AMN) 

These noncriminal submissions pertain to persons known to have amnesia.These noncriminal submissions pertain to persons known to have amnesia who are unaware of their own identity. The submission contains ten rolled and four plain impressions or three identification flat impressions along with biographic descriptor data. The submission causes a search of the FBIFBI/CJIS files and may result in the placement of a “stop” in FBIFBI/CJIS automated files to alert whenever a future fingerprint submission (of any type) hits against the original set of fingerprints and establishes the person’s identity. Should no identification result from a search of the criminal file, a search of the civil file will be performed. These subjects are added to the FBI/CJIS database when no identification is made to an existing recordThese subjects are added to the criminal file when no identification is made to an existing record. The ACN field of the response will indicate if a “stop” has been established. The ICO field in this submission may be filled with the text “AMNESIA VICTIM.” The Retention Code for this transaction must be set to “Y”.

[bookmark: _Toc288746594][bookmark: _Toc288746595][bookmark: _Toc288746596][bookmark: _Toc288746597][bookmark: _Toc288746598][bookmark: _Toc288746599][bookmark: _Toc288746600][bookmark: _Toc288746601][bookmark: _Toc288746602][bookmark: _Toc288746603][bookmark: _Toc288746604][bookmark: _Toc288746605][bookmark: _Toc288746606][bookmark: _Toc288746607][bookmark: _Toc288746608][bookmark: _Toc288746609][bookmark: _Toc288746610][bookmark: _Toc288746611][bookmark: _Toc288746612][bookmark: _Toc288746613][bookmark: _Toc288746614][bookmark: _Toc288746615][bookmark: _Toc288746616][bookmark: _Toc288746617][bookmark: _Toc288746618][bookmark: _Toc288746619][bookmark: _Toc288746620][bookmark: _Toc288746621][bookmark: _Toc288746622][bookmark: _Toc288746623][bookmark: _Toc288746648][bookmark: _Toc288746649][bookmark: _Toc288746650][bookmark: _Toc288746651][bookmark: _Toc288746652][bookmark: _Toc288746653][bookmark: _Toc288746654][bookmark: _Toc288746655][bookmark: _Toc288746656][bookmark: _Toc288746657][bookmark: _Toc288746658][bookmark: _Toc288746659][bookmark: _Toc288746660][bookmark: _Toc288746661][bookmark: _Toc288746662][bookmark: _Toc288746663][bookmark: _Toc288746664][bookmark: _Toc181150885][bookmark: _Toc181150886][bookmark: _Toc181150887][bookmark: _Toc244353716][bookmark: _Toc244354183][bookmark: _Toc244354411][bookmark: _Toc245087842][bookmark: _Toc246745928][bookmark: _Toc246746377][bookmark: _Toc246746878][bookmark: _Toc246747681][bookmark: _Toc244353717][bookmark: _Toc244354184][bookmark: _Toc244354412][bookmark: _Toc245087843][bookmark: _Toc246745929][bookmark: _Toc246746378][bookmark: _Toc246746879][bookmark: _Toc246747682][bookmark: _Toc244353718][bookmark: _Toc244354185][bookmark: _Toc244354413][bookmark: _Toc245087844][bookmark: _Toc246745930][bookmark: _Toc246746379][bookmark: _Toc246746880][bookmark: _Toc246747683][bookmark: _Toc329955457][bookmark: _Toc165778930][bookmark: _Toc181150890][bookmark: _Toc97286997][bookmark: _Toc97287385][bookmark: _Toc97288210][bookmark: _Toc97299903][bookmark: _Toc100553661][bookmark: _Toc158178252]Rap Back Indirect Enrollment Requests (Future Capability) 

Requests for Rap Back services will be facilitated through an optional Rap Back request field in the Type-2 record for electronic Tenprint Fingerprint Identification Submissions regarding individuals the submitting agency desires to enroll. After completion of the NGI design phase, a detailed list of acceptable TOTs will be added to this section. If Rap Back Services are requested for a civil submission, the agency must also request retention of the civil fingerprint or the Rap Back enrollment will be rejected. Rap Back record owners will have several options available, such as: designating a subscription expiration date; receiving a pre-notification; monitoring criminal activity, disposition activity, civil activity (if authorized), external system activity; designating to not receive intrastate-triggered events; and listing additional ORIs to receive Rap Back Notifications.

[bookmark: _Toc329955458]External Fingerprint Identification Search (Future Capability)

This transaction will be used by CJISFBI/CJIS to request a search of the external system as indicated on the fingerprint identification search. CJISFBI/CJIS will expect an External Submission Results Response from the external system.

[bookmark: _Toc181150891][bookmark: _Toc329955459]Submission Results — Electronic (SRE) 

This transaction is returned by the FBIFBI/CJIS in response to tenprint submissions. The response will always contain a identification/non-identification decision and will contain the electronic Identity History Summary if requested. Table 3-2 describes which NAM, FBI number, and SID are returned in the SRE for Criminal, Civil and Humanitarian (DEU, MPR, and AMN) submissions, for both non-identification and identification results.Table 3-2 describes which NAM, FBI number, and SID are returned in the SRE for Criminal, Civil and Humanitarian submissions, for both non-identification and identification results. A non-matching NAME is returned in the electronic rap sheet (ERS) if one was requested. The following fields, which are not stored at CJISFBI/CJIS, are always returned exactly as submitted: ATN, SCO, EAD, OCP, RES, and TAA. A single electronic response will be sent to the contributor through the State Identification Bureau via the CJISFBI/CJIS WAN. In the case that circumstances delay processing an EBTS request, the requestor will receive a preliminary electronic response coded as a Non‑Ident with an ERS. The ERS will contain a report explaining results are not available due to a delay. When the FBIFBI/CJIS completes processing, it will print a non‑identification or an identification response report and mail it to the requestor. 

In the future, Identification Service transactions may trigger a search to other external systems either via use of multiple values in the Type-2 record field NDR or via business rules setup in NGI. Responses returned within the specified response times for the CJISFBI/CJIS transactions will be combined into a single response. Contributors may receive multiple SRE transactions when external system responses are not returned within the allotted response time. The TCR field in the Type-1 header record of the subsequent responses will contain the TCN value from the Type-1 header record of the submission to enable correlation of the remaining responses. The Type-2 record of the subsequent SRE will also contain the unique identifier and biographic data of a subject in the external system if there is a hit.

[bookmark: _Toc252865761][bookmark: _Toc329951519]Table 3-2 Values of NAM, FBI and SID Returned in the SRE
	Type of Submission
	Result
	Value of Returned Field
	Special Exceptions

	
	
	Name
	FBI
	SID
	

	Criminal, No FBI Submitted
	Non-Ident Non-Retain
	NAM Submitted
	None
	SID Submitted
	

	Criminal, No FBI Submitted
	Non-Ident Retain
	NAM Submitted
	Master FBI
	SID Submitted
	

	Criminal, No FBI Submitted
	Ident Non-Retain
	Master NAM
	Master FBI
	Master SID
	

	Criminal, No FBI Submitted
	Ident Retain
	Master NAM
	Master FBI
	Master SID
	

	Criminal, FBI Submitted
	Non-Ident Non-Retain
	NAM Submitted
	None
	Submitted SID
	STD in RAP SHEET

	Criminal, FBI Submitted
	Non-Ident Retain
	NAM Submitted
	Master FBI
	Submitted SID
	STD in RAP SHEET

	Criminal, FBI Submitted
	Ident Non-Retain
	Master NAM
	Master FBI
	Master SID
	STD in RAP SHEET

	Criminal, FBI Submitted
	Ident Retain
	Master NAM
	Master FBI
	Master SID
	STD in RAP SHEET

	Civil, No FBI Submitted
	Non-Ident Non-Retain
	NAM Submitted
	None
	None
	

	Civil, No FBI Submitted
	Non-Ident Retain
	NAM Submitted
	CRN
	None
	

	Civil, No FBI Submitted
	Ident Non-Retain
	Master NAM
	Master FBI
	Master SID
	

	Civil, No FBI Submitted
	Ident Retain
	Master NAM
	Master FBI
	Master SID
	

	Civil, FBI Submitted
	Non-Ident Non-Retain
	NAM Submitted
	None
	None
	STD in RAP SHEET

	Civil, FBI Submitted
	Non-Ident Retain
	NAM Submitted
	CRN
	None
	STD in RAP SHEET

	Civil, FBI Submitted
	Ident Non-Retain
	Master NAM
	Master FBI
	Master SID
	STD in RAP SHEET

	Civil, FBI Submitted
	Ident Retain
	Master NAM
	Master FBI
	Master SID
	STD in RAP SHEET

	Humanitarian, No FBI Submitted
	Non-Ident
	NAM Submitted
	Master FBI
	None
	

	Humanitarian, No FBI Submitted
	Ident
	Master NAM
	Master FBI
	None
	

	Humanitarian, FBI Submitted
	Non-Ident
	NAM Submitted
	Master FBI
	None
	STD in RAP SHEET

	Humanitarian, FBI Submitted
	Ident
	Master NAM
	Master FBI
	None
	STD in RAP SHEET



Under certain circumstances, the Electronic Rap Sheet (ERS) field in the SRE will contain Special Table Data (STD) explaining the special circumstance. For example, this would be included in a Non-Identification Report (NIDR) if a Universal Control Number (UCN) was submitted. It would be included in an Identification Report (IDRR) if a submitted UCN did not match the UCN in the Master File for subject. It would be included in an IDRR or NIDR, as appropriate, if the Master File UCN was marked expunged, deleted, or consolidated.

[bookmark: _Toc97286998][bookmark: _Toc97287386][bookmark: _Toc97288211][bookmark: _Toc97299904][bookmark: _Toc100553662][bookmark: _Toc158178255][bookmark: _Toc181150893][bookmark: _Toc329955460]Tenprint Transaction Error (ERRT) 

These submissions are returned by the FBIFBI/CJIS to indicate a transaction error. It includes a message field (MSG) indicating the type of error detected. Error responses are described in the Error Message Format Section. Currently defined external error messages are detailed in Appendix M.

[bookmark: _Toc329955461][bookmark: _Toc331494651][bookmark: _Toc181150895][bookmark: _Toc158178257]Latent Fingerprint Identification Submissions

The Electronic Latent Fingerprint Identification submission to the FBIFBI/CJIS will originate from the FBIFBI/CJIS Field Office having legal jurisdiction of the case. This submission, as differentiated from latent investigation searches, are strictly for the purpose of submitting crime scene information to the FBIFBI/CJIS for processing in support of law enforcement identifications. The crime scene evidence will be processed and the desired latent prints will be electronically captured. The term "latent prints" includes fingerprints, palmprints, and supplemental fingerprints. Investigation of latent cases may also generate tenprints used for comparison purposes (e.g., suspect, victim, other personnel with authorized access to the crime scene). NGI is expanding the use of this submission to allow for tenprint fingerprint images  to be submitted with this transaction, as Latent Fingerprint Image Submission (LFS) will be taking on the functionality of the discontinued Compare Fingerprint Submission (CFS) and Evaluation Report (ELR) TOTs. In the future, these submissions will include cascading searches of marked Special Population Cognizant (SPC) Files after a response has been provided to the Authorized Contributor. These submission TOTs are summarized in Appendix D with the field edit specifications found in Appendix C.

The particular type of submission will be identified in the Type of Transaction (TOT) field in the Type 1 record. The TOT for Latent Fingerprint Identification submission is:There are several types of electronic latent fingerprint identification submissions that will be accepted by the FBI. The particular type of submission is identified in the Type of Transaction (TOT) field in the Type‑1 record for each transaction. The following are the TOTs for latent submissions:

	TOT
	TRANSACTION

	LFS
	Latent Fingerprint Image Submission



The FBIFBI/CJIS’s responses to electronic submissions will provide search results or indicate an error via the following TOTs:

	TOT
	RESPONSE TRANSACTION

	LSR
	Latent Submission Results ‑ Electronic

	ERRL
	Latent Transaction Error



[bookmark: _Toc181150896][bookmark: _Toc329955462]Latent Fingerprint Image(s) Submission (LFS) 

A Latent Fingerprint Image Submission is A Latent Fingerprint Image Submission (LFS) is used by FBI Field Offices to submit friction ridge searches of NGIintended primarily for the purpose of executing an AFIS search and is to be used by FBI Field Offices not able to extract CJIS-compatible minutiae. The latent fingerprint images are transmitted along with the search criteria by the originator. FBI/CJIS Laboratory Latent Fingerprint Specialists will perform comparisons of the searchFBI CJIS Latent fingerprint specialists will perform comparisons of the search latent fingerprint image(s) against the candidate(s) selected and make the Identification / Non‑Identification / Inconclusive decision(s). The Identification / Non‑Identification / Inconclusive decision(s) will be transmitted as a response (i.e., LSR). The latent search image(s) may be stored in the ULF if requested in the submission by the originator independent of the results of the search.   

[bookmark: _Toc181150900][bookmark: _Toc329955463]Latent Submission Results (LSR) 

This transaction is in response to a Latent Fingerprint Submission (LFS). It includes a Search Results Findings (SRF) field indicating an inconclusive, non‑identification, or identification decision and, if the LFS results in an identification decision, it returns a name, FBI number or UCN, and an Identity History Summary of the identified subject. In the future, contributors can receive the photo set associated with this identification when requested in the LFS. The new Biometric Image Available (BIA) field is added to reflect the biometric image types available for the Identity. If the contributor needs to retrieve the biometric images, they can request them via the Biometric Image Retrieval (IRQ) request. 

[bookmark: _Toc329955464]Latent Transaction Error (ERRL) 

This transaction is returned by the FBIFBI/CJIS in response to a transaction that contained errors such as search exceeding the penetration threshold, missing or inadequate quality fingerprints, missing mandatory information, or invalid contents. The MSG field shall include additional information on the causes for the rejection. Error responses are described in the Error Message Format Section. 

[bookmark: _Toc181150902][bookmark: _Toc329955465][bookmark: _Toc331494652]Rapid Fingerprint Identification Search Submissions

The Rapid Search functionality provides the ability to perform an identification search against a limited repository population with a significantly reduced response time in comparison to Tenprint Fingerprint Identification Search response times. These Rapid Fingerprint Identification Search Submissions are directed against the Repository for Individuals of Special Concern (RISC), which is anticipated to contain records for Wanted Persons, Known or Appropriately Suspected Terrorists, Sexual Offender Registry Subjects, and other persons of special interest. This rapid search functionality is being expanded to include searching the criminal repository by authorized agencies. These transactions will initiate a cascaded search of the ULF after a Rapid Search response has been provided to the Authorized Contributor. In the future, these transactions will also initiate cascading searches of marked Special Population Cognizant (SPC) Files. 

The following TOT will be accepted by the FBIFBI/CJIS for Rapid Fingerprint Identification Search Submissions:

	TOT
	TRANSACTION

	RPIS
	Rapid Fingerprint Identification Search Submission



The FBIFBI/CJIS’s responses to electronic submissions will provide search results or indicate an error via the following TOTs:

	TOT
	RESPONSE TRANSACTION

	RPISR
	Rapid Fingerprint Identification Search Response

	ERRT
	Tenprint Transaction Error



[bookmark: _Toc288746674][bookmark: _Toc329955466][bookmark: _Toc181150903]Rapid Fingerprint Identification Search Submission (RPIS) 

These submissions are provided to the FBIFBI/CJIS to perform the rapid fingerprint search of the FBIFBI/CJIS’s RISC repository. RISC provides the capability to perform a Rapid Fingerprint Identification Search (RPIS) against the RISC subjects of heightened interest warranting more rapid responses to inquiring users. The transaction allows the user to request a full Identity History Summary as an optional return element. In the future, RPIS will allow the user to request a photo to be returned.  

When the Name of Designated Repository (NDR) field contains values of 6 (all of RISC), 11 (Wants and Warrants), 12 (Sexual Offense Registry), 13 (Known or Suspected Terrorists), 14 (International Terrorist File) or 15 (Persons of Special Interest), the submission is allowed to have friction ridge position codes (FGP) of  1 – 15, and must contain at least two finger images along with biographic descriptor data. When NDR value of 1 (Criminal Master File) is used, the submission must have ten finger images (FGP = 1 – 10), with the Amputated code (2.084 AMP) field being filled in for those images not included, along with the biographic descriptor data.

Note: RPIS is a limited-use TOT that requires coordination with FBIFBI/CJIS prior to use.

[bookmark: _Toc329955467]Rapid Fingerprint Identification Search Response (RPISR)

Rapid Fingerprint Identification Search submissions will provide a rapid response to searches from authorized agencies. When the RPIS search is directed against the RISC repositories, the response transaction (RPISR) consists of a red/yellow/green indicator in the Search Results Findings (SRF) field corresponding to the match results against the RISC. A Red Response is a hit, indicating identification of a highly probable candidate in the RISC. However, a red response is not to be considered a positive identification, but rather the candidate score from the RISC search indicates a high likelihood of identification. It is recommended agencies submit a full tenprint fingerprint submission for positive identification. A Yellow response is a possible hit, indicating identification of a probablepossible candidate (or candidates) in the RISC which is below the level of confidence established for a highly probably match (red response) but above the level that excludes the possibility of a potential candidate (green response). The yellow response may thus only be used as an investigative tool providing leads for further investigative inquiries. A Green response indicates no hit (i.e., the search did not locate a viable candidate in the RISC).

For Red and Yellow responses, limited identity history information will be returned in the Supplementary Identity Information (2.2023 SII) for up to two candidates, as well as the most recent full frontal photo for each candidate if requested, on file and disseminable. The SII field may include information not within the scope of the Identity History Summary. (Photo return is a Future Capability.) If requested, the RPISR transaction will include full Identity History Summary data in the Electronic Rap Sheet (ERS) field for any returned candidates. For RISC searches, SII will contain those information items not found in the Identity History Summary (i.e., Offense and Caution codes from NCIC). The return of the full Identity History Summary may increase the response time service level. No fingerprint images will be returned for the Rapid Fingerprint Identification Search Response.

If two candidates are returned, a separate Type-2 record will be included for each candidate. The FBI Number (FBI), Name (NAM), Place of Birth (POB), Status/Error Message (MSG), Electronic Rap Sheet (ERS), and Supplementary Identity Information (SII) fields will hold information unique to each candidate. In addition, the FBI Number (FBI) field of the first Type-2 record will contain a second occurrence that holds the FBI Number of the candidate in the second Type-2 record for reference.

When the RPIS search is directed against the CMF repository, the response will consist of a red/green indicator in the SRF field. The SRF field is populated with either an “R” for Red indicating that a potential criminal match has been found, or a “G” for Green indicating that no disseminable match has been found. No biographic data or identity information (such as UCN) is included in this response. It is expected a Red indicator response will be followed by a separate Tenprint Fingerprint Identification request message to provide the identity of the subject.

[bookmark: _Toc165778940][bookmark: _Toc181150905][bookmark: _Toc329955468][bookmark: _Toc331494653]International Terrorist Identification Submissions (Future Capability)

The CJISFBI/CJIS International Terrorist File (ITF) is a subset of records within the RISC which includes identified terrorists, wanted aliens, or other international subjects of heightened interest warranting more rapid responses to inquiring users. These submissions will allow an authorized CJISFBI/CJIS contributor to initiate an identification search of External International terrorist repositories. It will provide the capability for an International agency to initiate an identification search in the CJISFBI/CJIS ITF repository. 



[bookmark: _Toc165778941][bookmark: _Toc181150906][bookmark: _Toc329955469]International Terrorist Identification Submission and Response (Future Capability)

Similar to a RPIS submission, an ITF submission provides participating International Agencies with the capability to search the RISC. However, the ITF submission is different from a RPIS submission in the following ways: allows for multi-tiered enrollment into the RISC, does not provide a “lights out” search, forwards the ITF request to other participating International Organizations, and provides a positive or negative Identification decision.

Note: ITF is a limited-use TOT that requires coordination with FBIFBI/CJIS prior to use.

The response will follow multi-tiered dissemination rules for ITF. These rules are as follows: notification is only provided to the record owner for tier 3 identifications; contact information for tier 2 identifications; and identity history information for tier 1 identifications. If an error occurs during the processing of this submission, it will be noted in the negative Identification decision response.

[bookmark: _Toc165778942][bookmark: _Toc181150907][bookmark: _Toc329955470]International Terrorist Identification Search Request and Response (Future Capability)

These submissions will be used by CJISFBI/CJIS to request a search from ITF participating organizations about record information being included in the response to the International Terrorist Identification Submission. The results of this search will be merged with or appended to the International Terrorist Identification Submission Response.

[bookmark: _Toc329955471][bookmark: _Toc331494654]Disposition File Maintenance Submissions (DSPE)

These submissions will provide the requester with an electronic option to submit dispositional information. The Court Segment Literal (CSL) or dispositional data may be obtained from the arresting agency, the court system, the penal system, or any other local, state, or federal entity that may render final adjudication in a criminal case. The Disposition File Maintenance Submissions (DSPE) may be used to submit from one (1) to forty (40) CSL transactions per date of arrest (DOA) without fingerprints, and is described in the Data Management Service section. An electronic response (DSPR) will be sent to the requester.

[bookmark: _Toc329955472]Disposition Fingerprint Identification Submission (FDSP) (Future Capability)

These submissions will use the same process as the Disposition File Maintenance Submission (DSPE), except it will have the AMP and fingerprint images as mandatory fields. Verification will be performed by comparing the FNU/UCN supplied and the fingerprint images provided to determine positive identification. If no FNU/UCN is supplied, the fingerprint images provided will be used to determine identification or non-identification. When a non-identification is made the disposition submission data will be used to establish a new FBIFBI/CJIS record by adding the disposition data to this new record. When an identification is made, the disposition submission data which matches the existing FBIFBI/CJIS record arrest data will be added to the existing record and will be disseminable in responses from the FBIFBI/CJIS. An electronic response (DSPR) will be sent to the requestor.

[bookmark: _Toc329955473]Disposition Response (DSPR) (Future Capability)

These transactions will be returned by the FBIFBI/CJIS in response to dispositional type related submissions (DSPE/FDSP). The response will be based on whether the transaction is processed as submitted. The DSPR will contain a CJISFBI/CJIS transaction control number (TCN) from the submission, the submitted biographical data, and response information. The response information may be “Record Updated” if the record is successfully updated with the submitted CSL, “Manual Processing Required” if subsequent analysis of the submitted CSL is necessary, or “Rejected” and the reason for rejection listed. The response information will be contained in the Action to be Taken field (2.071 ACN). Rejections will be via the ERRT TOT.



3.1.1 [bookmark: _Toc326319603][bookmark: _Toc326327042][bookmark: _Toc328054899][bookmark: _Toc329950227][bookmark: _Toc331494424][bookmark: _Toc331494655]CJIS Card Scanning Service Submissions

With the initiation of the IAFIS services, all submitting agencies had the opportunity to submit electronic fingerprint identification requests. However, not all agencies had the capability or capacity to submit electronic requests. Therefore, the need to convert hard copy fingerprint card receipts into electronic submissions to IAFIS is being met  by the Card Scanning Service. This service converts current hard copy tenprints, palmprints, photographs, and foreign national fingerprint cards into electronic records that are submitted to CJIS. The hard copy card is to contain tenprint images necessary for the IAFIS identification process. Each hard copy tenprint card will contain 14 valid EBTS Type-4 images consisting of the ten rolled-image blocks and the four plain-image blocks. The following transactions are those used by the Card Scanning Service to submit electronic records to CJIS. They must adhere to the same organization and restrictions as those applied to other tenprint identification submissions. The field edit specifications for these submissions can be found in Appendix C.

The following are the Card Scanning TOTs for these submissions along with their corresponding tenprint TOT:

	TOT
	Tenprint TOT
	TRANSACTION

	CARC
	CAR
	Criminal Tenprint Submission (Answer Required)

	CNAC
	CNA
	Criminal Tenprint Submission (No Answer Necessary) 

	DEKC
	DEK
	Known Deceased

	FNCC
	FANC
	Federal Applicant (No Charge)

	FUFC
	FAUF
	Federal Applicant User Fee

	MAPC

	MAP
	Miscellaneous Applicant Civil

	NFFC
	NFUF
	Non-Federal Applicant User Fee

	NFDP
	NFUF
	Non-Federal Applicant User Fee – Direct Payment

	CPNC
	CPNU
	Criminal Fingerprint Non-Urgent Submission (Future Capability)



The FBI’s responses to electronic submissions will provide search results or indicate an error via the following TOTs:

	TOT
	RESPONSE TRANSACTION

	SRE
	Submission Results ‑ Electronic

	ERRT
	Tenprint Transaction Error




[bookmark: _Toc326319604]Criminal Tenprint CSS Submission (Answer Required) (CARC)

This transaction is similar to the CAR in that the requester desires that a response be returned. The response will be returned to the Card Scanning Center which will then respond to the contributor accordingly. The applicable fields for this TOT are exactly the same as those listed for the CAR in Appendix D.

[bookmark: _Toc326319605]Criminal Tenprint CSS Submission (No Answer Required) (CNAC)

This transaction is similar to the CNA in that the submitting agency desires no response from the FBI and leaves the “reply desired” block unmarked. Generally, this transaction is used to inform the FBI that a known subject has committed a new offense and to update the FBI records. An acknowledgement response will be returned to the Card Scanning Center. The applicable fields for this TOT are exactly the same as those listed for the CNA in Appendix D.

[bookmark: _Toc326319606]Known Deceased CSS Submission (DEKC)

This transaction is similar to the DEK in that a deceased subject whose identity is known to the submitting agency and to update FBI records. The response will be returned to the Card Scanning Center which will respond to the contributor accordingly. The applicable fields for this TOT are exactly the same as those listed for the DEK in Appendix D.

[bookmark: _Toc326319607]Federal Applicant CSS Submission (FNCC)

This transaction is similar to the FANC in that the submission is in connection with criminal justice and law enforcement employment with the Federal Government (e.g., FBI, US Park Police, Federal Judicial). The response will be returned to the Card Scanning Center which will respond to the contributor accordingly. The applicable fields for this TOT are exactly the same as those listed for the FANC in Appendix D.

[bookmark: _Toc326319608]Federal Applicant CSS Submission (FUFC)

This transaction is similar to the FAUF in that the submission is from any branch of the U.S. military in connection with an enlistment or consideration for Officers’ Candidate School. This transaction may also be submitted from federal agencies in connection with (noncriminal justice) employment, security updates, or contract personnel. The response will be returned to the Card Scanning Center which will respond to the contributor accordingly. The applicable fields for this TOT are exactly the same as those listed for the FAUF in Appendix D.

[bookmark: _Toc326319609]Miscellaneous Applicant Civil CSS Submission (No Charge) (MAPC)

This transaction is similar to the MAP in that it is used for non-federal law enforcement and criminal justice employment (including state and local law enforcement) as well as gun permit applications from criminal justice agencies. The response will be returned to the Card Scanning Center which will respond to the contributor accordingly. The applicable fields for this TOT are exactly the same as those listed for the MAP in Appendix D.

[bookmark: _Toc326319610]Non-Federal Applicant CSS Submission (User Fee) (NFFC)

This transaction is similar to the NFUF in that it is used for noncriminal justice and licensing purposes under federal (e.g., National Child Protection Act of 1993), state, or local statutes which fall under the authority of Public Law 92-544, and are approved by the U.S. Attorney General. They are also used by local and state agencies, federal and state banking institutions, and regulatory agencies (e.g., stock exchanges, bankers’ associations, securities dealers, Nuclear Regulatory Commission, Securities and Exchange Commission, racing or gaming control boards). Their intended purpose is to ascertain whether individuals who have applied for employment have any past criminal histories. All billing is handled via the user fee billing system from IAFIS. The response will be returned to the Card Scanning Center which will respond to the contributor accordingly. The applicable fields for this TOT are exactly the same as those listed for the NFUF in Appendix D.

[bookmark: _Toc326319611]Non-Federal Applicant CSS Submission (User Fee – direct payment) (NFDP)

This transaction works the same way as the NFFC except that payment is included with the hard copy fingerprint card. The response will be returned to the Card Scanning Center which will respond to the contributor accordingly. The applicable fields for this TOT are exactly the same as those listed for the NFUF in Appendix D.

[bookmark: _Toc326319612][bookmark: _Toc181150908]Criminal Fingerprint Processing Non-Urgent CSS Submission (CPNC) (Future Capability)

[bookmark: _Toc329955474]This transaction is similar to the CPNU in that if differs from urgent criminal transactions in response time. The response will be returned to the Card Scanning Center which will respond to the contributor accordingly. The applicable fields for this TOT are exactly the same as those listed for the CPNU in Appendix D.
[bookmark: _Toc331494656]

Verification Service

This service will provide user support of requests for specific biometric verification on an individual. It allows a user to submit a request for verification on an individual by specifying a unique identifier. This Verification Service results in the confirmation of an individual’s Identity based on a one-to-one comparison. The following are the TOTs for Verification submissions:

	TOT
	TRANSACTION

	FVR
	Fingerprint Verification Request



The FBIFBI/CJIS’s responses to electronic submissions will provide search results or indicate anerror via the following TOTs:

	TOT
	RESPONSE TRANSACTION

	SRE
	Submission Results - Electronic

	ERRT
	Tenprint Transaction Error




[bookmark: _Toc181150909][bookmark: _Toc329955475][bookmark: _Toc331494657]Fingerprint Verification Request (FVR)

These submissions will be used to verify the identity of a subject against a known UCN in the CJISFBI/CJIS files. Submissions will include a quoted UCN and may include from two to ten individual fingerprint images, either flat or rolled, contained from one to fourteen image records as detailed in Table L-3 of Appendix L. Submissions will include a quoted UCN and may include from two to ten fingerprint images, either flat or rolled. If the quoted UCN is not found, an error message (ERRT) will be returned. If the UCN is found but not verified, a No Match Response will be returned in the SRE transaction. If the submitted images are verified against the quoted UCN, a Match Response will be returned including a current Identity History Summary, if requested, in the SRE transaction.

[bookmark: _Toc288746695][bookmark: _Toc288746696][bookmark: _Toc288746697][bookmark: _Toc288746698][bookmark: _Toc288746699][bookmark: _Toc288746700][bookmark: _Toc329955476][bookmark: _Toc331494658][bookmark: _Toc266446467]Fingerprint Verification Response (SRE) 

This transaction is returned by the FBIFBI/CJIS in response to a Fingerprint Verification request. A Match response will be returned when the images on file for the quoted UCN match the submitted images and will contain the electronic Identity History Summary, if requested. A No Match response will be returned when the images submitted do not match the images on file for the quoted UCN.The response will always contain the Match/No Match decision and will contain the electronic Identity History Summary, if requested. Table 3-3 describes which NAM, FBI number, and SID are returned in the SRE for the Fingerprint Verification request. For further information, please refer to the Identification Services section, Submission Results – Electronic (SRE) subsection.

[bookmark: _Toc246749641][bookmark: _Toc266446702][bookmark: _Toc329951520]Table 3-3 Values of NAM, FBI and SID Returned in the SRE for FVR
	Type of Submission
	Result
	Value of Returned Field
	Special Exceptions

	
	
	Name
	FBI
	SID
	

	Fingerprint Verification Request
	Match
	Master NAM
	Master FBI
	Master SID
	

	Fingerprint Verification Request
	No Match
	NAM Submitted
	None
	Submitted SID
	STD in RAP SHEET


[bookmark: _Toc329955477][bookmark: _Toc266446468]
[bookmark: _Toc331494659]Fingerprint Verification Error Response - ERRT 

These transactions are returned by the FBIFBI/CJIS to indicate a transaction error for a Fingerprint Verification request. It includes a message field (MSG) indicating the type of error detected. Error responses are described in the Error Message Format Section. Currently defined error messages are detailed in Appendix M.
[bookmark: _Toc256497063][bookmark: _Toc256497064][bookmark: _Toc256497065][bookmark: _Toc181150911]
[bookmark: _Toc329955478]
[bookmark: _Toc331494660]

Information Service

This service will provide user support of requests for specific biometric or biographic information on an individual. It allows a user to submit a request for information on an individual by specifying a unique identifier. Appendix E provides a summary of the Information Service transactions with the Type-2 fields that are optional and mandatory. Appendix C contains the detailed information for each of the Type-2 fields.

[bookmark: _Toc329955479][bookmark: _Toc331494661]Biometric Image Retrieval Submission

The Biometric Image Retrieval Submission includes transactions for requesting images on file at the FBIFBI/CJIS. To initiate a request for image(s) from the FBIFBI/CJIS’s database, the sending agency electronically transmits the unique record identifier of the subject (i.e., FBI number or other identifier, such as UCN). The Unsolved Latent File (ULF) record will also have a unique record identifier known as the UCN. Therefore, to retrieve ULF images, the contributor will provide that UCN in the FBI Number field (2.014) to retrieve the ULF record. This request will be routed to the FBIFBI/CJIS, processed, and returned to the requester through the CJISFBI/CJIS WAN. If the requester is a local agency, the request and response will be routed via the CJISFBI/CJIS WAN through the state law enforcement network or the Internet. There will be no manual intervention on the part of the FBIFBI/CJIS.

Requests for a set of images will be submitted to the FBIFBI/CJIS under the TOT field of IRQ (denoting Image Request) in the Type‑1 Record. The FBIFBI/CJIS’s response will contain a TOT of IRR (denoting Image Request Response) in the Type‑1 Record. The processing flow for image requests is illustrated in Figure 8, Biometric Image Retrieval Submission.

[image: ]
[bookmark: _Toc329942449]Figure 8 Biometric Image Retrieval Submission

As an IRQ could request images for multiple individuals by including a list of identifiers, the FBIFBI/CJIS will respond with a Fingerprint Image Summary Response listing all requested FBI numbers or UCNs and their response status after completing the individual retrievals and responses. The FBIFBI/CJIS’s response will contain a TOT of ISR in the Type-1 Record.

The following TOTs are applicable for requests for fingerprint images:

	TOT
	TRANSACTION

	IRQ
	Image Request



The FBIFBI/CJIS’s response to requests for images is as follows:

	TOT
	RESPONSE TRANSACTION

	IRR
	Image Request Response 

	ISR
	Image Summary Response

	ERRI
	Image Transaction Error



Other Biometric Image Retrieval Submissions include the legacy electronic photo services transaction for requesting criminal or civil photo sets from the file at the FBIFBI/CJIS and a transaction to delete photo sets. The file from which the photos are being requested is indicated by providing the appropriate value in the Name of Designated Repository (NDR) field in the Type-2 record.

To initiate a request for a photo set from the FBIFBI/CJIS’s database, the sending agency electronically transmits the UCN (which can be an FBI number or other unique record identifier) and optionally a DOA (for criminal records) of the subject. (Note: In the future, it is anticipated that Date Photo Taken may be used to request civil photos associated with a specific event.) This request will be routed by way of the CJISFBI/CJIS WAN to the FBIFBI/CJIS, processed, and returned to the requester via the same path. If the requester is a local agency, the request and response will be routed via the CJISFBI/CJIS WAN through the state law enforcement network. There will be no manual intervention on the part of the FBIFBI/CJIS.

Requests for a photo set will be submitted to the FBIFBI/CJIS under the TOT field of CPR (denoting Criminal or Civil Subject Photo Request) in the Type-1 Record. The FBIFBI/CJIS’s response will contain a TOT of PRR (denoting Photo Request Response) in the Type-1 Record. In the future, photo retrievals will be also included under the IRQ transaction.

The following TOTs are applicable for request for Criminal or Civil Subject Photo Images:

	TOT
	TRANSACTION

	CPR
	Subject Photo Request



The FBIFBI/CJIS’s response to requests for Criminal Subject Photo set images are as follows:

	TOT
	RESPONSE TRANSACTION

	PRR
	Photo Request Response



[bookmark: _Toc181150913][bookmark: _Toc329955480]Biometric Image/Feature Retrieval Submission (IRQ) 

This transaction enables users to retrieve images from the FBIFBI/CJIS databases so a comparison can be made by the requester at user facilities or to populate the requestor’s database. The requester identifies the subject(s) by UCN/FNU/SCNA whose fingerprint images are being requested. The requester may also include additional parameters to request more specific images (e.g., BSI) of the subject(s) whose biometric images are being requested. Up to 1,000 subjects’ records may be requested per transaction. Specific fingerprint, palmprint, supplemental fingerprints and palmprint images or the complete set may be requested. In the future, other biometrics (such as photos and iris images) that are associated with that record may also be requested. The transaction will be processed, and requester‑selected images on file at the FBIFBI/CJIS will be transmitted in the response. Each subject record identifier number in the request and each set of biometrics being returned for the subject will be addressed in a separate Image Request Response (IRR). If the request contains any errors, an Image Error Response (ERRI) will be returned, including the reason for the return in a message field (MSG). Errors associated with individual record identifier numbers, such as an image set not being on file, will be reported in the Fingerprint Image Summary Response (ISR). The remaining valid subject identifier numbers will result in individual IRR responses. 

NGI expands this capability to also allow for the retrieval of:
1. Tenprint Fingerprint identity composite (legacy behavior) or specific biometric image sets
2. Fingerprint image sets along with associated feature sets for identities and specific biometric image sets
3. Palmprint image sets along with associated feature sets for identities and specific biometric image sets
4. Supplemental Print image sets along with associated feature sets for identities and specific biometric image sets
5. Latent Print image sets along with associated feature sets for latent records and specific biometric image sets 

The submitter of the transaction may indicate the desire for CJIS to return the Type-9 features records associated with the returned images. Also, the palmprint and supplemental fingerprint and palmprint Type-9 features will be supported for return with their associated images. The Type-9 features records may be used for comparison purposes by overlaying the features on the image records. For IRQ transactions requesting multiple sets of images, the request to return features records must apply equally to all identified sets of images. Otherwise, individual IRQ transactions must be submitted.
New fields have been added to the IRQ in support of the identity (or subject) events as well as the new friction ridge types. In order to support multiple biometric sets and multiple modalities (image types) for an identity, a new field, the Biometric Image Description (BID),  has been created. If the new BID (2.2028) field is populated, then the UCN (2.014) and FNR (2.057) fields will be ignored; therefore, UCN and FNR are modified from mandatory to optional. The BID field is a set type where its subfields define each image requested. The Image Type (IMT) field can be used to specify which types of biometric sets are requested, the Request Features Record (RFR) field can be used to request features with images, the Biometric Set Identifier (BSI) field can be used to identify the specific biometric set being requested, and the Print Position Descriptors (PPD) field can be used to accompany the FNR field to specify which Supplemental Fingerprint and Palmprint images are being requested. If the BSI field is not present, the representative biometric set(s) are retrieved for the identity specified in the FBI/UCN field. The representative set for fingerprints will be a composite fingerprint set of images, while the representative set of palmprints or supplemental fingerprint and palmprint will be the latest set enrolled. See the table below for combinations of fields and images that will be returned. The FNR field will also be expanded to allow palmprint position codes (See Appendix P).

	IMT
Present
	BSI
Present
	FNR
Present
	Images returned

	X
	
	
	Representative set for image type specified

	X
	X
	
	Specific image set specified in the BSI of that image type specified

	X
	
	X
	The friction ridge position image of the representative set for the image type specified

	
	X
	X
	The finger position image of the specific image set specified in the BSI

	X
	X
	X
	The finger position image of the specific image set specified in the BSI of that image type specified



[bookmark: _Toc297723492][bookmark: _Toc181150914][bookmark: _Toc329955481]Subject Photo Request (CPR) 

This TOT enables users to retrieve a photo set from the FBIFBI/CJIS repository. Each set of photos comprises photos of a subject posed from different views and/or Scars/Marks/Tattoos. Each photo set for an identity record (identified by an FBI number or UCN) is linked to the subject by the date of arrest (DOA). In the future, photo sets will be linked to the UCN and will be stored by the date photographed. The most recent frontal photo will be returned in the request as a default. The transaction will be processed, and the requester-selected photo set on file at the FBIFBI/CJIS will be transmitted in the response. If the request contains any errors, the response code (REC) will be set to “N.” A Photo Request Response (PRR) will be returned, including the reason for the rejection in a response explanation field (EXP). 

[bookmark: _Toc329955482]External System Photo Image Retrieval and Response (Future Capability)

In the future, when an Authorized Contributor submits a Photo Image Retrieval Request to request photo images for specific Identities and events from an external system, the FBIFBI/CJIS will use the External System Photo Image Retrieval Request to obtain those photos. The external system will respond to the FBIFBI/CJIS with the External System Photo Image Request Response.

[bookmark: _Toc181150915][bookmark: _Toc329955483]Image Request Response (IRR) 

This transaction is returned by the FBIFBI/CJIS to provide requested images on file at the FBIFBI/CJIS to the requester. Each image identified in the IRQ request  will cause a separate IRR response. The response will include the subject record identifier number (UCN) and the requested image set in the format they were enrolled: Type-4, Type-14 fingerprint images, or Type-15 palmprint images. The specified fingerprint, palmprint, and/or supplemental fingerprint and palmprint images will be transmitted in the response. 

The IRR response will return one fingerprint, palmprint, or supplemental fingerprint and palmprint image set along with the associated biometric feature set, if requested. The new Biometric Image Available (BIA) field is added to reflect the biometric image types available for the Identity. This field will only be populated with the information contained in the BID field of the IRQ. The FBI Number field will return the NGI UCN that may contain either the criminal FBI number (FNU),  the Civil Record Number (CRN), or Legacy Unsolved Latent number (SCNA) of the returned record. When a composite set is returned, no Biometric Set Identifier is returned in the message. 

[bookmark: _Toc181150916][bookmark: _Toc329955484][bookmark: _Toc158178266]Image Summary Response (ISR) 

This transaction is returned by the FBIFBI/CJIS to summarize the results of the image request processing. This transaction contains the listing of each subject record identifier number returned. It is suggested that the submitting agency do a comparison between their original image request and this image summary response to determine which images were not returned due to invalid FBI number or image not on file.
New fields will be used to inform the user of all the identity’s biometric sets that were returned when the IRQ contained the BID field. New fields added to the message are the Image Type (IMT) to specify the type of biometric set returned and BSI to specify the exact biometric set returned if the set is not a composite set. The FNU, SID, IMT, and BSI fields are all ordered such that each occurrence of the field is partnered with the same ordered element of the other three fields.

[bookmark: _Toc181150917][bookmark: _Toc329955485]Photo Request Response (PRR) and Photo Delete Response (PDR)

Each photo request will receive a photo request response (PRR). The PDR TOT is the response for an image delete request.  The two responses are handled in the same way. The transaction is returned by the FBIFBI/CJIS to indicate the condition of each request. The fields in this Type-2 record will give the result of the request. If the request contains any errors that cannot be parsed, CJISFBI/CJIS will return an FBI=0000000; CRI=XXXXXXXXX; REC=“N”; and a Response Explanation field, EXP= the translated message code of the first detected error. 

[bookmark: _Toc181150918][bookmark: _Toc329955486]Image/Information Transaction Error (ERRI) 

This transaction is returned by the FBIFBI/CJIS to indicate a transaction error. It includes a message field (MSG) indicating the type of error detected. Error responses are described in the Error Message Format Section. 

[bookmark: _Toc181150920][bookmark: _Toc181150921][bookmark: _Toc181150923][bookmark: _Toc181150925][bookmark: _Toc181150928][bookmark: _Toc181150930][bookmark: _Toc181150934][bookmark: _Toc329955487][bookmark: _Toc331494662][bookmark: _Toc97287001][bookmark: _Toc97287389][bookmark: _Toc97288214][bookmark: _Toc97299907][bookmark: _Toc100553665]Biometric Audit Trail Retrieval Submissions (NGI Increment 3)

These transactions will enable users to retrieve audit trail information for their images stored in the CJISFBI/CJIS database. This information will consist of which agency(ies) have received the specified image(s), when the image(s) were transmitted, and for what reason. The requester provides the subject identifier (UCN) and the biometric identifier (BSI) for the image set for which they wish the audit trail information to be returned. If the biometric set identifier is not included, then the UCN is mandatory, and all the biometric sets owned by the submitter will be used. The transaction will be processed and the requested audit trail will be returned if the originator of the request is the owner of the image for which the audit trail is being retrieved. The owner is defined as the CRI who enrolled the biometric or the State Bureau for the CRI. If the request contains any errors, an error response will be returned including the reason for the return in the message field (MSG). Errors associated with a record identifier number, such as an image set not being on file, will be reported in the error response. 

[bookmark: _Toc165778959][bookmark: _Toc181150936][bookmark: _Toc329955488]Biometric Audit Trail Retrieval Query Request (BATQ) (NGI Increment 3)

For each request, the submitter of the transaction shall specify which subject image audit trail that CJISFBI/CJIS will return. The response to this request will return only the audit trail for the images owned by the submitter of the request. The first phase of implementation of this transaction will include Fingerprint Audit Trail Retrieval Request, Palmprint Audit Trail, and Unsolved Latent Audit Trail Retrieval Requests. In future phases, this transaction will include Fingerprint Audit Trail, Photo Audit Trail, and Iris Audit Trail Retrieval Requests. Each transaction can retrieve either a specific biometric set or multiple biometric sets for an Identity or latent record.  The response to this request will be Audit Trail Retrieval Response.

The main inputs are the UCN to specify the Identity or latent record, BSI to specify a specific biometric set, and IMT to specify the image types. Only a record owner (contributor) is allowed to request an audit trail, so a transaction error is returned if anyone other than the owner tries to request it. When IMT is provided without BSI, audit details are returned for all of the biometric sets of type IMT that are owned by the requestor for the specified Identity or latent record (UCN). When BSI and IMT are not provided, the audit trail details returned will consist of all biometric sets owned by the requestor for the specified Identity or latent record.

[bookmark: _Toc165778961][bookmark: _Toc181150938][bookmark: _Toc329955489]Audit Trail Retrieval Response (BATR) (NGI Increment 3)

This transaction is returned by the FBIFBI/CJIS to provide the requested audit trail record to the requester for the image, for which the requestor is the owner, on file at the FBIFBI/CJIS. This message contains details of when and how the biometric sets specified in a BATQ have been disseminated. If images from the requested biometric set have not been disseminated, a successful BATR is returned, but it will not have any instances of audit trail data. If the requestor does not own any of the images based on the BATQ request criteria, this will result in a transaction error condition (ERRA), including the reason for the error in the MSG field. Also, if the BSI or IMT is not associated with the UCN, an ERRI ERRA would be the response. 
This response will include the subject or latent biometric record identifier and the audit trail record for that image. A new Audit Trail Record (ATR) field is added to support a repeating set containing the ORI of the originator, date of dissemination, TOT used to acquire the image, the BSI of the image, the image type, and finger positions (when the complete set is not returned) for each requested image. If the max occurrence of the ATR is reached (100), the MSG field will be populated informing user that latest 100 records are returned.

[bookmark: _Toc165778962][bookmark: _Toc181150939][bookmark: _Toc329955490]Audit Trail Transaction Error (ERRI) (NGI Increment 3)
[bookmark: _Toc165778963][bookmark: _Toc181150940]
This transaction is returned by the FBIFBI/CJIS to indicate a transaction error. It includes a message field (MSG) indicating the type of error detected. Error responses are described in the Error Message Format Section.

[bookmark: _Toc329955491][bookmark: _Toc331494663]Rap Back Information Retrieval Submissions (Future Capability)

These future transactions will provide the subscriber of the Rap Back Service the ability to retrieve their subscription status along with the designated recipients of the Rap Back Notifications for those enrolled in the Rap Back Service. There will also be an opportunity for the subscriber to retrieve Identity History Summaries for those enrolled in the Rap Back Service.

[bookmark: _Toc165778965][bookmark: _Toc181150942][bookmark: _Toc329955492]Rap Back Subscription List (Future Capability)

This transaction will provide the Rap Back Subscriber the ability to retrieve their Subscription List indicating their subscription status and list of designated recipients.  

[bookmark: _Toc329955493]Rap Back Identity History Summary Request (Future Capability)

This transaction will provide the owner of the Rap Back enrollment the ability to request an Identity History Summary for the individual enrolled in the Rap Back Service after receipt of a Rap Back Activity Notification.
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[bookmark: _Toc331494664]Investigation Service

To conduct an investigation search of the FBIFBI/CJIS’s database, the sending agency will electronically transmit images and descriptive information as required by the AFIS/FBIFBI/CJIS (i.e., the AMP, when needed) or user-extracted characteristics. Biometric characteristics include classification, features, and any other derived data required by AFIS/FBIFBI/CJIS. If the originator is a local law enforcement agency, the request will go through their State Identification Bureau or an approved channeling agency. The subsequent submission will be searched automatically with no additional manual editing or processing. If candidates are identified, no identification decision is made by the FBIFBI/CJIS. Instead, up to 20 candidates’ UCNs are returned to the transmitting agency along with fingerprint images from the highest scoring candidate. Appendix E provides a summary of the Investigation Service transactions with the Type-2 fields that are optional and mandatory. Appendix C contains the detailed information for each of the Type-2 fields.
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[bookmark: _Toc97287011][bookmark: _Toc97287399][bookmark: _Toc97288224][bookmark: _Toc97299917][bookmark: _Toc100553675][bookmark: _Toc158178268]The tenprint investigation process differs from electronic tenprint identification submission processing in that there is no manual intervention on the part of the FBIFBI/CJIS. The user can request specific finger images, up to all 14 fingerprint images, to be returned with the response via the Fingerprint Number(s) Requested (FNR) field. The sender must designate the TOT in the Type‑1 record to specify the type of search request. 

The following list of TOTs is applicable to tenprint searches transmitted to the FBIFBI/CJIS:

	TOT
	TRANSACTION

	TPIS
	Tenprint Fingerprint Image Searches

	TPFS
	Tenprint Fingerprint Features Searches

	TPRS
	Tenprint Rap Sheet Searches



A hierarchical approach to tenprint searches must be adhered to (i.e., for TPIS and TPFS). Submissions by local agencies must be processed by the local AFIS (if available) and electronically transmitted to a state AFIS (if available) before being submitted to the FBIFBI/CJIS. If an identification decision is made at any of the previous levels, the identification response will be transmitted to the originating agency and there will be no further processing of the request at a higher level.

The processing flow for tenprint submissions (TPIS/TPFS) is shown in Figure 9, “Investigation Fingerprint Submissions.”

All electronic transactions between the FBIFBI/CJIS and the originating state agency will be routed via the CJISFBI/CJIS WAN. State and local agencies must handle the continuance of these transactions among themselves through the state network. For OFOs, tribal, or international agencies, routing of search and response will be via their connection to the CJISFBI/CJIS WAN.


[image: ]
[bookmark: _Toc329942450]Figure 9 Investigation Fingerprint Submissions

The following are the potential responses to tenprint fingerprint submissions:

	TOT
	RESPONSE TRANSACTION

	SRT
	Search Result ‑ Tenprint

	ERRT
	Tenprint Transaction Error

	TPRR
	Tenprint Rap Sheet Response



The Search Result Tenprint (SRT) response will include a candidate list and the fingerprint images of the highest scoring candidate who potentially matches the submitted fingerprints. Retrieval of the additional images is accomplished through separate image retrieval requests. The Tenprint Rap Sheet Response (TPRR) will contain a list of candidates and their identity history in the Electronic Rap Sheet (ERS) field, but no fingerprint images. 
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The Tenprint Fingerprint Image Search contains tenprint fingerprint images along with any descriptors submitted by the originator. The contributor may designate which CJIS repository to search by including the correct value in the Name Designated Respository (NDR, 2.084) field (i.e criminal, civil, ULF). The Tenprint Fingerprint Image Search contains tenprint fingerprint images along with any required fingerprint classification information and descriptors by the originator. The Pattern Level Classification (PAT) field is to be included for every amputated or unprintable finger. The fingerprint characteristics will be automatically extracted from the image submitted. There will be no manual editing of fingerprint characteristics. The search process of the criminal fingerprint files is conducted and the results transmitted to the originator. The response consists of the match report including the identification of matching candidates and the corresponding fingerprint images of the candidate with the highest score. Images for the remaining candidates may be retrieved through separate image retrieval requests. 
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The Tenprint Fingerprint Features Search contains fingerprint characteristics, including classifications, which are extracted and transmitted by the originator along with search criteria. The search process uses this information to generate the candidate list. The response is similar to those for TPIS transactions. It should be noted that the fingerprint characteristics referred to here are the native‑mode fingerprint characteristics of the FBI’s AFIS; i.e., the fingerprint characteristics’ data transmitted will be in a format used or accepted by AFIS/FBI. The originating agency must have the capability to extract and encode fingerprint characteristics data in the FBI native mode in order to use this TOT.
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The Tenprint Rap Sheet Search contains tenprint fingerprint images along with any required fingerprint classification information and descriptors. The PAT field is to be included for every amputated or unprintable finger. The fingerprint characteristics will be automatically extracted from the images at the FBIFBI/CJIS with no human intervention. There will be no manual editing of fingerprint characteristics. The search process of the criminal fingerprint files is conducted and the results transmitted to the originator. The Tenprint Rap Sheet Response consists of identity histories for up to the top twenty candidates. Images are not returned as part of this process. 

Note: TPRS is a limited-use TOT that requires coordination with FBIFBI/CJIS prior to use.

[bookmark: _Toc181150950][bookmark: _Toc329955498]Search Results — Tenprint (SRT) 

This transaction is returned by the FBIFBI/CJIS in response to a TPIS or TPFS request. It includes a candidate list composed of the names and UCNs of up to 25 subjects selected by AFIS/FBIFBI/CJIS as determined to be potential matches to the fingerprint images or features that were submitted. The fingerprint images of the first candidate on the candidate list will also be included. The fingerprint images in the response may be specified by finger position in the search request.
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This transaction is returned by the FBIFBI/CJIS to indicate a transaction error. It includes a message field (MSG) indicating the type of error detected. Error responses are described in the Error Message Format Section. 
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The NGI Latent Friction Ridge (LFR) system replaces the IAFIS latent search capability. The LFR system offers drastically increased accuracy through the use of latest generation matching algorithms coupled with an event-based (vice composite) friction ridge repository. Further, the LFR expands the friction ridge repository and latent searching beyond fingerprints into palm and supplemental (joint and tip) prints. This event-based repository is referred to as the Friction Ridge Investigative File (FRIF).

An CJIS userAuthorized Contributor may transmit one or more latent print images and/or corresponding features sets, assumed to be from the same subject, to be searched against the various FBIFBI/CJIS friction ridge repositories. This latent print search request will originate from the agency having legal jurisdiction of the case (federal, state, local or international). The evidence will be processed and the desired latent friction ridge impressions will be electronically captured. To conduct a search with the captured latent prints, the originating agency will electronically transmit the latent print images within a Latent Friction Ridge Image Search (LFIS) or the latent print features and preferably the latent print images within a Latent Friction Ridge Features Search (LFFS) transaction. The latent image in an LFIS/LFFS transaction should be known to be upright (i.e., for Fingerprint tip up ± 15º), with no obscuring background or multiple impressions in the image. For the LFFS that includes a latent image with the Type-9, the Type-9 may optionally provide image orientation information (see 9.020 and 9.301) that deviates from upright. By default, these images and/or features will be stored in the Unsolved Latent File (ULF). The user may override this behavior by setting the ULF flag to no.The image in an LFIS/LFFS transaction should be known to be upright (tip up ± 15º), with no obscuring background or multiple impressions in the image. By default, these images and/or features will be stored in the Unsolved Latent File (ULF).  The user may override this behavior by setting the ULF flag to no. 

[bookmark: _Toc180993582]All AFIS searches must adhere to a hierarchical approach. Transactions generated by local agencies must be processed by the local AFIS (if available) and electronically transmitted to the state AFIS (if available) before submitting a search to the FBIFBI/CJIS. If an identification decision is made as a result of processing at any level, there will be no further processing of the request at a higher level. All electronic transactions between the FBIFBI/CJIS and the originating agency will be routed via the CJISFBI/CJIS WAN or other approved electronic communication medium.

The response to a valid latent search transaction will contain a TOT of "SRL" (denoting "Search Results ‑ Latent") in the Type‑1 Record. It will also include the UCN of up to the number of candidates requested (NCR) and the corresponding friction ridge images of up to the Number of Images Requested (NIR) of the candidate(s) that potentially matched the latent print. If the latent search included more than one latent print (a multi-latent search), a single merged candidate list will be returned. 

In the initial rollout of NGI Investigative Services, Latent Friction Ridge investigative search TOTs will have the NDR field added and will accept values specified in EBTS for Criminal Master File, Civil File, Unsolved Latent File, and FBIFBI/CJIS Special Population Cognizant (SPC) Files (if the requesting ORI is allowed to search the requested SPC file). The default behavior when this field is not present is to only search the criminal repository. For a given latent investigative search, NGI will not search both known (FRIF) and unknown (ULF) repositories. If the NDR field contains both repository designations, only the known repository(ies) will be searched, and this scenario will be reported in the SRL (see MSG field of SRL). Additionally, the user will be able to optionally select, in investigative searches, whether features and matched minutiae for each candidate print are returned in the Latent Friction Ridge search result response. The extended feature set and matched minutiae will reside in the EFS section of the Type-9 record for the candidate(s), as defined in the ANSI/NIST-ITL 1-2011 standard. Several changes to the investigative TOTs within EBTS for NGI will require system programming updates to take advantage of these new capabilities.  CJISFBI/CJIS will continue to be backward compatible along with providing new fields to successfully utilize the new NGI investigative services. 

In future releases beyond the initial rollout of NGI Investigative Services, latent investigative searches will have the capability to request a simultaneous search of other external systems, such as Canada’s Real-Time ID System or DHS IDENT. Submitters will enter the appropriate values for the desired destination in the Name of Designated Repository (2.098 NDR) field in the Type-2 record. 

The biographic and/or biometric descriptor data contained in the Type-2 record(s) of the LFFS/LFIS search transaction are used to reduce the search penetration of the desired repositories. If two Type-2 records are included in the search transaction, the Type-2 with the ULF flag = “Y” is used for deposit of the latent into the ULF, while the Type-2 with ULF = “N” sets the search filtering criteria to limit file penetration. When there are two Type-2 records and the ULF flag in both are “Y” or not included, the first Type-2 will be used for searching and the second one will be used for the deposit of the latent into the ULF. Limiting file penetration by filtering searches based on known information increases search accuracy by reducing the size of the search gallery, thus reducing the probability that the true match will be replaced in the candidate list by other potential matching impressions. Setting file penetration limits on the latent search has the added benefit of improving search response time.Limiting file penetration by filtering searches based on known information increases search accuracy and improves search response time. Investigative services users are encouraged to limit searches of the civil and/or criminal file to no more than 50% of the population of the file(s) being searched. NGI will support the biometric filter criteria friction ridge position code and pattern classification, and will also support the biographic filter criteria date of birth (only the year of birth is used), race, gender, place of birth, and place of arrest (GEO 2.044). A Latent Penetration Query (LPNQ) may be sent to determine the percentage of repository penetration prior to initiation of a search. The results will be returned in a Latent Penetration Response (LPNR). The response will include the percentage of the repository penetration determined from the submitted parameters in the fields of the Type‑2 record. Detection of errors will cause a Latent Transaction Error (ERRL) response.

The FGP field may contain one or more of the possible finger or palm positions that may match the latent image. The integer code number corresponding to the known or most probable finger position will be taken from the ANSI-NIST ITL Standard Finger Position Table or Palmprint Position Table and entered as a one- or two-character ASCII subfield. (See Appendix P for acceptable values.) Additional finger and/or palm positions may be referenced by entering the alternate position codes as subfields separated by the “RS” separator character.  The code "0" for "Unknown Finger" shall be used to reference every finger position from one through ten and will be used as the default when FGP is omitted or blank. The code "20" for "Unknown Palm" shall be used to reference every listed palmprint position. The Type-2 PPD field is used when FGP is set to 19 to filter which part(s) of a supplemental print(s) should be searched. The code "18" for "Unknown Friction Ridge" shall be used to reference every listed friction ridge position. The code “0” for “Unknown Finger” shall be used to reference every finger position from one through ten. The code “20” for “Unknown Palm” shall be used to reference every listed palmprint position. The Type-2 PPD field is used when FGP is set to 19 to filter which part(s) of a supplemental print(s) should be searched. The code “18” for “Unknown Friction Ridge” shall be used to reference every listed friction ridge position and will be used as the default when FGP is omitted or blank.

When submitting a single latent image, the submitter may use the PAT (2.034) and FGP (2.074) fields as follows to indicate that the position is unknown while allowing speculation on the finger position: (1) set the Finger Number subfield of FGP to “00” to indicate UNKNOWN while supplying the Pattern Classification Code as usual; (2) in conjunction, submit one or more instances of the FGP field containing the finger position guesses; and (3), in the FGP field of the Type-7/13 record, send a “0.” If many finger guesses for a single finger search are provided, the PAT field should be entered only for the first finger guess and will be automatically duplicated by CJISFBI/CJIS for all other finger guesses.

The following list of TOTs is applicable to latent friction ridge searches transmitted to the FBIFBI/CJIS:

	TOT
	TRANSACTION

	LFIS
	Latent Friction Ridge Image Search

	LFFS
	Latent Friction Ridge Features Search

	LPNQ
	Latent Penetration Query



The following are the potential responses to latent friction ridge transactions:

	TOT
	RESPONSE TRANSACTION

	SRL
	Search Result - Latent

	LPNR
	Latent Penetration Response

	ERRL
	Latent Transaction Error



Figure 10 provides a high level view of the latent friction ridge investigative service workflow, to include the notification service and data management service transactions explained in sections 3.5 and 3.6 respectively.
[bookmark: _Toc329942451]Figure 10 Latent Friction Ridge Investigation Workflow


The following paragraphs describe in detail the TOTs associated with the Latent Friction Ridge Investigative Service.
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The latent friction ridge image(s) are transmitted along with the search criteria by the originator. The friction ridge features will be automatically extracted from the images with no human intervention. There will be no manual editing of friction ridge characteristics by FBIFBI/CJIS Latent Examiners. CJISFBI/CJIS will conduct a search of the designated repository or repositories and will transmit the results back to the originator. In the event that images are of insufficient quality for the LFR system to be able to extract features and perform a search, CJISFBI/CJIS will respond with a Latent Transaction Error message.
NGI will continue to support the multi-latent fingerprint search request, where finger positions 1 thru 10 are supported.  Multiple fingerprint images may be searched if the submitter believes the images are from a single subject, and a unique finger position is provided for each image.. Only this set of fingerprint positions will be searched.
The biographic and/or biometric descriptor data contained in the Type-2 record(s) of the LFFS/LFIS search transaction are used to reduce the search penetration of the desired repositories and to define the parameters that will determine which incoming tenprint/palmprint/supplemental print images will be cascaded against the latent after deposit into the ULF. Limiting file penetration by filtering searches based on known information increases search accuracy and improves search response time. Investigative services users are encouraged to limit searches of the civil and/or criminal file to no more than 50% of the population of the file(s) being searched. This 50% population reduction may be easily achieved if the latent examiner is able to determine what hand the latent print was taken from and/or to determine what pattern classification the impression represents. NGI will support the biometric filter criteria friction ridge position code and pattern classification, and will also support the biographic filter criteria date of birth (only the year of birth is used), race, gender, place of birth, and place of arrest (GEO 2.044). A Latent Penetration Query (LPNQ) may be sent to determine the percentage of repository penetration prior to initiation of a search. The results will be returned in a Latent Penetration Response (LPNR). The response will include the percentage of the repository penetration determined from the submitted parameters in the fields of the Type 2 record. Detection of errors will cause a Latent Transaction Error (ERRL) response.

One or two Type-2 records may be submitted within a latent friction ridge search request (i.e. LFIS or LFFS). If only one Type-2 record is submitted, FBI/CJIS will automatically use the descriptive data in that record for the search, and if the ULF flag is set to “Y” or is omitted, will use that same descriptive data in the ULF deposit. If two Type-2 records are submitted, the one with the ULF flag set to ”Y” will be used to set the ULF deposit parameters to filter when it is reverse searched by tenprint/palmprint/supplemental print transactions or when it is searched directly by another latent print, while the other Type-2 will be used to limit the search penetration. If two Type-2 records are present and either both are “Y” or both are “N” or both do not have the ULF flag, then the first will be used for searching and the second will be used for enrollment.Multiple fingerprint images may be searched if the submitter believes the images are from a single subject. Multiple fingerprint images must be accompanied by a unique fingerprint position for each image. Only this set of fingerprint positions will be searched. 
When one latent friction ridge image is transmitted, the submitter may include multiple friction ridge position guesses in the FGP field of the Type-2, values from Table P-2 found in Appendix P.  NGI will utilize the Type-2 PPD, when FGP =19, to support the supplemental finger positions.
The user is also able to optionally select whether features and matched minutiae for each candidate print image are returned in the LFIS response. The features and matched minutiae will reside in the EFS section of the Type-9 record for each candidate as defined in Appendix J.
Latent friction ridge images submitted for searches may be added to the Unsolved Latent File. One or two Type-2 records may be submitted in the search message. If only one Type-2 record is submitted, CJIS will automatically use the descriptive data in that record for the search, and if the ULF flag is set to “Y” or is omitted, will use that same descriptive data in the ULF deposit. If two Type-2 records are submitted, the one with the ULF flag set to ”Y” will be used to set the ULF deposit parameters to filter when it is reverse searched by tenprint/palmprint/supplemental print transactions or when it is searched directly by another latent print, while the other Type-2 will be used to limit the search penetration. If two Type-2 records are present and either both are “Y” or both are “N” or do not have a flag, then the first will be used for searching and the second will be used for enrollment.

[bookmark: _Toc284930136][bookmark: _Toc329955502]Latent Friction Ridge Features Search (LFFS) 

The latent friction ridge features are extracted and transmitted along with the search criteria by the originator in this transaction. While inclusion of the search image is optional in this transaction, it is highly recommended to include the latent image within the LFFS to increase search accuracy. The search process of the desired repository or repositories will be conducted and the results will be transmitted back to the originator in an SRL TOT as described for the LFIS transaction. The friction ridge features referred to here are the EFS friction ridge features as defined in Appendix J.

[bookmark: _Toc284930137]Originators are encouraged to add the latent image along with features in the search message to be added to the ULF. Multiple-finger searches and searches where the finger position is not known are to be treated in the same manner as the LFIS. The originating agency must have the capability to extract and encode friction ridge features compliant with the EFS to use this TOT.



[bookmark: _Toc329955503]
[bookmark: _Toc329955504]Search Results - Latent (SRL) 

This transaction is returned by the FBIFBI/CJIS in response to a latent search request. It will include a ranked candidate list for each friction ridge type repository searched (see CNL field 2.2033). Each candidate list is composed of names and UCNs of each candidate (up to the NCR field value from request) along with the corresponding friction ridge image(s) for each unique UCN/BSI/FGP. The maximum number of images for each ranked candidate list is taken from the NIR field in the request of the number of images specified in the NIR field of the search message using the Type-4, 14 or 15 record. Up to 99 candidates for each ranked list, their match scores, and the finger/palm/supplemental positions of the images on file that matched may be included in the response. If the NIR is not specified, then the top 20 matching images will be returned per ranked candidate list. If the NCR is not specified in search request, then the top 20 candidates will be included in each ranked the candidate list. The NCR and NIR field are added to the Type-2 for SRL to report the total number of candidates and images contained in the SRL. It is not echoed from the request. In addition, if the search included an indication that the latent image should be stored in the Unsolved Latent File, the SRL will return the UCN (2.014) of the stored unsolved latent image. The NCR and NIR field are added to the Type-2 for SRL to report the total number of candidates and images returned in the SRL. Therefore, the NCR and NIR field values in the SRL may be smaller than their values in the LFIS/LFFS request (i.e., their values are not simply echoed from the search request). In addition, if the search included an indication that the latent image should be stored in the Unsolved Latent File, the SRL will return the UCN (2.014) of the stored unsolved latent image.

The SRL will contain a candidate list of potential matches from the repositories that were searched. The user may optionally select in the search request (LFIS or LFFS) whether features and matched minutiae for each candidate print image are returned in the SRL response. The features and matched minutiae will reside in the EFS section of the Type-9 record for the candidate(s). When RFR is selected, the SRL will contain biometric data for both probe and candidates. The probe features will always precede the candidate image and features (i.e. probe feature IDC value(s) will be less than candidate image/feature IDC values). The IDC values for the candidate list images/features will be recorded in the Candidate Investigative List (CNL), while the IDC for the probe features will not be referenced in the CNL.When RFR is selected, the probe features will always be IDC=1, and the candidate list images/features will always begin with IDC=2. Therefore, when NIR is 20 there will be 21 Type-9 records, the first one will present the matched minutae of the searched image and the remaining recorods will be those of the candidates returned. For the multi-latent search, there will be Type-9s for each probe image, that are distinguished by finger position. There can be up to 10 Type-9s for the probe, followed by the candidate Type-9s. Besides the currently supported criminal identifiers being returned as candidates, Civil and Unsolved Latent identifiers will also be supported. The friction ridge data may include Palmprint and Supplemental Fingerprint and Palmprint. 

A new Candidate Investigative List (see CNL 2.2033) field is added for SRL. The legacy CAN field remains and will continue to be populated to support backward compatibility. In the UCN field, NGI returns UCNs, FNUs, and CRNs. For records from the FRIF, NGI populates the UCN with an FNU for the records prior to NGI and the UCN of records added to NGI will employ the UCN. For latent records from the ULF, the UCN will be returned (even if the old SCNA value exists). For the new CNL field, the IMT subfield indicates the type of image being returned, and the PPD field, coupled with the existing FGP field (when FGP equals 19), indicates the finger or palm position code of the image. If the IMT field indicates a latent image, then the UCN subfield of the CNL field is a latent UCN for that candidate. The Biometric Set Identifier (BSI) for each image is returned. The Biometric Image Available (BIA) field is provided to indicate the available biometric image types for the identity. The BSI and the BIA allow the recipient to request more images for the subject. The UCN and BIA from the SRL can be used to populate the UCN and IMT in the IRQ to allow the recipient to request more images for the subject. The NDR field is enhanced to support populating the NDR value(s) for repository in which the candidate resides, limited to those NDR values actually in the search request. The NDR field is only populated when latent search requests specify only SPCs to be searched. It will be populated with the SPCs the candidate resides in from those SPCs actually searched. The NDR field is a future capability where it will be populated with the NDR value(s) the candidate resides in, limited to those NDR values actually searched. The NDR field is enhanced to support populating the NDR value(s) for repository in which the candidate resides, limited to those NDR values actually in the search request.

If there are high scoring matches from multiple events for a given identity/UCN in the candidate list, the BSI for each of these events will be listed in the CNL following the number of returned candidates (NCR). These additional event entries in the CNL are to enable retrieval of additional candidate biometric images via the IRQ. Therefore, no images/features are returned within the SRL for these additional events along with the IDC and NOT fields not being populated. If there are hits from multiple events for a given UCN, these BSIs will also be listed in CNL following the top UCN scoring candidates. These multiple event entries will not populate the IDC and NOT subfield, and no images/features are returned. Within a given SRL it is possible that there will be multiple candidate lists concatenated together in the CNL fielda single Type-2 based on the friction ridge type(s) to be searched of the candidates. The maximum possible lists are three. They include a list for the fingerprints, a list for the lower hand and a list for the upper hand. The Fingerprint list is from the traditional distal rolled and flats. The lower hand is comprised of Palmprints of the lower palm positions including the interdigital area. The upper hand is comprised of the upper palm positions including fingerprint friction ridge (EJI and tip) and interdigital area. Each list will be ranked and images/features will be returned for the top UCN/BSI/FGP candidate from each list. In these multiple lists it is possible for the UCN to be duplicated. The lists can be distinguished by IMT and position code.

The MSG field is added to report to requestor that the latent search request specified repositories that contained both known and unknown unsolved records (e.g., NDR of CMF Criminal and ULF). The text states which records (known or unsolved) and repositories were not searched. The order of precedence for searching based on NDR is as follows:
1. Criminal and/or Civil  is present then search known records
2. Criminal and/or Civil  is not present and ULF is present then search unsolved records
3. Criminal and/or Civil  and ULF are not present and at least one SPC contains known, then search known records
will state that the unknown records or repository(ies) were not searched, and the search result is for the designated FRIF (known) repositories. When designated repositories are not searched or partially not searchedthis scenario occurs, this message will be the first entry in the MSG field so it stands out for the user. When images, candidate features and matched minutiae are being returned, the MSG field will also contain the text: “This match was made using information beyond feature data.” This caveat text is provided because the NGI matcher improves accuracy by use of additional imagery data. 




[bookmark: _Toc297723541][bookmark: _Toc284930139][bookmark: _Toc329955505]Latent Penetration Query (LPNQ)

The Latent Penetration Query allows the user to check for the percentage of the Criminal and/or Civil repository that will be accessed by a latent friction ridge search. The query contains the search parameters that will be defined in either the LFIS or LFFS search request in a Type-2 record. The search parameters can contain repositories, biographic descriptors (DOB, RAC, SEX, GEO & POB), fingerprint classification (pertinent general class values are AU, WU, RS, and LS), and fingerprint/palmprint position code data (and PPD when FGP =19). While the NDR field supports all valid values for repositories, meaningful penetration values are only returned for Criminal and/or Civil repositories. If SPC(s) and/or ULF are the only entries for NDR, then a penetration value for the Criminal repository is returned based on the rest of the search criteria. This allows users to set the search parameters to ensure that the search does not exceed the maximum penetration recommended by CJISFBI/CJIS of 50 percent. Penetration tables developed by the NGI LFR system may be used as an aid to help the user determine expected penetration. This transaction applies only to a single finger, even if the original transaction included multiple fingers.

[bookmark: _Toc329955506]Latent Penetration Query Response (LPNR) 

The response to a penetration query will contain the estimated size for the repository search based on the transaction-defined characteristics. The response will indicate the percent penetration to allow further refinement of the search criteria.

The Penetration Query Response field (PEN) contains a penetration percentage as determined by the search criteria in the LPNQ request. The penetration value returned in the PEN field will be a combined percentage of the repositories specified in the LPNQ request. SPC(s) and ULF are not considered (see LPNQ above).

[bookmark: _Toc329955507]Latent Transaction Error (ERRL) 

This transaction is returned by the FBIFBI/CJIS in response to a transaction that contained errors, such as search exceeding the penetration threshold, missing or inadequate quality fingerprints, missing mandatory information, or invalid contents. The MSG field shall include additional information on the causes for the rejection. Error responses are described in the Error Message Format Section.
[bookmark: _Toc288746734]
[bookmark: _Toc181150975][bookmark: _Toc329955508][bookmark: _Toc331494667]Latent Administrative Queries, Requests, and Responses 

Administrative requests can be solicited by the users to improve the accuracy and efficiency of their latent operations by gaining insight into the composition of the CJISFBI/CJIS search repositories for use in search filtering. The Latent Repository Statistics Query (LRSQ) provides the users with the statistical representation of the FBIFBI/CJIS Criminal and/or Civil Master File used to estimate search penetration. 

The following Types of Transactions (TOTs) are included in the Latent Administrative Queries:

	TOT
	TRANSACTION

	LRSQ
	Latent Repository Statistics Query



The following are the responses to the above transactions:

	TOT
	RESPONSE TRANSACTION

	LRSR
	Latent Repository Statistics Response

	ERRA
	Administrative Error Response



[bookmark: _Toc181150976][bookmark: _Toc329955509]Latent Repository Statistics Query (LRSQ) 

The LRSQ requests the current statistics used to estimate the penetration of the Criminal and/or Civil Repository by a latent search based on the various input characteristics. This query will provide the users the data required to update the statistical representation used to estimate the repository penetration of a latent search without having to use the Latent Penetration Query.

[bookmark: _Toc297723547][bookmark: _Toc297723548][bookmark: _Toc297723549][bookmark: _Toc297723550][bookmark: _Toc297723551][bookmark: _Toc297723552][bookmark: _Toc97287044][bookmark: _Toc97287432][bookmark: _Toc97288257][bookmark: _Toc97299950][bookmark: _Toc100553708][bookmark: _Toc158178302][bookmark: _Toc181150978][bookmark: _Toc329955510]Latent Repository Statistics Response (LRSR) 

The Latent Repository Statistics Response to the LRSQ will provide the users the data required to update the statistical representation used to estimate the repository penetration of a latent search. The ASCII file contained in the RSR field will contain the filter parameters used to filter searches of the NGI repositories (civil and/or criminal). Data will be returned for the civil and criminal files individually, as well as for the civil and criminal files in total. Statistics will not be generated for the ULF or SPC(s), as the sizes of these files will be trivial compared to the civil and criminal repositories.

[bookmark: _Toc181150980][bookmark: _Toc329955511]Administrative Transaction Error (ERRA) 

This transaction is returned by the FBIFBI/CJIS to indicate a transaction error. It includes a message field (MSG) indicating the type of error detected. Error responses are described in the Error Message Format Section.

[bookmark: _Toc181150982][bookmark: _Toc329955512][bookmark: _Toc331494668][bookmark: _Toc97287030][bookmark: _Toc97287418][bookmark: _Toc97288243][bookmark: _Toc97299936][bookmark: _Toc100553694]Biometric Investigation Submission

In addition to the FBIFBI/CJIS accepting other biometrics in conjunction with Tenprint Fingerprint Identification Submissions and enrollment of other biometrics., iIn the future, CJIS/FBIFBI/CJIS will also accept additional biometric modality investigation searchessubmissions other than the current friction ridge searchingfingerprints as those matchingsearch engines systems become available.


[bookmark: _Toc181150983][bookmark: _Toc329955513]Photo Investigation Search Transactions (Future Capability)

Searching for photos in the FBI/CJIS database will be accomplished by three different methods. The Text Based Photo Search will consist of using biographical data to retrieve a list of possible candidates and their most recently taken facial photo. The Text Based SMT Photo Search will consist of using SMT descriptors to find a list of possible candidates and their SMT photos. The Facial Recognition Search will consist of comparing features from the photo supplied on the transaction against the set of features in the FBI/CJIS database.

[bookmark: _Toc181150984][bookmark: _Toc329955514]Text Based Photo Search Request (Future Capability)

This transaction will allow the user to specify biographical data to be used in a search for possible candidates. The response consists of a list of candidates along with the most recently taken frontal facial photos or facial photos of the candidates with the highest score. Photos for the remaining candidates may be retrieved through separate image retrieval requests (IRQ).

[bookmark: _Toc181150985][bookmark: _Toc329955515]Text Based SMT Photo Search Request (Future Capability)

This transaction will allow the user to specify SMT descriptive data to be used in a search for possible candidates. The response consists of a list of candidates along with the SMT photos of the candidates with the highest score. Photos for the remaining candidates may be retrieved through separate image retrieval requests (IRQ).

[bookmark: _Toc181150986][bookmark: _Toc329955516]Facial Recognition Search Request (Future Capability)

This transaction will allow the user to submit a photo to be used for searching against the FBI/CJIS photo repository for possible candidates. The response consists of a list of candidates along with the most recently taken frontal facial photos or facial photos of the candidates with the highest score. Photos for the remaining candidates may be retrieved through separate image retrieval requests (IRQ).

[bookmark: _Toc288746749][bookmark: _Toc288746750][bookmark: _Toc288746751][bookmark: _Toc288746752][bookmark: _Toc288746753][bookmark: _Toc288746754][bookmark: _Toc288746755][bookmark: _Toc288746756][bookmark: _Toc288746757][bookmark: _Toc288746758][bookmark: _Toc288746759][bookmark: _Toc288746760][bookmark: _Toc288746761][bookmark: _Toc288746762][bookmark: _Toc288746763][bookmark: _Toc288746764][bookmark: _Toc288746765][bookmark: _Toc288746766][bookmark: _Toc288746767][bookmark: _Toc288746768][bookmark: _Toc288746769][bookmark: _Toc288746770][bookmark: _Toc288746771][bookmark: _Toc288746772][bookmark: _Toc288746773][bookmark: _Toc288746774][bookmark: _Toc288746775][bookmark: _Toc288746776][bookmark: _Toc181150993][bookmark: _Toc329955517]Iris Investigation Search Request (Future Capability)

This transaction will allow the user to submit an iris image to be used for searching against the FBIFBI/CJIS NGI iris repository for possible candidates. The response consists of a list of candidates along with the iris images of the candidates with the highest score. Iris images for the remaining candidates may be retrieved through separate image retrieval requests (IRQ).

[bookmark: _Toc329955518][bookmark: _Toc331494669]Biographic Investigation Submissions

The Biographic Investigation Submissions are unique to performing an investigative search using the subject’s biographic data instead of biometric data. The changing political and social climate necessitates the development of a process to ensure that people attending large public functions, such as the G8 Summit or a political convention, are not associated with terrorist or criminal organizations. The development of the retrieval of a subject’s history via a biographic search provides a means to efficiently screen large numbers of people. This function is available on a limited basis to federal agencies with prior written authorization from the FBI.

See Appendix B for details of the Type-1 record, Appendix C for details of the Type-2 record, and Table D-3 for a complete list of all mandatory and optional data for the Biographic Investigation Submissions.

The following TOT is applicable to these biographic search submissions to the FBIFBI/CJIS:
		
	TOT
	TRANSACTION

	EQHR
	External Query History Request



The following are the responses to the above transaction:

	TOT
	TRANSACTION

	EHRR
	Electronic History Request Response

	EQRR
	External Query History Request Response - Summary

	EQER
	External Query History Error Response

	ERRR
	Transaction Error (Electronic Response)



[bookmark: _Toc329955519]External Query History Request (EQHR) 

The External Query History Request (EQHR) submission requires that the subject’s name, place of birth, and date of birth be submitted. A more accurate candidate list is compiled if the biographic search is performed with more criteria. Therefore, optional data, such as hair/eye color, height or weight may be submitted. External History Queries will have a transaction priority level of 6, which is considered “secondary” with a response time of 24 hours. (See Appendix A.)

[bookmark: _Toc329955520]External Query Request Response (EQRR)

An External Query Request Response (EQRR) will be returned containing the summary list of zero to twenty candidates that were found as result of the External Query History search.

[bookmark: _Toc329955521]External History Request Response (EHRR)

For each candidate returned in the EQRR, a separate External History Request Response (EHRR) is returned, if requested. If no candidates are returned in the EQRR, no EHRR messages will be returned to the contributor. Each EHRR message will contain an Identity History Summary for a candidate returned in the summary report.

[bookmark: _Toc329955522]External Query Error Response (EQER)

When the External Query History Request contains errors, such as missing mandatory information or invalid contents, the External Query Error Response (EQER) will be returned to the contributor. The response will include the message field (MSG) indicating the type(s) of error(s) encountered. See the Error Message Format Section for more detail on how this response is formatted.

[bookmark: _Toc329955523]Transaction Error (Electronic Response) (ERRR)

When the result of the External Query History Request contains candidate(s) where the Identity History Summary is not available, the Transaction Error (Electronic Response) (ERRR) will be returned to the contributor. As a large number of records for persons born before 1956 have not been automated, those Identity History Summaries will not be available. The ERRR will include a message field (MSG) indicating the status of the record. The record will be converted. In three to four business days, the contributor may submit a follow-on EQHR request to receive the Identity History Summary electronically.

[bookmark: _Toc288746784][bookmark: _Toc288746785][bookmark: _Toc288746786][bookmark: _Toc288746787][bookmark: _Toc288746788][bookmark: _Toc288746789][bookmark: _Toc288746790][bookmark: _Toc288746791][bookmark: _Toc288746792][bookmark: _Toc288746793][bookmark: _Toc288746794][bookmark: _Toc288746795][bookmark: _Toc288746796][bookmark: _Toc288746797][bookmark: _Toc288746798][bookmark: _Toc288746799][bookmark: _Toc288746800][bookmark: _Toc288746801][bookmark: _Toc288746802][bookmark: _Toc288746803][bookmark: _Toc181150994][bookmark: _Toc329955524][bookmark: _Toc331494670]
Notification Service

The Notification Service provides agencies with unsolicited notifications from the system based on event criteria (triggers). An unsolicited notification may be triggered by functions initiated by the system, Authorized FBI Service Providers, or Authorized Contributors. One of the functions that may trigger these notifications are the cascaded searches from identification and investigative searches. Another may be triggered by the update of an Identity History record. Appendix E provides a summary of the Information Service transactions with the Type-2 fields that are optional and mandatory. Appendix C contains the detailed information for each of the Type-2 fields.

The FBIFBI/CJIS’s responses to system initiated functions are as follows:

	TOT
	RESPONSE TRANSACTION

	ULM
	Unsolved Biometric Match

	UULD
	Unsolicited Unsolved Latent Delete

	UHN
	Unsolicited Hit Notification




[bookmark: _Toc329955525][bookmark: _Toc331494671]Unsolved Biometric Match (ULM)
An Unsolved Biometric Match Notification contains an unsolved biometric latent file (ULF) match notification. These notifications are sent to the owners of the unsolved biometric when newly submitted criminal, civil, or latent friction ridge searches match an unsolved latent case image. A ULM will occur after a Biometric Decision submission of a possible identification from the directed search of the ULF, when requestor does not own the latent candidate record.They also can occur after a Biometric Decision submission is a possible identification which followed one of two different scenarios of directed searches of the ULF: where the requestor does not own the latent candidate record, or when the probe for search is also a latent. The BIA field is added for cascaded searches of the ULF to reflect the available biometric image types available for the enrolled Identity that matched the latent. The existing SCNA field is populated with the legacy SCNA value if NGI has it, if not it is populated with the UCN value for the ULF latent that matched. The BSI field uniquely identifies the matching biometric set, the IMT field indicates what type of biometric set matched the ULF record, and the PPD field works with the existing FGP field to identify the matching images if the matching set is a Supplemental Print set.
Currently, the NGI system returns ULMs for all friction ridge searches (finger, palm, joint, tip).Currently, the IAFIS/NGI system returns these notifications for fingerprints. The response will include the UCN along with biographic identifiers associated with the subject that matched the unsolved latent image. The ULM will return the complete image set that was matched against the Unsolved Biometric File. If the submission is not retained by IAFIS/NGI up to 14 images associated with that submission will be returned in this transaction when a tenprint record hits against latent images in the ULF. The “owner” of the unsolved latent case is responsible for conducting the comparison. Currently the CIN, CIX, ATN, SCNA, and CRI fields are associated with the unsolved record while the FBI, NAM, AKA, POB, CTZ, DOB, SEX, RAC, SMT, HGT, WGT, EYE, HAI, PPA, PHT, DPR, MSG, FGP, BSI, PPD, and BIA fields are associated with the identity or submission that hit against the unsolved record. 



In the future, other biometrics (i.e., Palmprint and Supplemental Fingerprints and Palmprints) will be included in these notifications along with the use of this notification for a decision made against an image in the unsolved repository.
[bookmark: _Toc329955527][bookmark: _Toc331494672]Unsolicited Unsolved Latent Delete (UULD) 

This transaction is used to indicate that a record has been deleted from the FBIFBI/CJIS’s ULF by the LFR system. When an attempt is made to add a record and the ULF (or a particular subfile of the ULF) contains the maximum number of allowable records, then an automated delete occurs. The record deleted will be the oldest record in the file/subfile. If a set of unsolved latent images were added from a multi-finger latent search, the UULD applies to the entire set of images added. The existing SCNA field is populated with the legacy SCNA value if NGI has it. If not, it is also populated with the UCN value for the ULF latent.

[bookmark: _Toc329955528][bookmark: _Toc331494673]Special Population Cognizant (Future Capability)

A Special Population Cognizant Notification contains either a notification of a decision made against an image in the special population cognizant repository or a special population cognizant file match notification for any of the biometrics (i.e., fingerprint, latent, palm, photo, or iris). These notifications are sent to the owner of the biometric.

[bookmark: _Toc329955529][bookmark: _Toc331494674]Rap Back Activity (Future Capability)

In the event that a criminal or civil submission, disposition, or external system activity identifies an individual with an active Rap Back monitoring flag, a Rap Back activity notification will be sent to the Rap Back record owner and designated recipients. Prior coordination with the FBIFBI/CJIS will determine the type of notification agencies will receive. The FBIFBI/CJIS will send a Rap Back expiration notification to the Rap Back record owner 30 days prior to the designated subscription expiration date for each Rap Back enrollment, with an option to renew.

[bookmark: _Toc329955530][bookmark: _Toc331494675]Rap Back Subscription Renewal Notification (Future Capability)

The FBIFBI/CJIS will send a Rap Back Renewal Notification to the Rap Back record owner prior to the designated subscription expiration date for each Rap Back enrollment. The Rap Back record owner then submits a Rap Back Maintenance request to renew their Rap Back Subscription associated with the CJISFBI/CJIS record.

[bookmark: _Toc329955531][bookmark: _Toc331494676]Unsolicited Hit Notification (UHN)

This type of notification will be provided to the owner of a record when there is a hit against a highly probable candidate. For the initial implementation, only certain types of transactions will initiate Unsolicited Hit Notifications (UHN) and dissemination rules for responses from RPIS transactions will be used. In the future, dissemination rules will be applied based on implementation of a multi-tiered data structure. Only agencies that have signed up for this notification will receive this message type.




[bookmark: _Toc329955532][bookmark: _Toc331494677]External Link Record Activity Notification (Future Capability)

This type of notification will be provided when file maintenance activities (e.g., posting an arrest, consolidating records, expungement of last cycle) occur against a record which contains an external system link. These notifications will be sent to the external system owner of the record containing an external system link.

[bookmark: _Toc329955533][bookmark: _Toc331494678]External Link Failure Notification (Future Capability)

This type of notification will be provided to an external system when an external link could not be established on the subject requested.

[bookmark: _Toc329955534][bookmark: _Toc331494679]
Data Management Service
[bookmark: _Toc181150995]
This new service will provide users with the ability to manage data within CJISFBI/CJIS. It allows users to add, delete, and modify data contained in CJISFBI/CJIS that is under their control. Appendix I provides a summary of the Data Management Service transactions with the Type-2 fields that are optional and mandatory. Appendix C contains the detailed information for each of the Type-2 fields. 

[bookmark: _Toc329955535][bookmark: _Toc331494680]Latent Image Maintenance Submissions

[bookmark: _Toc158178306]An authorized contributor can transmit file maintenance messages to specify transactions related to the unsolved latent file; specifically, an Unsolved Latent Record Delete Request (ULD). The processing flow for electronic requests to delete unsolved latent friction ridge records is illustrated in Figure 11. 
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[bookmark: _Toc329942452]Figure 11 Electronic Requests to Delete Unsolved Latent Friction Ridge Records

The following TOTs are latent file maintenance transactions transmitted to the FBIFBI/CJIS:

	TOT
	TRANSACTION

	ULD
	Unsolved Latent Record Delete Request



The FBIFBI/CJIS’s responses to latent maintenance transactions are as follows:

	TOT
	RESPONSE TRANSACTION

	ULDR
	Unsolved Latent Delete Response

	ERRL
	Latent Transaction Error


[bookmark: _Toc97287032][bookmark: _Toc97287420][bookmark: _Toc97288245][bookmark: _Toc97299938][bookmark: _Toc100553696][bookmark: _Toc181150996]
[bookmark: _Toc329955536]Unsolved Latent Record Delete Request (ULD) 

This TOT is used to request that unsolved latent file records be removed from the FBIFBI/CJIS’s Unsolved Latent files. The identification number used to designate the latent record to be deleted under NGI will continue to be the CIN/CIX and the SCNA. If a set of unsolved latent images were added from a multi-finger latent search, the ULD applies to the entire set of images added. The existing SCNA field is populated with either the legacy SCNA value (this may be the only identifier the submitter has) or the UCN of the latent record to be deleted. 

[bookmark: _Toc97287035][bookmark: _Toc97287423][bookmark: _Toc97288248][bookmark: _Toc97299941][bookmark: _Toc100553699][bookmark: _Toc181150999][bookmark: _Toc329955537]Unsolved Latent Delete Response (ULDR) 

This transaction is used to indicate that a record has been deleted from the FBIFBI/CJIS's Unsolved Latent files in response to a ULD message. The Type-2 record contents of the ULDR transaction can be viewed in Table I-1. 

[bookmark: _Toc97287038][bookmark: _Toc97287426][bookmark: _Toc97288251][bookmark: _Toc97299944][bookmark: _Toc100553702][bookmark: _Toc181151001][bookmark: _Toc329955538]Latent Transaction Error (ERRL) 

This transaction is returned by the FBIFBI/CJIS to indicate a transaction error. It includes a message field (MSG) indicating the type of error detected. Error responses are described in the Error Message Format Section. 

[bookmark: _Toc97287048][bookmark: _Toc97287436][bookmark: _Toc97288261][bookmark: _Toc97299954][bookmark: _Toc100553712][bookmark: _Toc181151003][bookmark: _Toc329955539][bookmark: _Toc331494681]Fingerprint Image Submissions 

Fingerprint image update transactions are to be used particularly by states participating in the National Fingerprint File (NFF) when they obtain fingerprints from subjects already on file that are of substantially better quality or include different characteristics than the existing ones (e.g., a new scar). The new fingerprints are submitted to the FBIFBI/CJIS for evaluation and inclusion in the FBIFBI/CJIS files.

Fingerprint Image Submissions (FIS) will use a TOT of “FIS.” All 14 fingerprint images must be accounted for in the update request to verify identification and finger sequence. The NGI system will determine whether to update the master fingerprint images.The FBI will determine whether to update the master fingerprint images. The processing flow for electronic requests to upgrade fingerprint images is illustrated in Figure 12.

The following TOTs are fingerprint image transactions transmitted to the FBIFBI/CJIS:

	TOT
	TRANSACTION

	FIS
	Fingerprint Image Submission



The FBIFBI/CJIS’s responses to fingerprint image maintenance transactions are as follows:

	TOT
	RESPONSE TRANSACTION

	FISR
	Fingerprint Image Submission Response

	ERRI
	Image Transaction Error




[bookmark: _Toc229530503][bookmark: _Toc229530814][image: ]
[bookmark: _Toc180993584][bookmark: _Toc329942453]Figure 12 Electronic Requests to Upgrade Fingerprint Images
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This transaction is used to submit electronic fingerprint images that are candidates for upgrading the FBIFBI/CJIS fingerprint image files. It is intended primarily for use by NFF states when it is determined that a second or subsequent arrest provides fingerprints of significantly better quality than those previously submitted to the FBIFBI/CJIS, or when it is determined there are new fingerprint characteristics such as scars or amputations. The transaction submits the new fingerprints to the FBIFBI/CJIS for evaluation and possible inclusion in the FBIFBI/CJIS files. All 14 fingerprints, rolled and plain, must be accounted for to verify the identification and confirm fingerprint positions. The FIS TOT will support the submission of Palmprint image sets and Supplemental Fingerprint and Palmprint image sets (see details in Sections 3.6.3.1.3 & 3.6.3.1.5). Users will be allowed to submit multiple image sets in the same message.  The FIS will allow users to submit image sets to be attached to an existing event or to add image sets to an identity. The event identifier field will be added to the Type-2 record to allow the user to specify an event identifier from a prior event for assignment of the new image sets.

[bookmark: _Toc97287051][bookmark: _Toc97287439][bookmark: _Toc97288264][bookmark: _Toc97299957][bookmark: _Toc100553715][bookmark: _Toc181151006][bookmark: _Toc329955542]Fingerprint Image Submission Response (FISR) 

This transaction is returned by the FBIFBI/CJIS to acknowledge a valid fingerprint image submission and specify which finger image(s) were updated. In the future, the new field biometric set identifier will be added for the biometric sets enrolled in processing the FIS message. The response contains the biometric set identifier for each biometric set submitted. The FGP field continues to indicate which fingers are replaced for messages including fingerprints, but as composite biometric sets are not maintained for Palmprint and Supplemental Print sets no corresponding values are sent back from the biometric sets.

[bookmark: _Toc97287052][bookmark: _Toc97287440][bookmark: _Toc97288265][bookmark: _Toc97299958][bookmark: _Toc181151007][bookmark: _Toc329955543]Image Transaction Error (ERRI) 
[bookmark: _Toc181151014][bookmark: _Toc181151009]
This transaction is returned by the FBIFBI/CJIS to indicate a transaction error. It includes a message field (MSG) indicating the type of error detected. Error responses are described in Error Message Format Section.

[bookmark: _Toc329955544][bookmark: _Toc331494682]Biometric File Maintenance Submissions

Electronic biometric file maintenance services include transactions for enrolling into and deleting biometrics from a specified FBI/CJIS repository. To allow for modification of biometric data, the user should submit transactions to remove the biometric and then enroll the updated biometric into the specified FBI/CJIS repository. When cascaded searches and investigative searches return possible matches, the user can submit a biometric decision notification for the purpose identifying an unknown candidate.

The following TOTs are biometric transactions transmitted to the FBIFBI/CJIS::

	TOT
	TRANSACTION

	FIS
	Direct Supplemental Fingerprint and Palmprint Enrollment Request

	FIS
	Direct Palmprint Enrollment

	BDEL
	Biometric Delete Request

	CPD
	Subject Photo Delete Request

	BDEC
	Biometric Decision Submission



The FBIFBI/CJIS’s responses to biometric transactions are as follows:

	TOT
	RESPONSE TRANSACTION

	FISR
	Supplemental Fingerprint and Palmprint Enrollment Response

	BDELR
	Biometric Delete Response

	PDR
	Subject Photo Delete Response

	BDECR
	Biometric Decision Response



[bookmark: _Toc329955545]Biometric Enrollment Transactions

The response to the Direct Enrollment  Requests will provide details on each biometric type enrolled. To facilitate this, the Biometric Image Enrollment set field (BIE 2.2061) is added to the Type-2 of the FISR (see also SRE)  response.  The field will provide the biometric identifiers (BSI) and image type (IMT) of each biometric set or photo that was enrolled. Where photos are enrolled the subject pose (POS) is populated for facial photos, and the scars, marks, and tattoos (SMT) field is populated for SMT photos.

[bookmark: _Toc329955546]Direct Fingerprint Enrollment Request (Future Capability)

In the future, fingerprint images may be submitted separately from the normal tenprint transaction by using the Direct Fingerprint Enrollment request. These fingerprint images must meet CJISFBI/CJIS standards for searches to allow them to be stored in the Special Population Cognizant (SPC) repositories. CJISFBI/CJIS will respond with a Direct Fingerprint Enrollment Response transaction to show successful receipt and storage of the images. If the images do not meet CJISFBI/CJIS standards for searches, an error response (ERRA) will be returned to the user.

[bookmark: _Toc329955547]Direct Latent Enrollment Request (Future Capability)

In the future, latent images may be submitted for enrollment into an SPC by an Authorized Contributor using the Direct Latent Enrollment Request. CJISFBI/CJIS will respond with a Direct Latent Enrollment Response transaction to show successful receipt and storage of the images into the specified SPC. If CJISFBI/CJIS encounters an error associated with this action, an error response (ERRA) will be returned to the user.

[bookmark: _Toc329955548]Direct Supplemental Fingerprint and Palmprint Enrollment Request (FIS) (NGI Increment 3)

Supplemental fingerprints and palmprint images may be submitted concurrently with a normal Tenprint Identification transaction or by using this Direct Supplemental Fingerprint and Palmprint Image Enrollment request. This request must be accompanied by a set of tenprint fingerprint images for validation with the UCN included to provide complete assurance that these images are being enrolled with the proper record. If this request is not accompanied by a set of tenprint fingerprint images, an agency must have an MOU in place with the FBIFBI/CJIS prior to sending transactions without fingerprint images attached.  These supplemental prints are enrolled into the CJISFBI/CJIS repository when distal fingerprints from the supplemental (EJI) image can be matched against the tenprint fingerprint images submitted.

Currently, the supplemental fingerprint and palmprint images will be stored in the CJISFBI/CJIS biometric database for searching and will be associated with the Identity (UCN), creating a new event. .In the future, Tthis transaction will allows users to submit image sets to be attached to an existing event (by using an  Event Identifier[EVI]). When tenprint fingerprint images are included in this transaction, they will be used to conditionally update the composite tenprint fingerprint images. 

CJISFBI/CJIS will respond with a Direct Supplemental Fingerprint and Palmprint Image Enrollment Response (FISR) transaction to show successful receipt and storage of the images along with the newly created BSI and EVI. If the submitted fingerprints do not match the given UCN, an error response (ERRA) will be returned to the user. If the quality of the images being enrolled satisfies supplemental fingerprint searching thresholds, FBIFBI/CJIS will cascade a search of the unsolved supplementalfingerprint file and, in the future, marked special population file(s).

[bookmark: _Toc329955549]Direct Photo Enrollment Request (Future Capability)

In the future, photo images may be submitted separately from a normal tenprint transaction by using the Direct Photo Image Enrollment request. An agency must have an MOU in place with the FBIFBI/CJIS prior to sending transactions that do not have fingerprint images attached. The photo images will be stored in a CJISFBI/CJIS database for future searching capability. To provide complete assurance that the photo images are being enrolled with the proper record, in addition to providing the UCN of the existing record, submissions may be accompanied by electronic tenprint fingerprint images for verification. CJISFBI/CJIS will respond with a Direct Photo Image Enrollment Response transaction to show successful receipt and storage of the photo images. If the submitted fingerprints do not match the given UCN, an error response (ERRA) will be returned to the user. If the quality of the photo images being enrolled satisfies facial searching thresholds, FBIFBI/CJIS will cascade a search of the unsolved photo file and marked special population photo file(s).

[bookmark: _Toc329955550]Direct Palmprint Enrollment (FIS) (NGI Increment 3)

The FBIFBI/CJIS will allow law enforcement agencies to enroll palmprints associated with previously enrolled tenprint records by using the Direct Palmprint Enrollment request. Palmprint images may be enrolled when submitted in conjunction with a normal Tenprint Identification transaction or by using this Direct Palmprint Image Enrollment request. This request must accompanied with a set of tenprint fingerprint images for validation with the UCN included or an agency must have an MOU in place with the FBIFBI/CJIS prior to sending transactions that do not have fingerprint images attached. These palmprints are enrolled into the CJISFBI/CJIS repository when the distal finger segments from the palmprint image can be validated against the tenprint fingerprint images submitted.

The palmprint images will be stored in the CJISFBI/CJIS database for searching and will be associated with the Identity (UCN), creating a new event..  In the future, tThis transaction will allow users to submit image sets to be attached to an existing event . When tenprint fingerprint images are included in this transaction, they will be used to conditionally update the composite tenprint fingerprint images. 

CJISFBI/CJIS will respond with a Direct Palmprint Enrollment Response (FISR) transaction to show successful receipt and storage of the palmprint images along with the newly created. If the submitted fingerprints do not match the given UCN, an error response (ERRA) will be returned to the user. If the quality of the palmprint images being enrolled satisfies palmprint searching thresholds, FBIFBI/CJIS will cascade a search of the ULF and, in the future,  marked SPC file(s).

[bookmark: _Toc329955551]Direct Iris Image Enrollment Submissions (Future Capability)

In the future, iris images may be submitted separately from a normal tenprint transaction by using the Direct Iris Image Enrollment request. An agency must have an MOU in place with the FBIFBI/CJIS prior to sending transactions that do not have fingerprint images attached. The iris images will be stored in a CJISFBI/CJIS database for future searching capability. To provide complete assurance that the iris images are being enrolled with the proper record, submissions may be accompanied by electronic tenprint fingerprint images for verification, in addition to providing the UCN of the existing record. CJISFBI/CJIS will respond with a Direct Iris Image Enrollment Response transaction to show successful receipt and storage of the iris images. If the submitted fingerprints do not match the given UCN, an error response (ERRA) will be returned to the user.

[bookmark: _Toc329955552][bookmark: _Toc181151011]Biometric Deletion Transactions

[bookmark: _Toc329955553]Biometric Delete Request (BDEL) (NGI Increment 3)

This transaction will allow the user to request deletion of a specific biometric set. This transaction will support Palmprint Deletion and Supplemental Print Deletion as a result of enrollments into the FRIF. In addition, this transaction will support Unsolved Latent Deletion of Latent Prints from the ULF. In the future, this TOT will support deletions of other biometrics (photos and iris). Only a record’s owner can request its deletion. The owner is defined as the CRI who enrolled the biometric or the State Bureau for the CRI. The requestor will specify the appropriate identifier(s) of the image(s) to be removed. The UCN and BSI are used to specify the specific image set being deleted and both fields are required. The BDEL can be used against the ULF where 3 combinations are supported: UCN/BSI, CIN, and CIN/CIX. The legacy ULD TOT continues to be supported to allow deletion of ULF entries using the case identifiers CIN and CIX, or SCNA.This transaction will allow the user to request deletion of a specific biometric set. For this phase of NGI, this transaction will support Palmprint Deletion and Supplemental Print Deletion and Unsolved Latent Deletion of Latent Prints from the ULF. This TOT will support additional deletions in the future. Only a record’s owner can request its deletion. The owner is defined as the CRI who enrolled the biometric or the State Bureau for the CRI.  The requestor will specify the appropriate identifier(s) of the image(s) to be removed. The UCN and BSI are used to specify the specific image set being deleted and both fields are required. The BDEL can be used against the ULF where 3 combinations are supported: UCN/BSI, CIN, and CIN/CIX.. The legacy ULD TOT continues to be supported to allow deletion of ULF entries using the case identifiers CIN and CIX, or SCNA.

[bookmark: _Toc329955554]Biometric Delete Response (BDELR) (NGI Increment 3)

This transaction is returned when a successful Biometric Delete Request was completed. If any permission (e.g., submitter is not the owner of the image) or processing errors are encountered, an error transaction (ERRA) is returned, so receipt of the Biometric Delete Response indicates the requested delete was successful.Since it is possible for more than one UCN to be deleted in a single BDEL transaction using the CIN/CIX, the UCN field will support up to a maximum of 25 values to be reported.  If more than 25 UCNs are deleted, than this will be reported to the contributor in the MSG, 2.060, field.
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This transaction enables users to delete a specific photo set associated with a DOA. Only owners of that photo set may delete it. The requester specifies the FBI Number or UCN of the subject and the DOA, or a subject record identifier. If the request contains any errors, the response code (REC) will be set to “N”. This response (PDR) will be returned including the reason for the rejection in a response explanation field (EXP).
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[bookmark: _Toc329955556]Civil Deletion Request (Future Capability)

The Civil Deletion Request updates the identity history record by removing the requested civil event from the specified identity. This request must have a valid UCN, Date of Event, and the originator of the request must be the owner of the event data.

[bookmark: _Toc329955557]Biometric Decision Submission (BDEC) (NGI Increment 3)

This transaction gives the user the ability to give a decision for a potential match (ULM) resulting from a cascaded search or investigative searches (SRL). The submission will include the unique identifier associated with the biometric for which the decision is made against along with the decision being made. If a positive decision by the owner of the image is made against an image in the unsolved file, that image will be removed from the unsolved file. These biometric decisions can be for any friction ridge biometric (finger, palm or joint/tip), either known or unsolved (i.e. ULF).These biometric decisions can be for fingerprints, latent fingerprints, unsolved photos, palmprints, or iris. These decisions will be used to track and report statistically on trends to aid in analysis of system performance when evaluating for possible improvements. To aid in the capture of these statistics, the TCR (1.010) field in the Type-1 record of the BDEC shall contain the control number (TCN 1.009) from the transaction (ULM or SRL) containing the candidate information for which this decision is being made. The Search Results Findings (SRF) field is expanded to support an inconclusive (“C”) decision along with the legacy values possible identification (“I”), non-identification (“N”), and pending (“P”).
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The candidate record can be identified by using the UCN. In all cases, the BSI can be provided to explicitly designate the image set used for the decision. The CIN and CIX can be provided to designate an entire case. A positive identification decision on a latent record in the ULF from a known probe will result in the record being deleted if the requestor owns the latent record. If the requestor does not own the latent record or the probe is also an unknown (latent), then the latent record in the ULF is not deleted, and a ULM notification is triggered to the owner of the latent record. The Unsolved Latent Retained (ULR) field is provided for latent possible identification decisions where a value of “Y” indicates that the latent record should be retained in the ULF. When the ULR field is omitted and a positive decision is indicated, the default action will be to delete the latent record.

[bookmark: _Toc329955558]Biometric Decision Response (BDECR) (NGI Increment 3)

This transaction is returned when a successful Biometric Decision Submission was completed. If any permission or processing errors are encountered, an error transaction is returned. Therefore, receipt of the Biometric Decision Response indicates the decision submission was successful. If the decision is a positive identification and the matched candidate is a latent, the MSG field will indicate if the latent was deleted.

[bookmark: _Toc181151026][bookmark: _Toc329955559][bookmark: _Toc331494683]Identity File Maintenance Submission (Future Capability)
[bookmark: _Toc181151027]
Identity maintenance actions (III Record Maintenance Request) may include modifications or deletions of individual biographical data, event data, or other Identity History data elements. The maintenance action may also include changing tier designations and copying a record into the International Terrorist File (ITF) from another CJISFBI/CJIS repository.

This transaction enables users to submit identity file maintenance for subjects in the FBI/CJIS repository. The submitter will specify the exact elements in the biographical data to modify, delete, or add specified data.

[bookmark: _Toc329955560]International Terrorist File Maintenance Request (Future Capability)

This transaction enables users to submit a maintenance request to ITF, which consist of modification, deletion, or copying images into the ITF repository.

[bookmark: _Toc181151029][bookmark: _Toc329955561]External File Maintenance Submissions (Future Capability)

External System Identity Record Maintenance request provides the capability for an External System to modify identity information. This capability will allow the addition, modification, and deletion of selected data elements. These will also include the capability for the FBIFBI/CJIS to send External File Maintenance Submissions to External Systems and receive a response from the External Systems.

The External System File Maintenance submissions provide the ability for Authorized External Systems (e.g., IDENT) to submit records to be enrolled into the NGI Shared Data files. The process of enrolling implies an addition to the Shared Data. The Shared Data files are comprised of the NGI Shared Want Files which contain NGI records and the DHS Shared Watch Files which contain IDENT records. These submissions will also provide the ability for Authorized External Systems to remove and demote records. A demotion is a canceled Want in NGI that may be maintained in an External System (e.g., IDENT) if a previous encounter has occurred.

[bookmark: _Toc181151030][bookmark: _Toc329955562][bookmark: _Toc331494684]Disposition File Maintenance Submissions (DSPE) (Future Capability)

The Disposition File Maintenance Submission request service updates an identity history record by associating court and custody information to an arrest cycle. The Disposition File Maintenance service allows an Authorized Contributor to submit disposition maintenance requests to the FBIFBI/CJIS. This functionality includes the electronic update and deletion of disposition data. An electronic response (DSPR) will be sent to the requestor.
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This transaction consists of a Supervised Release Notification Request submission that will be directly routed to a FBI/CJIS internal log application for special processing. This submission data will be used to update the Identity History record by associating supervisory information to an arrest cycle. The Supervised  Release Notification Request Service allows and  authorized Contributor to submit supervisory maintenance requests to the FBI/CJIS electronically. This functionality includes the capability to cancel a supervisory information request to to transfer  a supervisory information request to another supervisory agency.

Note:  SRNR is a limited-use TOT that requires coordination with FBI/CJIS prior to use. 

[bookmark: _Toc329955564][bookmark: _Toc331494686]Rap Back File Maintenance Submissions (Future Capability)

In the future, the Rap Back Service will provide authorized users the capability to enroll an individual and subscribe to “Rap Back” in order to receive notification of any subsequent criminal, disposition, and/or external system activity involving that individual. Under certain circumstances, this service will also provide authorized users the capability to receive notification when subsequent civil submissions are received. The Rap Back Service will also provide the users the capability to receive a pre-notification to verify the individual is still of interest prior to releasing the notification.

The Rap Back Service will automatically provide notification of expungement information for those individuals enrolled in Rap Back. The Rap Back Service will include subscription registration and maintenance (e.g., registering, unregistering), status checking, activity detection, response generation, and billing. Prior coordination with the FBIFBI/CJIS will be required prior to Rap Back enrollment.

[bookmark: _Toc181151037][bookmark: _Toc329955565][bookmark: _Toc181151033]Rap Back Record Enrollment (Future Capability)
[bookmark: _Toc97287065][bookmark: _Toc97287453][bookmark: _Toc97288278][bookmark: _Toc97299971][bookmark: _Toc100553728]
For an existing individual with fingerprints on file with the FBIFBI/CJIS, agencies may request Rap Back Services to be provided without resubmitting fingerprints by providing a valid UCN (although fingerprint images may be submitted with the request for verification purposes).

[bookmark: _Toc329955566]Rap Back Maintenance Request (Future Capability)

The Rap Back Service will provide opportunities for authorized agencies to modify, or delete the Rap Back enrollment information. Agencies may modify the expiration date, discontinue the Rap Back Service, remove the civil fingerprint associated with the enrollment request, and modify Rap Back recipients.

[bookmark: _Toc165779043][bookmark: _Toc181151040][bookmark: _Toc329955567][bookmark: _Toc331494687]External System Link Maintenance Submissions (Future Capability)

The External System Link Maintenance request, an External System Identity Record Maintenance request, and an External System Linked Record Activity will provide the capability for an External System to modify their link identifier associated with a UCN in the CJISFBI/CJIS database. This will also provide the External System with the ability to report activity on a link identifier.
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Error Message Format 

When a transmission is rejected because a data field(s) does not pass internal editing criteria, an error response will be transmitted back to the submitting agency. Each reason for rejection will be detailed in the status/message (MSG) field. Up to 11 errors for a transaction can be recorded in the MSG field. MSG will contain an error description relating to the specific discrepancy identified. If the error is related to a field that contains invalid data, the field tag and first 30 characters of the data in the invalid field will be returned.

Errors in incoming transactions can be derived from many sources. CJISFBI/CJIS error handling capabilities will be an evolutionary product. In its initial version, CJISFBI/CJIS recognized and dealt with several hundred identified error conditions. Future updates to the CJISFBI/CJIS system will develop improved capabilities that support off-nominal or error conditions.

CJISFBI/CJIS will validate all incoming data prior to its use within the system. That is, all received and parsed fields will undergo an appropriate edit check. If any mandatory data are missing the transaction will be rejected. If any mandatory data are included but considered an error, then an attempt will be made to correct the values manually. If any optional data are in error, the data will not be stored in the CJISFBI/CJIS repository.

The error response will be included in the ERRT, ERRA, ERRI, ERRL, ERRR or EQER transaction as appropriate. The following is a non‑inclusive list of the types of error messages:

· Mandatory field missing
· Invalid field for transaction
· Field discrepancy
· Field out of range
· Request not on file
· Fingerprints do not allow extraction of characteristics
· Non‑standard native-mode fingerprint characteristics

	The following are five unique types of error responses:

· Tenprint Transaction Error Response (ERRT)
· Latent Transaction Error Response (ERRL)
· Information/Image Transaction Error Response (ERRI)
· Administrative Transaction Error Response (ERRA)
· Transaction Error (Electronic Response) (ERRR)
· External Query History Error Response (EQER)

Appendix M contains further details on contents of the MSG field for error conditions.
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 Other Special Requirements for Communicating With CJISFBI/CJIS

[bookmark: _Toc164668191][bookmark: _Toc202778649][bookmark: _Toc329955570][bookmark: _Toc331494690]Electronic Fingerprint Images

Electronic fingerprint images must be captured and transmitted to the FBIFBI/CJIS in accordance with the standard for the electronic interchange of fingerprint information,  the ANSI/NIST‑ITL.

[bookmark: _Toc97287057][bookmark: _Toc97287445][bookmark: _Toc97288270][bookmark: _Toc97299963][bookmark: _Toc100553720][bookmark: _Toc164668192][bookmark: _Toc202778650][bookmark: _Toc329955571][bookmark: _Toc331494691]Fingerprint Image Compression/Decompression Algorithm

IAFIS-IC-0010(V3), IAFIS Wavelet Scalar Quantization (WSQ) Grayscale Fingerprint Image Compression Specification, dated December 19, 1997, provides the definitions, requirements, and guidelines for specifying the FBIFBI/CJIS’s WSQ compression algorithm. The document specifies the class of encoders required, decoder process, and coded representations for compressed image data. Latent images are not compressed.

The specification provides an informative overview of the elements of the algorithm. Refer to it for details.

ISO International Standard 10918-1, Information Technology – Digital Compression and Coding of Continuous Tone Still Images Part 1: Requirements and Guidelines, commonly known as the JPEG (The Joint Photographic Experts Group) algorithm, has been requested for use by the UK Home Office in submitting fingerprint images to CJISFBI/CJIS.

The FBIFBI/CJIS is responsible for maintaining a registry of approved compression algorithms and assigning a value to each (see Table 3-5). This value is to be used in the Type‑4 or Type-14 Logical Record so the receiving agency can use the appropriate decompression algorithm to decode the image data. The Color and Grayscale Compression Algorithm (CGA) field is a mandatory one‑byte binary field used to specify the compression algorithm used (if any). A binary zero denotes no compression. The following table indicates the acceptable values for this field. The FBIFBI/CJIS expects 500 ppi scanned Type-4 or Type-14 tenprint images, as well as 500 ppi Type-15 palmprint images, to be compressed with compression algorithm WSQ20 with a nominal compression ratio of 15-to-1.  The FBIFBI/CJIS expects 1000 ppi scanned Type-14 and Type-15 images to be compressed with compression algorithm JP2L and Type-10 photo images to be compressed with compression algorithm JPEGB. IAFIS will accept fingerprint and palmprint images scanned at 500 and 1000 ppi. No downsampling or transcoding of 1000 ppi images is to be performed prior to transmission to the FBIFBI/CJIS. The table will be updated when new algorithms are approved by the FBIFBI/CJIS.



[bookmark: _Toc252865763][bookmark: _Toc329951521]Table 3-5 Compression Algorithm Values
	Compression Algorithm
	Binary Value
	ASCII Code

	
None used (Uncompressed)
	
0
	NONE

	Wavelet Scalar Quantization (WSQ)
FBIFBI/CJIS Revision 2.0
WSQ Version 3.1 or higher is recommended (Version 2.0 or Version 3.0 may be used for platen areas less than 2 inches in height)
	
1
	WSQ20

	JPEG ISO/IEC 10918 (Lossy)
	
2
	JPEGB

	JPEG ISO/IEC 10918 (Lossless)
	3
	JPEGL

	JPEG 2K ISO/IEC 15444-1 (Lossy)
	4
	JP2

	JPEG 2K ISO/IEC 15444-1 (Lossless)
	5
	JP2L

	Portable Network Graphics
	6
	PNG



[bookmark: _Toc97287058][bookmark: _Toc97287446][bookmark: _Toc97288271][bookmark: _Toc97299964][bookmark: _Toc100553721][bookmark: _Toc164668193][bookmark: _Toc202778651][bookmark: _Toc329955572][bookmark: _Toc331494692]Fingerprint Image Quality Specifications

The IAFIS Image Quality Specifications are provided in Appendix F.
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The scanned fingerprint image sizes shown in the following table are consistent with standard fingerprint cards or common live-scan images. To accommodate live-scan equipment, where the platen size can exceed these measurements, CJISFBI/CJIS will accept images larger than these. However, when oversize images are returned to a contributor, it is the receiver’s responsibility to manage the display of these oversize images.

[bookmark: _Toc252865764][bookmark: _Toc329951522]Table 3-6 Maximum Sizes for Fingerprint
	Fingerprint
	Width
pixels (inches)
	Height
pixels (inches)

	Rolled Impression
Fingers 1-10 (@ 500 ppi)
	800 (1.6)
	750 (1.5)

	Rolled Impression
Fingers 1-10 (@ 1,000 ppi)
	1,600 (1.6)
	1,500 (1.5)

	Plain Thumb Impression (@ 500 ppi)
	500 (1.0)
	1,500 (3.0)

	Plain Thumb Impression (@ 1,000 ppi)
	1,000 (1.0)
	3,000 (3.0)

	4 Finger Plain Impressions (@ 500 ppi)
	1,600 (3.2)
	1,500 (3.0)

	4 Finger Plain Impressions (@ 1,000 ppi)
	3,200 (3.2)
	3,000 (3.0)



According to ANSI/NIST-ITL standards, CJISFBI/CJIS will receive and store as part of a Tenprint Fingerprint Identification Search: 1,000 pixels per inch (ppi) images, Iris, Palmprint, Photo, Supplemental Fingerprint and Palmprint data. At this time, IAFIS will convert 1,000 ppi images to 500 ppi for CJISFBI/CJIS processing and the system will return any subsequent images at 500 ppi. When CJISFBI/CJIS begins processing 1,000 ppi under NGI, the stored images will then be resubmitted into NGI. Therefore, agencies are encouraged to submit 1,000 ppi images for CJISFBI/CJIS storage and collection purposes. A transaction being directly submitted to NGI will be processed and stored in the submitted resolution.
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[bookmark: _TRANSACTION_RESPONSE_TIMES][bookmark: _Toc329955574]- TRANSACTION RESPONSE TIMES

Table A-1 represents existing average response times for incoming electronic transactions to CJIS. Table A-2 contains future NGI maximum response times. Table A-3 represents types of transactions by service. Currently, priority designation exists only for Latent transactions using the PRI field (see definition of PRI in Appendix C). There is an NGI requirement to process transactions based on priority and will be implemented in a future increment. After completion of the NGI design phase where the requirement will be implemented, more information will be included to describe how the priority for a transaction is specified. The PRY field (see definition of PRY in Appendix B) corresponds to the Priority column in Table A-2 for transactions which will process based on priority.
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[bookmark: _DESCRIPTORS_AND_FIELD][bookmark: _Toc329955575]- DESCRIPTORS AND FIELD EDIT SPECIFICATIONS FOR TYPE-1 LOGICAL RECORDS

This appendix will contain the descriptions and field specification for the Type-1 logical record included with a transaction being submitted. Each transaction is required to have a Type-1 record. Each natively-encoded field shall begin with the number of the record type, followed by a period, followed by the appropriate field number, followed by a colon. Multiple information items within a field or subfield shall be separated by the USseparator; multiple subfields shall be separated by the RSseparator; and information fields shall be separated by the GSseparator. Immediately following the last information field in the Type-1 logical record, an FSseparator character shall be used to separate it from the next logical record. The Type-2 record (defined in Appendix C) shall follow the Type-1 record. As NGI will be accepting this record as defined in the ANSI/NIST-ITL, refer to the ANSI/NIST-ITL for complete usage and descriptions of the Type-1 fields. Any information that is outlined below is an FBI-specific requirement for the Type-1 record.

The XML tag names have been added after the native naming of the mnemonic in bold/italics format.
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[bookmark: _DESCRIPTORS_AND_FIELD_1][bookmark: _Toc329955576]- DESCRIPTORS AND FIELD EDIT SPECIFICATIONS FOR TYPE-2 LOGICAL RECORDS


This appendix will contain the descriptions and field specifications for the Type-2 record being included with a transaction being submitted. Section 1 gives general information that will be applied to all fields listed in this appendix. Section 2 provides an alphabetic order of the fields being used in this record type giving the details of what is necessary to satisfy the requirements for the field. Section 3 contains the tables summarizing the fields in field number order.

1.0 User Defined Data

Table C-1 summarizes the content of each of the fields in the Type-2 record in the native encoding format. The field sizes do not account for any separator characters. Table C-2 summarizes the content and order for each element of the XML schema for the Type-2 record.

Some Type-2 elements have their origins as contributor-supplied data. User-defined data is that subset of contributor-supplied data that will not be stored in any CJIS files for later search or retrieval purposes. User-defined data will not be validated (with several exceptions), and therefore may in general consist of any printable 7-bit ASCII character: i.e., free text. This includes the ASCII (decimal) codes 07 (BEL) through 13 (CR) and 32 (SP) through 127 (DEL), inclusive. Separator characters are not part of the printable character set.

The following list gives those Type-2 elements that the FBI treats as being user-defined: ATN, SCO, OCA, SID, OCP, EAD, RES, CRI, IMA, CIDN, and TAA. In this list, SID, TAA, and CRI may not always be free-text. In criminal transactions, these fields must contain valid formats, as specified further in this appendix. Occasionally, other restrictions are specified as required in the data dictionary section. If the contributor supplies data in any of these fields in a submission or search, the data will be returned in the corresponding response.

The RAP, RET, REC, TAA, and ULF are examples of flag fields taking values of positive = “Y” and negative = “N.” The negative value should not, in general, be submitted unless otherwise described in a specific definition. For XML encoding, these are represented as Boolean values.

New Geographic Locator fields (DATUM_ID 2.307, GEO_CORD 2.306, & GEO_TIME 2.305) have been borrowed from the DoD EBTS and added to the CJIS EBTS with the following field tags: GEO_TIME 2.2025, GEO_CORD 2.2026, and DATUM_ID 2.2027. Their use is to aid in facilitating the need for Mobile ID units to provide the location from which a set of images have been captured. The definitions have been added to the data dictionary along with Section 3.0 of this appendix and will be considered ‘Future Capability’ until the fields are implemented.



1.1 1.1 Date Fields

Date fields must be valid dates and in accordance with the requirements stated below. In general, the format for date fields is the following:

· A date is shown as an 8-digit numeric field of the format CCYYMMDD, where:
· CC (Century) must be 19 or 20
· YY (Year) must be 00 to 99
· MM (Month) must be 01 to 12
· DD (Day) must be 01 to the limit defined by the month and year (e.g., DD may be 29 for MM = 02 in leap years).

For example 19921201 represents December 1, 1992.

Since dates find a variety of uses in EBTS transactions, each use may have specific format restrictions or special edits. For specific format restrictions or special edits, see the individual date field entries in this appendix.

1.2 1.2 XML Encoding

In the following Section 2.0 Data Dictionary, the XML top level tag name is being included after the name of the field along with any special encoding that would be different from the native encoding format. Table C-2 summarizes the XML encoding format in hierarchical order.

Specifications for the ANSI/NIST-ITL Type-2 Record require substitution of the abstract element, <itl:DomainDefinedDescriptiveDetail> with a user-defined structure. EBTS provides the substitution element <ebts:DomainDefinedDescriptiveFields> to represent the EBTS Type-2 Record. The ANSI/NIST-ITL 1-2011 standard also provides for inclusion of user-specific data (e.g., for use in intrastate transactions) by creating the abstract type element <itl:OtherDescriptiveDetail>. Consequently, EBTS users may take advantage of the EBTS-provided substitution element <ebts:StateDefinedFields>. Individual data elements within this field must be well-formed XML and contain ASCII data values. These elements are user-definable; their size and content shall be defined by the user and be in accordance with the receiving agency. Currently, these data elements will be ignored when included in the transactions submitted to CJIS/FBI.

The XML encoding requires some deviations from the traditional native format, in both structure and content.

Structurally, elements with multiple data items that are natively represented as a single concatenated string are instead placed in separate fields. For example, an entire name would be held in a single string in AKA in the legacy format, while the XML encoding would break this into separate elements for First, Middle, and Last.

Additionally, data items that are related and/or have dependencies on one another may be represented by a nested XML structure, in order to convey this relationship. For example, the concept of a “finger” is represented by using one of the complex elements <itl:FingerprintImageFingerMissing> or <ebts:FingerprintImageFinger>. Each element contains all the EBTS fields relating to an individual finger. See Table C-2 for further information.

In regards to content, the XML encoding has a few differences from the native format in the allowed data. Boolean or “flag” values are represented “true” and “false.” Also, in keeping with the rules of XML, there are a few special characters which must be “escaped.” These are:



Additionally, NIEM-conformant date fields are used to represent dates. The format is the following:

· A date is shown as CCYY-MM-DD, where:
· CC (Century) must be 19 or 20
· YY (Year) must be 00 to 99
· MM (Month) must be 01 to 12
· DD (Day) must be 01 to the limit defined by the month and year (e.g., DD may be 29 for MM = 02 in leap years).

For example <nc:Date>1992-12-01</nc:Date> represents December 1, 1992.

IAFIS-DOC-01078-9.34 DRAFT	C-1	November 1September 14, 20112012	
EBTS Appendix C
[bookmark: _SUMMARY_LOGICAL_RECORD][bookmark: _Toc329955577]- SUMMARY LOGICAL RECORD LAYOUTS FOR TYPE-2 IDENTIFICATION AND VERIFICATION TRANSACTIONS

1.0 Introduction

Appendix D presents the summary logical record layouts for Identification and Verification transactions. Table D-1 is a summary representation of all Identification and Verification transactions. For detailed specifications of individual fields of these record sets, see Appendix C.

2.0 Interpretation of the Table

The column headers at the top of the page select a particular transaction. The row headers in the left margin give the tag number and ID for each field. The cell at the intersection of any given row and column gives summary information about the use of that field (row) in that transaction (column). If that cell is blank, the field is not used in that record. Otherwise, the number at the right in the cell gives the maximum number of occurrences of that field for that record. If the cell is shaded, then the field’s inclusion is optional for that record; unshaded cells indicate mandatory inclusion. The diagonal pattern represents future initiatives, field tags, and type of transactions. In all cases, the minimum number of occurrences for a mandatory field is one, and zero for an optional field. Finally, the superscript in the upper left-hand corner of the cell is a reference to any note (see Appendix D Reference Notes following Table D-1) pertaining to the use of that field in the record.

IAFIS-DOC-01078-9.34 DRAFT	D-1	November 1September 14, 20112012	
EBTS Appendix D
APPENDIX D - REFERENCE NOTES

1 For this transaction, this field must contain a “Y.”
2 The DOO portion of this field is optional, but should be provided if known. ASL is required when the submission contains a RET = Y.
3 This field is mandatory for applicant submissions from DIS and OPM.
4 It is obviously not expected that full Name and Date of Birth of Unknown Deceased and Amnesia victims will be known.   These fields, however, must be submitted with formatted information.
5 FBI number must be present if known for inquiry prints.
6 Field is mandatory if fingerprint submission is from an NFF State.
7 This field is mandatory if any finger is either amputated or a rolled impression was not made.
8 Either an FBI number or a Civil Record Number (CRN) may be returned, but not both, depending upon transaction results.   No number (neither FBI nor CRN) is returned when none is assigned (e.g., Non-Identification with RET = “N”).   FBI number will be returned for any submission resulting in an Identification against the Criminal File or when a Non-Identification results in an add to the Criminal File.   CRN will be returned when a submission results in a Non-Identification which causes an add to the Civil file.
9 CSL must be included where submission includes SLE.
10 This field will be returned in the response if subject identification is made.
11 Field is optional unless Identification has been made and subject criminal history was requested in submission.



[bookmark: _SUMMARY_LOGICAL_RECORD_1][bookmark: _Toc329955578]- SUMMARY LOGICAL RECORD LAYOUTS FOR TYPE-2 INVESTIGATION, INFORMATION, AND NOTIFICATION TRANSACTIONS

1.0     Introduction

Appendix E presents the summary logical record layouts for all Investigation, Information, and Notification transactions which are currently active. Table E is the summarized representation of all currently active Investigation and Information transactions. As the ‘Future Capability’ transactions are developed they will be added to Table E. For detailed specifications of individual fields of these record sets, see Appendix C.

2.0 2.0     Interpretation of the Table

The column headers at the top of the page select a particular transaction. The row headers in the left margin give the tag number and ID for each field. The cell at the intersection of any given row and column gives summary information about the use of that field (row) in that transaction (column). If that cell is blank, the field is not used in that record. Otherwise, the number at the right in the cell gives the maximum number of occurrences of that field for that record. If the cell is shaded, then the field’s inclusion is optional for that record; unshaded cells indicate mandatory inclusion. The diagonal pattern represents future initiatives, field tags, and type of transactions. In all cases, the minimum number of occurrences for a mandatory field is one, and zero for an optional field. Finally, the superscript in the upper left-hand corner of the cell is a reference to any note (see Appendix E Reference Notes following Table E) pertaining to the use of that field in the record.
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[bookmark: _-_CJISFBI/CJIS_IMAGE][bookmark: _Toc256085758][bookmark: _Toc256497178][bookmark: _Toc288746862][bookmark: _Toc294194931][bookmark: _Toc297723630][bookmark: _Toc329955579]- CJISFBI/CJIS IMAGE QUALITY SPECIFICATIONS

1.0 1.0 Scope and Purpose

These specifications apply to: (1) systems that scan and capture fingerprints[footnoteRef:5] in digital, softcopy form, including hardcopy scanners such as tenprint card scanners, and live scan devices, altogether called “fingerprint scanners”; and (2) systems utilizing a printer to print digital fingerprint images to hardcopy called “fingerprint printers.” These specifications provide criteria for ensuring the image quality of fingerprint scanners and printers that input fingerprint images to, or generate fingerprint images from within, the Integrated Automated Fingerprint Identification System (IAFIS). [5:  The term “fingerprint” in this appendix may also include palmprint, whole hand print, or a print from other parts of the human body.] 


Digital softcopy images obtained from fingerprint scanners must have sufficient quality to allow the following functions to be performed: (l) conclusive fingerprint comparisons (identification or non-identification decision), (2) fingerprint classification, (3) automatic feature detection, and (4) overall Automated Fingerprint Identification System (AFIS) search reliability. The fingerprint comparison process requires a high-fidelity image. Finer detail, such as pores and incipient ridges, are needed because they can play an important role in the comparison.

The fingerprint examiners in the CJISFBI/CJIS environment will depend upon softcopy-displayed images of scanned fingerprints to make comparisons, but will also need to accept and utilize hardcopy images in certain instances. For example, some contributors may print cards from live scan or card scan systems for submission to the FBIFBI/CJIS. These hardcopy prints will be obtained from printers that include printing algorithms optimized for fingerprints. The printer’s principal function is to produce life-size prints of digital fingerprints that have met CJISFBI/CJIS format requirements and provide sufficient print quality to support fingerprint comparisons, i.e., support identification or non-identification decisions.

The image quality requirements covered in the following Section 2 for fingerprint scanners, Section 3 for fingerprint identification flats, Section 4 for fingerprint printers, Section 5 for mobile scanners, and Section 6 for fast-track requirements have associated test procedures that are described in detail in [Test Procedures].

These test procedures will be used by the FBIFBI/CJIS principally for certification of fingerprint systems; they may also be used in acceptance testing and in performance capability demonstrations as an indication of capability to perform. Equipment shall be tested to meet the requirements in normal operating modes, e.g., scanners shall not be tested at slower-than-normal operating speeds in an attempt to meet geometric accuracy specifications. A vendor may recommend alternate testing methods if the test procedures given in this appendix are not applicable or cannot be applied to the particular system under test.



2.0 2.0 Finger/Palm Print ScannerFingerprint Scanner

The fingerprint scanner must be capable of producing images that exhibit good geometric fidelity, sharpness, detail rendition, gray-level uniformity, and gray-scale dynamic range, with low noise characteristics. The images must be true representations of the input fingerprints without creating any significant artifacts, anomalies, false detail, or cosmetic image restoration effects.

The scanner’s final output resolution in both sensor detector row and column directions shall be in the range: (R–0.01R) to (R+0.01R) and shall be gray-level quantized to eight bits per pixel (256 gray-levels). The magnitude of “R” is either 500 pixels per inch (ppi) or 1,000 ppi; a scanner may be certified at either one or both of these resolution levels. The scanner’s true optical resolution shall be greater than or equal to R.

A scanner intended to scan standard 8.0 by 8.0 inch tenprint cards, e.g., applicant fingerprint card type FD-258 or FD-249, shall be capable of capturing an area of at least 5.0 by 8.0 inches, which captures all 14 printblocks, either each printblock as a separate image or all printblocks together as a single image. In terms of individual printblocks, Table F-1 gives the preferred capture sizes applicable to both card scan and live scan systems, with the exception that, when scanning fingerprint cards, the card form dimensions take precedence.
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	Preferred Width (inches)
	Preferred Height (inches)


	roll finger
	1.6*
	1.5

	plain thumb
	1.0
	2.0

	plain 4-fingers
(sequence check)
	3.2
	2.0

	plain 4-fingers
(identification flat)
	3.2
	3.0

	full palm
	5.5**
	8.0

	half palm
	5.5**
	5.5**

	writer's palm
	1.75
	5.0



* Live scanner must be capable of capturing at least 80% of full roll arc length, where full roll arc length is defined as arc length from nail edge to nail edge.
** 5.0” impressions will be accepted, although not preferred

The practice of "stitching" together images that were not captured simultaneously is prohibited. Individual images with the proper position code should be transmitted by the contributor. For example, non-simultaneous plain image captures from the two individual thumbs should be submitted as two individual image records with position codes 11 and 12 instead of being submitted as a single image record with position code 15. In this example, submitting individual images for each thumb avoids the masking of sequence errors. Another example is the submission of full palmprint images. If the upper and lower palms are captured separately, they should be submitted as individual images using position codes 25 and 26 for the right hand or position codes 27 and 28 for the left hand. Under no circumstances should upper and lower palm images be stitched together and submitted as full palm impressions (position code 21 or 23), as the geometric relationship between minutiae is altered within the stitched image, which affects matching accuracy.

2.1 2.1 Linearity

Requirement:
When measuring a stepped series of uniform target reflectance patches (e.g., step tablet) that substantially cover the scanner’s gray range, the average value of each patch shall be within 7.65 gray-levels of a linear, least squares regression line fitted between target reflectance patch values (independent variable) and scanner output gray-levels (dependent variable).

Background:
All targets used in Image Quality Specifications (IQS) compliance verification are expected to be scanned with the scanner operating in a linear input/output mode. Linearity enables valid comparisons of test measurements with requirements, e.g., a system’s spatial frequency response in terms of Modulation Transfer Function (MTF) is, strictly speaking, a linear systems concept. Linearity also facilitates comparisons between different scanners through the “common ground” concept. In atypical cases, a small amount of smooth, monotonic nonlinearity may be acceptable for the test target scans, i.e., when it is substantially impractical and unrepresentative of operational use, to force linearity on the scanner under test (e.g., some live scan devices). Linearity is not a requirement for the operational or test fingerprint scans, which allows for processing flexibility to overcome inadequate tonal characteristics of fingerprint samples.

2.2 2.2 Geometric Accuracy

Requirement (across-bar):
When scanning a multiple, parallel bar target, in both vertical bar and horizontal bar orientations, the absolute value of the difference between the actual distance across parallel target bars and the corresponding distance measured in the image shall not exceed the following values for at least 99.0 percent of the tested cases in each printblock measurement area and in each of the two orthogonal directions.

For 500-ppi scanner:
D ≤ 0.0007, 	for 0.00 < X ≤ 0.07

D ≤ 0.01X, 	for 0.07 ≤ X ≤ 1.50

for 1,000-ppi scanner:
D ≤ 0.0005,for 0.00 < X ≤ 0.07

D≤ 0.0071X, 	for 0.07 ≤ X ≤ 1.5

where:
D = |Y-X|
X = actual target distance
Y = measured image distance
D, X, Y are in inches.

Requirement (along-bar):
When scanning a multiple, parallel bar target, in both vertical bar and horizontal bar orientations, the maximum difference in the horizontal or vertical direction, respectively, between the locations of any two points within a 1.5-inch segment of a given bar image shall not exceed 0.016 inches for at least 99.0 percent of the tested cases in each printblock measurement area and in each of the two orthogonal directions.

Background:
In this Section 2.2, the phrase: multiple, parallel bar target refers to a Ronchi target, which consists of an equal-width bar and space square wave pattern at 1.0 cy/mm, with high contrast ratio and fine edge definition. This target is also used to verify compliance with the scanner resolution requirement given in Section 2.0 of this appendix.

Across-bar geometric accuracy is measured across the imaged Ronchi target bars that substantially cover the total image capture area. The 500-ppi requirement corresponds to a positional accuracy of ± 1.0 percent for distances between 0.07 and 1.5 inches and a constant ± 0.0007 inches (1/3 pixel) for distances less than or equal to 0.07 inches. The 1,000-ppi requirement corresponds to a positional accuracy of ± 0.71 percent for distances between 0.07 and 1.5 inches and a constant ± 0.0005 inches (1/2 pixel) for distances less than or equal to 0.07 inches.

This measurement procedure is also used to verify the ppi resolution requirement given in Section 2.0 of this appendix.

Along-bar geometric accuracy is measured along the length of an individual Ronchi target bar in the image. For a given horizontal bar, for example, the maximum difference between bar center locations (in vertical direction), determined from bar locations measured at multiple points along a 1.5” bar segment length, is compared to the maximum allowable difference requirement (analogously for vertical bar). This requirement is to ensure that pincushion or barrel distortion over the primary area of interest, i.e., a single fingerprint, is not too large.

2.3 2.3 Spatial Frequency Response

Requirements:
The spatial frequency response shall be measured using a continuous tone sine wave target denoted as MTF measurement unless the scanner cannot obtain adequate tonal response from this target, in which case a bi-tonal bar target shall be used to measure the spatial frequency response, denoted as Contrast Transfer Function (CTF) measurement. When measuring the sine wave MTF, it shall meet or exceed the minimum modulation values given in Table F-2 in both the detector row and detector column directions and over any region of the scanner’s field of view. When measuring the bar CTF, it shall meet or exceed the minimum modulation values defined by equation 2-1 or equation 2-2 (whichever applies) in both the detector row and detector column directions and over any region of the scanner’s field of view. CTF values computed from equations 2-1 and 2-2 for nominal test frequencies are given in Table F-3. None of the MTF or CTF modulation values measured at specification spatial frequencies shall exceed 1.05.

The output sine wave image or bar target image shall not exhibit any significant amount of aliasing.
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	Frequency (cy/mm)
	Minimum Modulation for 500 ppi Scanner
	Minimum Modulation
for 1000 ppi Scanner
	Maximum Modulation


	1
	0.905   
	0.925   
	1.05
at all frequencies

	2
	0.797 
	0.856   
	

	3
	0.694   
	0.791   
	

	4
	0.598   
	0.732   
	

	5
	0.513   
	0.677   
	

	6
	0.437   
	0.626   
	

	7
	0.371   
	0.579   
	

	8
	0.312   
	0.536   
	

	9
	0.255   
	0.495   
	

	10
	0.200   
	0.458   
	

	12
	
	0.392   
	

	14
	
	0.336   
	

	16
	
	0.287   
	

	18
	
	0.246   
	

	20
	
	0.210   
	



Note: Testing at 7 and 9 cy/mm is not a requirement if these frequency patterns are absent from the sine wave target. 
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	Frequency (cy/mm)
	Minimum Modulation 
for 500 ppi Scanner
	Minimum Modulation
for 1000 ppi Scanner 
	Maximum Modulation


	1.0
	0.948   
	0.957 
	1.05
at all frequencies

	2.0
	0.869   
	0.904 
	

	3.0
	0.791   
	0.854 
	

	4.0
	0.713   
	0.805 
	

	5.0
	0.636   
	0.760 
	

	6.0
	0.559   
	0.716 
	

	7.0
	0.483   
	0.675 
	

	8.0
	0.408   
	0.636 
	

	9.0
	0.333   
	0.598 
	

	10.0 
	0.259   
	0.563 
	

	12.0
	
	0.497 
	

	14.0
	
	0.437 
	

	16.0
	
	0.382 
	

	18.0
	
	0.332 
	

	20.0
	
	0.284 
	



Note: Testing at or near 7 and 9 cy/mm is a requirement when using a bar target. 
It is not required that the bar target contain the exact frequencies listed in Table F-3; however, the target does need to cover the listed frequency range and contain bar patterns close to each of the listed frequencies. The following equations are used to obtain the specification CTF modulation values when using bar targets that contain frequencies not listed in Table F-3.

500-ppi scanner, for f = 1.0 to 10.0 cy/mm:
CTF = 3.04105E-04 *f 2 − 7.99095E-02*f + 1.02774 				(eq.2 -1)

1,000-ppi scanner, for f = 1.0 to 20.0 cy/mm:
CTF = −1.85487E-05*f 3 +1.41666E-03*f 2 − 5.73701E-02*f + 1.01341		(eq.2 - 2)

Background:
For MTF assessment, the single, representative sine wave modulation in each imaged sine wave frequency pattern is determined from the sample modulation values collected from within that pattern. The sample modulation values are computed from the maximum and minimum levels corresponding to the “peak” and adjacent “valley” in each sine wave period. For a sine wave image, these maximum and minimum levels represent the image gray-levels that have been locally averaged in a direction perpendicular to the sinusoidal variation and then mapped through a calibration curve into target reflectance space. Sample image modulation in target reflectance space is then defined as:

modulation = (maximum - minimum) / (maximum + minimum)

The calibration curve is the curve of best fit between the image gray-levels of the density patches in the sine wave target and the corresponding target reflectance values. [It is assumed that sine wave target modulations and target density patch values are supplied by the target manufacturer.] The scanner MTF at each frequency is then defined as:

MTF = peak image modulation / target modulation

For CTF assessment, the modulations are determined directly in image space, normalized by the image modulation at zero frequency, instead of using a calibration curve. The scanner CTF at each frequency is then defined as:

CTF = peak image modulation / (zero frequency image modulation)

The bar target must contain at least 10 parallel bars at each of the higher spatial frequencies (~50% Nyquist to Nyquist frequency), which helps to ensure capture of optimum scanner – target phasing and aids investigation of potential aliasing. The bar target must also contain a very low frequency component, i.e., a large square, bar, or series of bars whose effective frequency is less than 2.5 percent of the scanner’s final output resolution. This low frequency component is used in normalizing the CTF; it must have the same density (on the target) as the higher frequency target bars.

The upper limit of 1.05 modulation is to discourage image processing that produces excessive edge sharpening, which can add false detail to an image.

Aliasing on sine wave images or bar images may be investigated by quantitative analysis and from visual observation of the softcopy-displayed image.

2.4 2.4 Signal-to-Noise Ratio (SNR)

Requirement:
The white signal-to-noise ratio (SNR) and black signal-to-noise ratio shall each be greater than or equal to 125.0 in at least 97.0 percent of respective cases within each printblock measurement area.

Background:
The signal is defined as the difference between the average output gray-levels obtained from scans of a uniform low reflectance and a uniform high reflectance target, measuring the average values over independent 0.25 by 0.25 inch areas within each printblock area. The noise is defined as the standard deviation of the gray-levels in each of these quarter-inch measurement areas. Therefore, for each high reflectance, low reflectance image pair there are two SNR values, one using the high reflectance standard deviation and one using the low reflectance standard deviation. To obtain a true measure of the standard deviation, the scanner is set up such that the white average gray-level is several gray-levels below the system’s highest obtainable gray-level and the black average gray-level is several gray-levels above the system’s lowest obtainable gray-level.

2.5 2.5 Gray-Level Uniformity

Requirement – adjacent row, column uniformity:
At least 99.0 percent of the average gray-levels between every two adjacent quarter-inch-long rows and 99.0 percent between every two adjacent quarter-inch-long columns within each imaged printblock area shall not differ by more than 1.0 gray-levels when scanning a uniform low-reflectance target and shall not differ by more than 2.0 gray-levels when scanning a uniform high-reflectance target.

Requirement – pixel-to-pixel uniformity:
For at least 99.9 percent of all pixels within every independent 0.25 by 0.25 inch area located within each imaged printblock area, no individual pixel’s gray-level shall vary from the average by more than 22.0 gray-levels when scanning a uniform high-reflectance target and shall not vary from the average by more than 8.0 gray-levels when scanning a uniform low-reflectance target.

Requirement – small area uniformity:
For every two independent 0.25 by 0.25 inch areas located within each imaged printblock area, the average gray-levels of the two areas shall not differ by more than 12.0 gray-levels when scanning a uniform high-reflectance target and shall not differ by more than 3.0 gray-levels when scanning a uniform low-reflectance target.

Background:
Measurements are made over multiple, independent test areas on a printblock-by-printblock basis. (For a live scanner, the entire capture area is normally considered a single printblock area). To obtain a true measure of the standard deviation, the scanner is set up such that the white average gray-level is several gray-levels below the system’s highest obtainable gray-level and the black average gray-level is several gray-levels above the system’s lowest obtainable gray-level.

2.6 2.6 Fingerprint Image Quality

The scanner shall provide high quality fingerprint images; the quality will be assessed with respect to the following requirements.

Requirement – Fingerprint Gray Range:
At least 80.0 percent of the captured individual fingerprint images shall have a gray-scale dynamic range of at least 200 gray-levels, and at least 99.0 percent shall have a dynamic range of at least 128 gray-levels.

Background:
Card and live scan systems at a booking station have some control over dynamic range on a subject-by-subject or card-by-card basis, e.g., by rolling an inked finger properly or by adjusting gain on a livescanner. However, with central site or file conversion systems where a variety of card types and image qualities are encountered in rapid succession, automated adaptive processing may be necessary. The eight-bits-per-pixel quantization of the gray-scale values for very low contrast fingerprints needs to more optimally represent the reduced gray-scale range of such fingerprints, but without significant saturation. The intent is to avoid excessively low contrast images without adding false detail.

Dynamic range is computed in terms of number of gray-levels present that have signal content, measuring within the fingerprint area and substantially excluding white background and card format lines, boxes, and text.

For card scanners, compliance with these dynamic range requirements will be verified using a statistically stratified sample set of fingerprint cards assembled by the FBIFBI/CJIS. The test fingerprint card set may include cards with difficult-to-handle properties, e.g., tears, holes, staples, glued-on photos, or lamination, for testing card scanners that have automatic document feeder mechanisms. For live scanners, compliance will be verified with sets of livescans produced by the vendor.

Requirement – Fingerprint Artifacts and Anomalies:
Artifacts or anomalies detected on the fingerprint images that are due to the scanner or image processing shall not significantly adversely impact support to the functions of conclusive fingerprint comparisons (identification or non-identification decision), fingerprint classification, automatic feature detection, or overall Automated Fingerprint Identification System (AFIS) search reliability.

Background:
The fingerprint images will be examined to determine the presence of artifacts or anomalies that are due to the scanner or image processing; assessment may include measurements to quantify their degree of severity and significance. Image artifacts or anomalies such as the following non-inclusive list may be investigated.
· jitter noise effects
· sharp truncations in average gray-level between adjacent printblocks
· gaps in the gray-level histograms, i.e., zero pixels in intermediate gray-levels, or clipping to less than 256 possible gray-levels
· imaging detector butt joints
· noise streaks
· card bleed-through
· gray-level saturation

Requirement – Fingerprint Sharpness & Detail Rendition:
The sharpness and detail rendition of the fingerprint images, due to the scanner or image processing, shall be high enough to support the fingerprint functions stated in Section 1, paragraph 2.

Background:
Fingerprint sharpness and detail rendition that is due to the scanner or image processing may be investigated by employing suitable, objective image quality metrics, as well as by visual observation of the softcopy-displayed image.

3.0 3.0 Identification Flats

Traditional fingerprint sets contain both rolled and plain fingerprint images. The rolled impressions support the search processing and identification functions and the plain impressions are used primarily for sequence verification. Fingerprinting systems designed for “Identification Flats” civilian background checks capture a single set of plain impressions. This single set of plain impressions must support finger sequence verification, search processing, and identification.

Image quality has historically been a challenge for civil background checks. Some programs require a large number of relatively low-volume capture sites, which makes training difficult. A key goal for identification flats scanners is to reduce the need for training so that inexperienced users consistently capture quality fingerprint images.

The identification flats scanner shall meet all of the requirements stated in Section 2 of this appendix as well as the following requirements.

Requirement – Capture Protocol:
The system shall provide a simple capture protocol.

Background:
A simple capture protocol supports the inexperienced user’s ability to more consistently capture high quality fingerprints. Identification flats collection systems will be evaluated for their ability to produce a very small rate of failure to enroll in an operational setting. Systems with a minimum capture area of 3.2 inches (width) by 3.0 inches (height) that can capture four fingers simultaneously in an upright position will be considered in compliance with the simple capture protocol requirement. Other capture approaches will require specific testing and documentation.

Requirement – Verifiable Finger Sequence Data:
The method of capturing the fingers shall result in very low probability of error in the finger numbers.

Background:
The fingerprinting system’s capture protocol will be evaluated for its ability to capture verifiable finger sequence data. Based on the Ohio WebCheck National trial systems with a minimum capture area of 3.2 inches (width) by 3.0 inches (height) that capture the left four fingers simultaneously, the right four fingers simultaneously and the two thumbs simultaneously (4-4-2) in an upright position will be considered in compliance with the finger sequence requirements. Other capture approaches will require specific testing and documentation.

4.0 4.0 Fingerprint Printer

Requirement:
The fingerprint printer, consisting of a printer and specialized print algorithm, must be capable of producing hardcopy images that exhibit good geometric fidelity, sharpness, detail rendition, gray-level uniformity, and gray-scale dynamic range characteristics, with low noise, no significant creation of false detail, and with the capability to support magnified viewing of the print without breakup of the virtual fingerprint image presented to the eye. This printer is expected to provide high throughput, good repeatability, good print permanency characteristics, and low cost per copy. A typical fingerprint printer is a gray-scale laser printer[footnoteRef:6] with 1,200 black/white dots per inch resolution combined with a printing algorithm that typically includes image contrast and printer gamma/highlight/lowlight adjustments, image rescaling, and an error diffusion model with randomized dot dither printing applied to the rescaled image. [6:  In this appendix, “laser printer” refers to a type of printer in which a laser beam “draws” an electrostatic image of an input signal onto a drum. Toner (typically dry powder) is then transferred to the charged areas of the drum, which then transfers the toner onto paper, where it is fused by heat, creating a black/white/gray image.] 


The print system’s principal function is to produce life-size prints of digital fingerprints that have met CJISFBI/CJIS format requirements as specified in EBTS and ANSI/NIST-ITL and to provide sufficient print quality to support fingerprint comparisons, i.e., support identification or non-identification decisions. The printer should also have the capability to print gray-scale mugshots and property/evidence photos (not necessarily using a fingerprint printing algorithm), as well as print black & white documents containing text and graphics, onto 8.5 x 11.0 inch paper.

A required printer resolution is 500 ppi, which produces the required life-size print when the input digital fingerprint is 500 ppi or when a 1,000-ppi digital fingerprint is down-scaled to 500 ppi prior to printing. In both cases, all other 500-ppi printer requirements must also be met.

Background:
Verification of the specific performance requirements in Section 4 of this appendix is accomplished by evaluating the printer’s output print of an FBIFBI/CJIS-designated test set of digitized fingerprints and FBIFBI/CJIS-designated digital test target. Requirements compliance verification is performed by a combination of visual assessments of the test prints (aided by visual instruments) and computer-aided assessments of scanned digital images of the test prints. With respect to those requirements that depend on assessments of print scans for compliance verification, the scan resolution is expected to be twice the required gray-scale print resolution, e.g., a print with 500-ppi resolution is scanned at 1,000 ppi, and the scanner is expected to be setup in a calibrated linear input/output, grayscale reflectance capture mode.

4.1 4.1 Spatial Frequency Response

Requirement:
The printer shall provide sufficient spatial frequency response to support visually resolving the required printer resolution in orthogonal directions on the print.

Background:
Resolution verification is performed by printing high-contrast digital bar targets and visually inspecting the print under magnification. (When employing a laser printer with a fingerprint printing algorithm, it is recognized and accepted that the effective resolution may vary in complex image areas such as a fingerprint.)

The resolution limit is a single point on the spatial frequency response curve; the entire curve may be measured by scanning the print of an appropriate target, performing appropriate computer-aided assessment on the scan, and comparing results to a minimally acceptable spatial frequency response curve.

4.2 4.2 Gray-Llevels

Requirement:
At least 16 gray-levels shall be visually distinguishable on the print.

Background:
Visual observation of the print of a digital target containing a step tablet is used to verify the 16- gray-level requirement. A higher number of gray-levels is expected to be distinguishable by appropriate computer-aided assessment of the scanned image of the print.

4.3 4.3 Dynamic Range

Requirement:
The printer shall have the capability to print an input digital image gray range of at least 130, excluding print black saturation and print white saturation.

Background:
The print of a digital step tablet is scanned, each pixel’s output gray-level value is converted to the corresponding print reflectance value, and the average print reflectance value within each step is computed. A plot of step average print reflectance versus input digital step tablet gray-level must result in a gray range of at least 130, excluding any saturation on the low end (print black reflectance) and high end (print white reflectance). (The scanner output gray-level to print reflectance conversion is established by generating the scanner’s input/output curve using a calibrated step tablet.)


4.4 4.4 Geometric Accuracy and Print Scale

Requirement (across-bar):
When printing a digital bar target containing multiple, parallel bars, the absolute value of the difference between the measured distance across parallel bars on the print and the correct distance on the print shall not exceed the values given in Table F-4 for at least 97 percent of the tested “short distance” and “medium distance” cases in each direction (vertical and horizontal).
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	Distance Error (D)
	Distance Range (X)
	Comment

	D ≤ 0.001
	0.00 < X ≤ 0.07
	short distance

	D ≤ 0.015X
	0.07 < X ≤ 1.50
	medium distance

	D ≤ 0.010X
	4.75 < X ≤ 8.00
	long distance



Table Note:	D = |Y-X|
X = correct distance = digital target pixels / required print resolution
Y = measured distance on print
		D, X, Y are in inches 
The average of all “medium distance” test cases, in each direction, shall not exceed the corresponding values of D given in Table F-4.

The average of all “long distance” test cases, in each direction, shall not exceed the corresponding values of D given in Table F-4.

Requirement (along-line):
Straight target lines printed parallel to or at a 45-degree angle to the paper or card edges shall be straight on the print with no significant waviness, bow, or “staircasing.”

Background:
The across-bar requirement corresponds to a positional accuracy of ± 1.5 percent for distances greater than 0.07 inches and less than or equal to 1.5 inches and a constant ± 0.001 inches for distances less than or equal to 0.07 inches. With a 500 ppi-required print resolution, a digital bar target with a period of 18 pixels is used, which corresponds to a bar frequency of 500 / (25.4*18) cy/mm on the print, when printed life-size. The measured distance on the print can be obtained by scanning the print and applying computer-assisted assessment on the resulting digital image. The requirement takes into account the geometric errors inherent in a good quality scanner. For life-size printing, the print scale error is measured over a distance in the 0.07 to 1.50 inch range. Print scale error is equal to: (correct distance - measured distance) / correct distance. For lifesize printing at 500 ppi, a 1.5 percent allowable error in distance, measured in inches, is equivalent to an allowable print ppi error equal to ± 7.5 ppi.

The along-line requirement can be assessed visually, aided, e.g., by a straight-edge and magnifying lens.

4.5 4.5 Noise

Requirement:
For a required printer resolution of 500 ppi, the noise magnitude shall be less than 0.120 at each average print reflectance level when noise magnitude is defined as the standard deviation of print reflectance values within an area on the print corresponding to a constant gray-level on the input digital target. (Print reflectance is measured in fractional units: 0.0 to 1.0 range.)

Background:
A digital step tablet is printed, the print is scanned at 1000 ppi, each pixel’s output gray-level value is converted to the corresponding print reflectance value, and the standard deviation of print reflectance values within each step is computed. The scanner output gray-level to print reflectance conversion is established by generating the scanner’s input/output curve using a calibrated step tablet.

4.6 4.6 Print Polarity and Color

Requirement:
The printed fingerprints shall appear as dark gray-to-black ridges on a light gray-to-white background.

4.7 4.7 Print Permanence

Requirement:
The printed fingerprints shall not smear or smudge with normal handling.

4.8 4.8 Print Stability

Requirement:
Both the fingerprints and the card stock or paper on which they are printed shall retain their visually neutral (black, white, gray) color over time.

4.9 4.9 Hazardous Materials

Requirement:
The prints shall not produce any health hazard as a result of handling. They shall not produce any noxious, annoying, or unpleasant odors when accumulated in large numbers and handled in areas having limited ventilation.

Background:
Requirements 4.7 (print permanence), 4.8 (print stability), and 4.9 (hazardous materials) are met by standard laser printers.

4.10 4.10 Fingerprint Prints

4.10.1 4.10.1 Print Types Requirements

Requirement:
The printer shall have the capability to print a set of individual livescans or previously scanned, individual inked fingerprints, life-size and in their correct printblock locations, onto a standard tenprint fingerprint card (e.g., fingerprint card type FD-258), or print onto blank 8.0 by 8.0 inch card stock, or print onto blank 8.5 x 11.0 inch plain paper. In the case of printing fingerprints onto blank card stock or blank paper, the printer shall also print the printblock boundary lines and labeling that normally appears on a standard tenprint card.

The printer shall have the capability to print a previously scanned tenprint card in its entirety and life-size onto blank 8.0 x 8.0 inch card stock or onto blank 8.5 by 11.0 inch plain paper. 

NOTE: Printer margins for any printblock when printed on 8.0 x 8.0 inch card stock may not exceed 10% of the image width dimensions. For an image 1.6 inches wide, this means a margin of 0.16 inches or less. In worst case, truncation of card edges is acceptable. Any shrinkage resulting in image reduction is unacceptable.

The printer shall have the capability to print a single fingerprint magnified up to five times beyond life-size onto 8.5 by 11.0 inch plain paper.

When printing in tenprint card format onto tenprint card stock, blank card stock, or plain paper, the printer shall also have the capability to print labels, bar chart, step tablet, and finger condition codes, all on the same print with the fingerprints. Figure F-1 illustrates the printing of this auxiliary information. Sections 4.10.2 through 4.10.5 of this appendix give the detailed requirements.

4.10.2 4.10.2 Labels

Requirement:
When printing fingerprints in tenprint card format, the printing process shall have the capability to print a character string of scanner information within the left four finger plain impression printblock and a character string of printer information within the right four finger plain impression printblock. Each character string shall be printed along the top inside edge of the respective printblock in a type font and size that is large enough for human readability without the aid of a magnifier and small enough so as not to unduly impinge on fingerprint structure. 

The scanner information string shall include the scanner make, model number, and serial number, if available, and/or similar information on the scanner system. The printer information string shall include the printer make, model number, and serial number, if available, and shall include similar information on the fingerprint printing algorithm, if available, and shall include the date and time of printing.

The scanner and printer character strings shall be printed without a background, border, or any other type of added surround.

Background:
Information for the scanner string can typically be obtained from the EBTS Type-2 record field identified as “IMA 2.067 – Image Capture Equipment,” which includes scanner system make, model number, and serial number.

A printer is certified as a combination of a specific brand/model printer and fingerprint printing algorithm; the latter may also have a name or version designation.

Character string printing: a solid background (e.g., white) to the character string is unacceptable because it would unnecessarily obliterate some parts of fingerprints on some images. Individual characters with no background that overprint the fingerprint would obliterate a much smaller proportion of the fingerprint and are acceptable. Printing the character strings in an open space created by offsetting printblocks 6-10 from printblocks 11-14 is unacceptable because it changes the dimensions of the standard tenprint card format, and it cannot adequately accommodate fingerprints that stray across printblock boundaries.

Proper text size typically would correspond to a height of a numeral or upper case letter being in the range: 0.067 inches to 0.095 inches.

4.10.3 4.10.3 Bar Chart

Requirement:
When printing fingerprints in tenprint card format, the printing process shall have the capability to print a bar chart consisting of equally spaced horizontal black bars and vertical black bars printed at the required printer resolution.

The bar chart shall be positioned at the top edge within the right thumb plain impression printblock and shall have a maximum width of 0.8 inches and a maximum height of 0.125 inches. The bar chart shall contain at least 10 parallel bars in each direction, vertical and horizontal, with a bar length of at least 0.0625 inches (not necessarily the same number of bars, or same bar length, in the two directions).

An optional, uniform mid-grey-level patch may be included between the horizontal and vertical bar components.

The bar chart shall be printed without border or any other type of added surround.

Background:
For a 500-ppi printer requirement, the limiting frequency is 250 cycles per inch, which implies that 250 black bars per inch are printed, where the 0.002-inch width of an individual bar is equal to the width of the white space between two bars. 

If a mid-gray patch between the vertical and horizontal bar patterns appears to have the same overall gray-level on the print as the two bar patterns, then this may indicate that the printer gamma/highlight/lowlight settings are optimum and/or that the printer toner supply was adequate for printing.

4.10.4 4.10.4 Step Tablet

Requirement:
When printing fingerprints in tenprint card format, the printing process shall have the capability to print a step tablet, consisting of two adjacent horizontal bands, each band having 16 gray-levels. The top band should progressively darken from left to right and the bottom band should progressively darken from right to left. The 16 digital input gray-levels corresponding to one band shall be identically the same as for the other band, and both bands shall substantially cover the total gray-level range. This step tablet shall be positioned at the top edge within the left thumb plain impression printblock and shall have a total width between 0.5 inches and 0.8 inches and a total height between 0.0625 inches and 0.125 inches.

The step tablet shall be printed without border or any other type of added surround.

Background:
If the top band and bottom band appear “balanced” on the print, i.e., the same mid-gray level appears in the middle of both the top and bottom bands, then this may indicate that the printer gamma/highlight/lowlight settings are optimum.

4.10.5 4.10.5 Finger Condition Codes

Requirement:
When printing fingerprints in tenprint card format, the printing process shall have the capability to notate the presence of an abnormal finger condition in the appropriate printed fingerprint block for those cases where the EBTS Type-2 record field identified as “AMP” (amputated or bandaged) is available and/or for those cases where similar information is available from other sources, such as a state system (possibly with other notation codes).

4.10.6 4.10.6 Fingerprint Quality

Requirement:
The printer shall produce sufficient print quality to allow usable viewing of life-size fingerprint prints under magnification to support fingerprint comparisons, i.e., identification or non-identification decisions. The print image shall maintain its sharpness and detail rendition structure up to at least 4X magnification to the extent that ridges and ridge joints, bifurcations, and terminations that exist in the input digital image to the printer can be substantially discerned by the human observer on the output print without being “lost in the noise.” In addition, the printing process shall not create significant false detail, e.g., it shall not create ridges where none existed in the input digital image.

Background:
Assessment of the requirement is performed by visual inspection of the print augmented by appropriate quantitative analysis of the scanned print.




[bookmark: _Toc297724401][bookmark: _Toc329942454]Figure F-1 Auxiliary Information Printed in Tenprint Card Format Print
(Example Text)
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5.0 5.0 Mobile ID
A mobile identification device is a livescanner viewed in the context of a portable biometric acquisition station, i.e. one that is not intended to be stationary and hardwired to a much larger system used for comparing or matching biometric samples.  Since mobile devices may satisfy a variety of collection modalities with differing image size and accuracy requirements, a set of Fingerprint Acquisition Profiles (FAP) for fingerprint images has been developed. Table F-5 summarizes the image sizes and IQS specification requirements relevant for each image interchange profile allowed by the FBIFBI/CJIS for an RPIS transaction.

Requirement – Image Size/Impression Type:
For a given FAP, the minimum image dimensions and full range of simultaneous number of fingers specified in Table F-5 shall be met. The device shall be able to collect flat impressions. Rolled acquisition is optional.

Requirement – Image Quality:
As indicated in Table F-5, two IQS specification requirements are supported for mobile ID scanners. When the IQS specification requirement is PIV, then all requirements in Personal Identity Verification (PIV) Image Quality Specifications for Single Finger Capture Devices shall be met. When the IQS specification requirement is App F, then all the requirements in Section 2 of this document shall be met.

Background:
FAP 30 and lower are for single finger sensors and are primarily for identification/verification, while FAP 40 and above support simultaneous image capture which is faster, reduces sequence errors and produces higher quality images for both enrollment and identification searches. FAP 30 are for single finger sensors, while FAP 40 and above support simultaneous image capture which is faster, reduces sequence errors and produces higher quality images. For RISC participation. ,  tThe FBIFBI/CJIS will requirerecommends that  acquisition devices to meet a minimum of FAP 30 to allow the following functions to be performed: (1) automatic feature detection; (2) fingerprint classification; (3) overall AFIS search reliability; and (4) conclusive fingerprint comparisons. Agencies submitting RPIS transactions should select a FAP level based on their specific requirements.

RISC Conformance:
The FBI is aware that devices with FAP levels 10 and 20 are currently used in conjunction with the RISC pilot. In order to enable this installed base of lower FAP devices to continue to operate, the FBI will grandfather their continued usage in RISC after the NGI RISC deployment. Any new devices acquired after January 1, 2012 will be subjected to the FAP 30 minimum requirement, even if acquired and deployed by RISC pilot agencies.



[bookmark: _Toc252865778][bookmark: _Toc307478168][bookmark: _Toc329951527]Table F-5 Mobile ID IQS Requirements
	Fingerpint Acquisition Profile (FAP)
	Minimum Image Dimensions
(WxH in inches)
	IQS Specification Requirements
	Simultaneous
# of Fingers

	10
	0.5 x 0.65
	PIV
	1

	20
	0.6 x 0.8
	PIV
	1

	30
	0.8 x 1.0
	PIV
	1

	40
	1.6 x 1.5
	PIV
	1-2

	45
	1.6 x 1.5
	App F
	1-2

	50
	2.5 x 1.5
	App F
	1-3

	60
	3.2 x 3.0
	App F
	1-4



NOTE: Although the RISC will accept submissions from Mobile Fingerprint Scanners that don’t meet these requirements, the CJISFBI/CJIS Division reserves the right to enforce these, or any other, scanner requirements deemed necessary to meet accuracy levels established by the CJISFBI/CJIS Division’s Advisory Policy Board. NGI RISC participants should refer to the FBIFBI/CJIS Biometric Specification (www.fbibiospecs.org) IAFIS Certified Products List/Mobile ID Category for a list of mobile identification devices which have been certified by the FBIFBI/CJIS as tested and in compliance with the FBIFBI/CJIS's Next Generation Identification (NGI) initiatives and Integrated Automated Fingerprint Identification System (IAFIS) Image Quality Specifications (IQS). The certification process is not intended to endorse one product over a competitor's product but merely to certify that the product meets FBIFBI/CJIS standards and that, between two products that meet FBIFBI/CJIS standards, the FBIFBI/CJIS does not recommend one over the other.

6.0 6.0 Fast-Track Certification

First, to review, full certification testing is required when:

· An uncertified livescan device is presented together with suitable SW such that the combination prospectively meets all IQS requirements.

· A hardcopy scanner or printer (typically a COTS product) is presented together with suitable SW such that the combination prospectively meets all IQS requirements. (The specific SW may be sold separately from the COTS HW, but only the specific HW/SW combination is certified.)

· Substantive modifications are made to an already-certified device. For example, the sensor or optics is changed, the capture area is expanded, the signal processing is substantively changed, or a 500 ppi-certified device is extended for operation at 1000 ppi.

Fast track certification testing is sufficient when:

· A vendor adds “value” to an already certified device by, for example, integrating additional SW and/or HW and repackaging the combination to create a Value-Added Reseller (VAR) label system. However, if there is a reasonable expectation that the added SW, HW, or repackaging will affect the image quality performance of the original certified device, then full certification testing would be required.

· A vendor makes relatively minor modifications to a previously certified device. For example, a membrane is added to (or deleted from) a certified livescanner, an automatic document feeder is added to a certified manual-feed cardscanner, or a 1000 ppi-certified scanner is operated at 500 ppi using the same optics, sensor, and illumination.

Table F-6 presents the test data requirements for some common fast track certification scenarios; for test requirements for other scenarios, contact the FBIFBI/CJIS. In addition to the test data, the vendor seeking fast track certification must provide a written statement to the FBIFBI/CJIS (letter or e-mail) affirming that the previously certified fingerprint device has not been changed with respect to device functions, hardware, firmware, or software that could reasonably be expected to affect image quality performance.[footnoteRef:7] Specific to a scanner, the optics and optical layout, sensor, illumination, image capture electronics, and signal processing have not been changed and the maximum capture area has not been increased. [7:  Except for inherent image quality changes in specific situations, e.g., when recertifying a 1000 ppi scanner at 500 ppi.] 


No certification testing is necessary when:

· The original recipient of a certification wishes to change the model name and there are no other changes to the certified product.

· The original recipient of a certification wishes to repackage the device if there is a reasonable expectation that the repackaging will not affect the image quality performance of the device. All device HW/SW components that may affect image quality performance must remain the same as they were when originally certified. For example, repackaging a device into a ruggedized cabinet or repackaging a floor-standing device as a desktop device by separating out the host computer would not necessarily require further testing, but changing the optical path or optical train of elements to accommodate the repackaging would normally require retesting.

· A reseller of a certified device wishes to sell the device under its own label or under the original label. The certified device must remain intact, unmodified, and as a stand-alone product with no added HW/SW. If relabeled by reseller, the certification is only valid when that label does in fact contain the originally certified device, i.e., no blanket certification for rebrands.[footnoteRef:8]  [8:  If there is no Fast Track testing, the device will not be listed under the resellers name in the FBI certification list. Instead it will remain listed / certified under the original vendor and device name. A separate reseller listing requires some Fast Track data.] 


An end user receives a certified device to be used “as is” without modification (an end-user does not need its own certification).

[bookmark: _Toc252865779][bookmark: _Toc307478169][bookmark: _Toc329951528]Table F-6 Fast Track Certification Procedures (Common Scenarios)
	Fast Track Certification 
	Type
	Test Data to be Provided to FBIFBI/CJIS
	Requirements Compliance within Appendix F

	Livescanner
	Vendor A incorporates vendor B’s certified device into vendor A’s value-added system.

Vendor adds (or deletes) platen membrane to certified device.

	Livescans from 5 subjects (10 rolls & 4 plains, each subject)


Sinewave or bar target scans (target supplied by vendor) and livescans from 5 subjects (10 rolls & 4 plains, each subject).
	Section 2.6



Sections 2.1, 2.3, & 2.6  

	Cardscanner
	Vendor A incorporates vendor B’s certified device into vendor A’s value-added system.
	Ten 10-print card scans (cards supplied by FBIFBI/CJIS)
	Section 2.6

	Cardscanner with Automatic Document Feeder (ADF)
	Vendor recertifies manual card scanner for use with ADF.
	100 10-print card scans (cards supplied by FBIFBI/CJIS)
	Section 2.6

	Printer
	Vendor A incorporates vendor B’s certified device into vendor A’s value-added system.
	Print of printer test target (target supplied by FBIFBI/CJIS) 
    
	all subsections under section 4.0 pertaining to digital test target

	1000 ppi fingerprint scanner as 500 ppi fingerprint scanner
	Vendor recertifies its own fingerprint scanner in alternate operating mode.
	Cardscanner:
Sinewave target scans (target supplied by vendor) and ten 10-print card scans (cards supplied by FBIFBI/CJIS) 

Livescanner:
Sinewave or bar target scans (target supplied by vendor) and livescans from 5 subjects (10 rolls & 4 plains, each subject)
	Sections 2.1, 2.3, & 2.6







Appendix F - Definition of Terms:

HW – Hardware, which may include firmware

SW – Software, which may include firmware

COTS – Commercial-Off-The-Shelf product

Vendor – generic term to include Original Equipment Manufacturer (OEM), reseller,
VAR, product assembler, systems integrator, and similar.

Full IQS Certification – a complete set of test data covering all IQS requirements is submitted.

Fast Track IQS Certification – a partial set of test data covering defined IQS requirements is submitted.
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Table H-1 summarizes the content of each of the fields in the Type-7 record. However, the byte counts do not account for any separator characters. Table H-2 summarizes the XML encoding mapping.
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1.0 1.0    Introduction

Appendix I presents the summary of the Type-2 logical record layouts for Data Management transactions. Table I-1 is a summarization representation of these transactions. For detailed specifications of individual fields of these record sets, see Appendix C.

2.0 2.0    Interpretation of the Table

The column headers at the top of the page select a particular transaction. The row headers in the left margin give the tag number and ID for each field. The cell at the intersection of any given row and column gives summary information about the use of that field (row) in that transaction (column). If that cell is blank, the field is not used in that record. Otherwise, the number at the right in the cell gives the maximum number of occurrences of that field for that record. If the cell is shaded, then the field’s inclusion is optional for that record; unshaded cells indicate mandatory inclusion. The diagonal pattern represents future initiatives, field tags, and type of transactions. In all cases, the minimum number of occurrences for a mandatory field is one, and zero for an optional field.
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This appendix provides the field specifications for submitting a Type-9 Image Feature record with a transaction. Along with a detailed explanation of the FBI IAFIS block fields and the Extended Feature Set block that can be included in this record type, the XML tag name has been included. Specifications for minutiae data are based on the ANSI/NIST-ITL Type-9 Record. As NGI moves forward with replacing latent functionality, CJIS will be adding the ‘public’ templates (Extended Feature Set). These templates are outlined at the end of the detailed CJIS block fields. This standard has additional requirements for this message and therefore contains a created substitution element for the abstract ANSI/NIST-ITL element <itl:RecordMinutiae>. This standard uses this element, <ebts:Minutiae>, to represent information specific to an FBI Biometric Identification message.

Refer to the ANSI/NIST for complete Type-9 field usage and descriptions. The following subsections layout in alphabetically order the complete definition of fields used by NGI while processing a Type-9 record. NGI will allow for both FBI IAFIS Feature Set and the ANSI/NIST Extended Feature Set. When both sets are present, NGI will use the Extended Feature Set. When features are being returned, NGI will place those features in the Extended Feature Set only.
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Type-10 records shall contain facial and/or SMT image data and related ASCII information pertaining to the specific image contained in this record. It shall be used to exchange both grayscale and color image data in a compressed or uncompressed form. As NGI will be accepting images as defined in the ANSI/NIST-ITL, refer to the ANSI/NIST-ITL for complete usage and descriptions of the Type-10 fields.
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[bookmark: _SUMMARY_TABLES][bookmark: _Toc329955585]- SUMMARY TABLES

This appendix contains summary tables that collect information otherwise dispersed through the EBTS document. Tables L-1 and L-2 cross-reference all currently used EBTS elements from their Element IDs to their Tag Numbers. The cross-references appear in two ways. Table L-1 lists the fields in Element ID order. Table L-2 lists them in Tag Number order.

In several instances, Tag Numbers shown have alpha suffixes. These suffixes are given only to make the list complete (i.e., to include subfields as well as simple elements in the list) and to aid in determination of what the parent field is in such cases. For example, the field tag 2.084A identifies this (FGP) as a subfield of AMP (2.084). Under no circumstance is a subfield tag to be used in formatting any legacy EBTS electronic message. Subfields do not have independent tags, either with or without an alpha suffix.

Tables L-3 and L-4 list record set requirements for each EBTS transaction type. Table L-3 lists the record set requirements for each type of submission. Table L-4 lists record set requirements for each response type. In instances where these requirements differ depending upon which submission the response is made for, several entries will be present. Note that the Type-4 requirements for tenprint submissions are stated to be 14 while Type-14 is 3. If fewer images are submitted, each missing image must be noted in the AMP field of the accompanying Type-2 record. The TPIS indicate that N-10 Type-4/14 or Type-9 records, respectively, are to be submitted. N is the minimum number of fingers required by AFIS for a search, and N = 2 for CJIS. Table L-5 shows the correlation of EBTS TOTs and their responses, including error responses. The columns and values for Table-L-5 were taken from the previous versions of Tables L-3 and L-4 (Tables L-3 and L-4 have been expanded to show separate values for Type-4 and Type-14, and Type-7 and Type-13 records for each TOT).
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This appendix presents the descriptors and field specifications for Type-14 logical records, defined by ANSI-NIST-ITL as a Variable Resolution Fingerprint Image Record. In the past, only 4-4-2 slap impressions were allowed in the Type-14. NGI has expanded the use of the Type-14 to include available images as described in the ANSI/NIST-ITL. These new images consist of fingerprints (rolled and plain) and supplemental palmprints and fingerprint images. Therefore it is necessary to add a new user-defined field to indicate the image set to which the image being transmitted belongs (e.g., are the rolled fingerprint impressions from a tenprint card or a palmprint card). The new user-defined field, Image Source, is defined below. See Appendix P for a complete definition of each of the image sets. As NGI will be accepting images as defined in the ANSI/NIST-ITL, refer to the ANSI/NIST-ITL for complete definitions of the fields that are allowed in the Type-14.  NGI will restrict the valid values for Friction Ridge Generalized Position, FGP, 14.013, to 1 – 15, 19, and 40 – 50.


[bookmark: _POB_Code_Table][bookmark: _Toc329955587]- POB Code Table

Appendix O contains the codes for Place of Birth (POB 2.020) and Citizenship (CTZ 2.021) fields. The 'CTZ' contains an asterisk,'*', for those codes that are valid for usage in the CTZ 2.021 field. All codes are valid for usage in the POB 2.020 field. The "DATE AHEAD FLAG" indicates those codes where the Date of Birth (DOB 2.022) may be a day ahead of North America time zone.
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This appendix presents transmission specifications for Type-14 & Type-15 logical records. The Type-14 image records contain variable resolution supplemental fingerprint image data and the Type-15 image records contain variable resolution palmprint image data together with fixed and user-defined textual information fields pertinent to the digitized image. The scanning resolution is not specified for these record types. However, in all cases the scanning resolution used to capture the supplemental and a palmprint image shall be at least as great as the minimum scanning resolution of 19.69 ppmm (500 ppi) as specified in Section 3.8.4 of this main document

When submitting supplemental fingerprints and palmprints to CJIS in the Type-14 record, the EJI image should contain at least the full FV1 or FV3 image along with the corresponding coordinates to be used in the verification process of the fingerprints submitted. “Best Practice” for submitting supplemental fingerprints would be to submit the complete EJI image that includes FV1, FV2, FV3, and FV4 as defined in Table P-1 and Figure 6. The complete description of the Type-14 record fields can be found in the ANSI/NIST-ITL standard.

Because not all friction ridge areas of the hand have overlap with the distal segment of the fingers (i.e., writer’s palm, interdigital, thenar, lower palm, hypothenar), it is not possible for CJIS to positively verify that these friction ridge areas correspond to the associated identity. CJIS will attempt to segment the distal area of applicable palm and supplemental prints (i.e. full palm, upper palm, joints) that can be compared to the subject fingerprints. If segmentation is successful and the subsequent 1:1 verification fails, then all palm and supplemental records submitted within the transaction will be rejected as possibly being from the incorrect subject. If the distal segmentation is not possible, CJIS will enroll the submitted palm and/or supplemental prints without having performed 1:1 verification, based on the assumption that the contributing agency is confident that the palm and/or supplemental prints correspond with the identity associated with the fingerprints.

“Best Practice” for submitting palmprints in the Type-15 record will include either:
1. two full palmprints with the corresponding two writer’s palms, or
2. an upper and lower palm from each hand with the corresponding two writer's palms.

When submitting palmprints, the submission could also include rolled thenar, hypothenar, and grasp from each hand. The expectation with the receipt of known-subject palmprints is that the submitting agency has verified the palmprint and/or supplemental with the subject’s corresponding fingerprints. The complete description of the Type-15 record fields can be found in Appendix Q.

The entire area of the full palm is defined as that area extending from the carpal delta area to the tips of the fingers and can be represented as one or two scanned images. If two images are used to represent the full palm, the lower image shall extend from the carpal delta area to the top of the interdigital area (third finger joint) and shall include the thenar, and hypothenar areas of the palm. The upper image shall extend from the bottom of the interdigital area to the upper tips of the fingers. This provides an adequate amount of overlap between the two images to facilitate subject verification. By matching the ridge structure and details contained in the common interdigital area, an examiner can confidently state that both images came from the same palm.

Tenprint Identification submissions may include palmprint and supplemental fingerprint and palmprint cards. When submitting to the FBI as hard-copies, best practices for this collection of prints are defined as one FBI Standard Fingerprint Card FD-249 or FD-258 (Figure P-1), two FBI Standard Palmprint Cards PD-884 (Figure P-2 and P-3), and two FBI Standard Supplemental Finger/Palmprint Cards PD-884a (Figure P-4 and P-5), for a total of five cards per subject. In order to clarify expected orientation within each designated field, the FD-884 and FD-884a were minimally revised on July 2, 2010, to ensure that a ‘tips toward text’ capture is apparent and consistently utilized. While the FBI CJIS Division will no longer routinely accept hard-copy biometric submissions after April 15, 2012, the standard card equivalents are noted here for users that continue to use the FBI standard cards to support capture/scanning within their individual programs. ANSI/NIST-ITL provides the friction ridge generalized codes (FGP) and maximum image sizes, see Table P-2.

Major Case Print Collection

FBI defines the Major Case Print Collection as a complete set of friction ridge exemplars that include:

· Ten rolled fingerprints (Type-4 for 500ppi or Type-14 for 1000ppi and above as captured on an FD-249 or FD-258)
· Standard four finger slaps for right and left hand in a Type-4/Type-14 record (FGP = 13 & 14 as captured on an FD-249 or FD-258)
· Individual thumb slaps for right and left hand in a Type-4/Type-14 record (FGP = 11 & 12 as captured on an FD-249 or FD-258)
· Tips of each finger in a Type-14 record (FGP = 19, Print Position Descriptors [14.014] = ‘TIP’ as captured on an FD-884a)
· Entire joint image for each finger in a Type-14 record (FGP = 19, Print Position Descriptors [14.014] = ‘EJI’ as captured on an FD-884a)
· Rolled joint, flat left, center, and right full finger for each finger in a Type-14 record (FGP = 19, Print Position Descriptors [14.014] = ‘FV1’ & ‘FV2’ & ‘FV3’ & ‘FV4’)
· Rolled Thenar for each hand in a Type-15 record (FGP = 32 & 25 as captured on an FD-884a)
· Full Palm for each hand in a Type-15 record (FGP = 21 & 23 as captured on an FD-884)
· Writer’s Palm for each hand in a Type-15 record (FGP = 22 & 24 as captured on an FD-884)
· Five rolled fingerprints for each hand (Type-4 for 500ppi or Type-14 for 1000ppi and above as captured on an FD-884)



Fingerprint Image Sets

A full Tenprint Fingerprint image set consists of one of the following four options:

· 14 Type-4 Fingerprint image records (from the FD-249 or FD-258 card or a scanned equivalent)
· Ten Rolled Fingerprint images
· Two Four Finger Slap Fingerprint images
· Two Flat Thumb Fingerprint images
· 3 Type-14 Fingerprint image records (identification flat images)
· Two Four Finger Slap Fingerprint images
· One Two-Thumb Slap Fingerprint image
· 13 Type-14 Fingerprint image records (Introduced for RPIS)
· Ten Rolled or Ten Flat Fingerprint images
· Two Four Finger Slap Fingerprint images
· One Two-Thumb Slap Fingerprint image
· 14 Type-14 Fingerprint image records (Introduced for RPIS)
· Ten Rolled or Ten Flat Fingerprint images
· Two Four Finger Slap Fingerprint images
· Two Flat Thumb Fingerprint images

IAFIS supports Fingerprint Image Sets 1 and 2, where NGI supports all four Fingerprint image sets defined above. To be considered a full Tenprint set, all images must be present or a designation that each missing finger is either amputated or unprintable is required. CJIS prefers that contributors submit 1000ppi images with the Type-14.

Palmprint Image Sets

A Palmprint image set consists of all of the image blocks from an FD-884 card or a scanned equivalent. Each FD-884 card has images for one hand, so a Palmprint image set with images for both hands contains:

1-8 Type-15 Palmprint image records
· One Writer’s Palm image from each hand
· Either
· One Full Palm image from each hand
Or
· One Upper Palm image and one Lower Palm image from each hand
Or
· One Palm Thenar Area image, one Palm Hypothenar Area image, and one Palm Interdigital Area image from each hand

0-12 Type-14 Fingerprint image records
· Five individual finger images from the back of the FD-884 card from each hand
· One individual index finger image from the front of the FD-884 card from each hand
At least one palm image must be given but as the fingerprint images are optional, no amputation or unprintable flags are needed for these records. Although the Type-14 Fingerprint Images will be accepted by NGI, they are reserved as a future capability, and will not be used for searching or enrollment at this time.

Supplemental Print Image Sets

A Supplemental Print image set consists of all of the image blocks from an FD-884a card or a scanned equivalent. Each FD-884a card has images for one hand, so a Supplemental Print image set with images for both hands contains:

0-20 Type-14 Fingerprint image records
· 5 Entire Joint Image (EJI) Fingerprint images from each hand
· 5 Finger Tip Fingerprint images from each hand

0-2 Type-15 Palmprint image records
· 1 Thenar Region Palmprint image from each hand

While both finger and palm are listed as optional, at least one image must be given to be accepted. With optional fingerprint images, no amputation or unprintable flags are needed for these records. Similarly, each EJI image can contain four different impressions of each finger as defined in EBTS, but there is no requirement for EJI images to contain all or any one of the fingerprint impressions.


[image: ]
[bookmark: _Toc329942455]Figure P-1 FBI Standard Fingerprint Card (FD-249)


Figure P-2 and P-3 contain the front and reverse sides of the FBI Standard Palmprint Card, FD-884.

[image: ]
[bookmark: _Toc329942456]Figure P-2 FBI Standard Palmprint Card (FD-884) Front


[image: ]
[bookmark: _Toc329942457]Figure P-3 FBI Standard Palmprint Card (FD-884) Reverse


Figure P-4 and P-5 illustrate the FBI Standard Supplemental Finger/Palmprint Cards, FD-884a. It contains additional areas of friction ridge capture, including joint prints (distal, medial, and proximal), rolled finger tips, and rolled thenar area for each hand as shown in the images below.

[image: ]
[bookmark: _Toc329942458]Figure P-4 New FBI Standard Supplemental Finger/Palmprint Card (FD-884a) - Front

[image: ]
[bookmark: _Toc329942459]Figure P-5 New FBI Standard Supplemental Finger/Palmprint Card (FD-884a) - Reverse

The table below lists the print codes to be used in the Type-13 and -14 records.

[bookmark: _Toc329951529]Table P-1  Print Position Descriptor Code Table
	Type of Print Image
	Image Code

	 Entire Joint Image
	 EJI

	 Rolled Tip
	 TIP

	 Full Finger Rolled View
	 FV1

	 Full Finger Plain Image – left side
	 FV2

	 Full Finger Plain Image – center
	 FV3

	 Full Finger Plain Image – right side
	 FV4

	 Proximal, Distal, or Medial Segment
	 PRX, DST, MED



The types of print images are further defined as:


· Joint Prints (later broken down into distal, medial, and proximal)
· Rolled Joint Print: a single recording of the friction ridge skin on the distal, medial (except thumbs), and proximal areas of each finger. This type of impression is taken in one motion, similar to the taking of a rolled fingerprint impression.
· Rolled Tips
· A single recording of the friction ridge skin on the tip of the end joint of a finger. This type of impression is taken by placing the end joint of the finger on one side and rolling the finger across the tip such that the fingernail is in constant contact (or near constant contact) with the sheet of paper until the other side of the finger is reached.
· Rolled Thenar
· The large cushion of the palm located at the base of the thumb opposite of the Writer’s Palm or Hypothenar.

The rolled joint segments are labeled in the image below, where image 1 is the rolled middle finger, 2 and 4 are the pressed sides of the middle finger, and 3 is the pressed surface of the middle finger.

[image: ]
[bookmark: _Toc329942460]Figure P-6 Distal, Medial and Proximal Joints

The image records of the entire joint image (EJI) are contained in Type-14 records. Offsets to the locations of image segments containing the full finger view, proximal, distal, or medial areas are included with the image records further defined in the Type-14 record field specifications.
[image: ]
[bookmark: _Toc329942461]Figure P-7 Finger and Palm Segment Positions
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[bookmark: _DESCRIPTORS_AND_FIELD_5][bookmark: _Toc329955589]- DESCRIPTORS AND FIELD EDIT SPECIFICATIONS FOR TYPE-15 LOGICAL RECORDS

This section presents the descriptors and field specifications for Type-15 logical records, defined by ANSI-NIST-ITL as a Palm Print Image Record. NGI has expanded the use of the Type-15 to include available palmprint and supplemental fingerprint and palmprint images as described in the ANSI/NIST-ITL. To aid in identifying which image set the image on this record type belongs, a new user-defined field to indicate the image set to which the image being transmitted belongs (e.g., is the image from the supplemental card or a palmprint card). The new user-defined field, Image Source, is defined below. See Appendix P for a complete definition of each of the image sets. As NGI will be accepting images as defined in the ANSI/NIST-ITL, refer to the ANSI/NIST-ITL for complete definitions of the fields that are allowed in the Type-15.
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[bookmark: _DESCRIPTORS_AND_FIELD_6][bookmark: _Toc329955590]- DESCRIPTORS AND FIELD EDIT SPECIFICATIONS FOR TYPE-13 LOGICAL RECORDS

This appendix presents the descriptors and field specifications for Type-13 logical records, defined by ANSI-NIST-ITL as a Friction Ridge Latent Image Record. NGI will use this record type to accept various latent, unknown images at 1000 ppi from users for the purpose of investigative searching of different repositories. As NGI will be accepting images as defined in the ANSI/NIST-ITL, refer to the ANSI/NIST-ITL for the complete definition of the Type-13 fields.
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